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EXCHANGE OF THREAT-RELATED INFORMATION TABLE-TOP
PARTICIPANTS INSTRUCTIONS
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For this tabletop exercise, it is assumed that the State implemented the Internal Government Aviation
Regulator model

This exercise aims to analyze the relevance of data and to identify which data point is relevant as feedback
information to allow intelligence for the development of threat products and which data is relevant for

the Civil Aviation Regulator to further conduct risk assessment.

During the 60 minutes, you are tasked with completing the following steps based on the data points
collected over the past few months and incorporated into the information sheet.
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STEP 1 (10 min)

1. Identify and develop a description of the possible scenario from the information data sheet
(including adversary and modus operandi).
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STEP 2 (30 min)
1. Identify the possible owner of the intel data and through what channel it derived (i.e. where was

it collected from — open source, closed source).
2. Classify the information (sensitive, unclassified).
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STEP 3 (20 min)
1. Identify data relevant as feedback information to allow the development of threat assessment

products and data relevant for the conduct of risk assessment.
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2. Identify examples of any possible challenges in sharing any of the data points.
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Possible scenario (please write down below):
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CLASIFICATION

A security guard at a business near the airport has reported seeing what
she described as a “camouflage colored drone” hovering near the
perimeter fence of the airport on eight occasions over the past three
months. The sightings were all made at around the same time of 1930hrs,
when a daily flight often carrying politicians and government officials
arrives from your country’s capital city.
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Air traffic control at the airport was consulted and advised the police that
they had not observed any unidentified objects such as a UAS in the final
approach airspace landing aircraft use. It was noted that the air traffic
control radar only operates at altitudes above 500 feet (152 metres).
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Open-source media and police records reveal that a known terrorist
group in your country have used vehicle-borne and suicide bomber IEDs
to try and assassinate politicians on three occasions over the past year.
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None of these attempts have been successful as in all cases the explosives
have failed to kill their believed intended targets.
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A recent INTERPOL bulletin highlighted previous cases in other countries
have shown that terrorists booby-trap commercially bought UAS to go off
once first responders pick them up to search them for forensic evidence.
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According to legislative records, your country does not yet have a
standardized and coordinated programme to train personnel on how to
convene a UAS digital forensics procedure to gather, safeguard, and track
evidence.
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An airport authority audit of computer systems at the airport revealed
multiple attempts over the past six months by an unauthorized airport
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employee to access and download information related to flight arrival
times, aircraft altitudes, and passenger lists. The airport IT department is
not well versed in UAS-related matters, but believes the information
being sought could be useful in a cyber ransomware attack.
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The airport is known to be difficult to land at as the area is frequently
subjected to strong wind gusts. Even large aircraft often need to go-
around and make several attempts to land when the wind is up.
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A recent copy of a terrorist propaganda magazine included an article that
encouraged and explained how to use UAS-borne IED against static
civilian targets such as festivals and celebrations.
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Airport security patrols around the airport have noted an increase in the
number of vehicles parking near the observation area of the runway
outside the perimeter fence after sunset over the last year.
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According to legislative records, your country only recently allowed the
import of UAS from a neighbouring country that manufactures them.
Since this time, there have been numerous reports of “crashed” UAS
being found in people’s back yards and parking lots. There are no UAS
pilot training facilities in your country, and no online instructional videos
yet published in your country’s main language.
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An aviation industry association recently published a bulletin warning
airports and airlines about the dangers posed by unauthorized UAS
incursions into commercial airspace. The article mentioned 20 global
incidents of a UAS contacting an aircraft, though there was no
information to suggest that any of these contacts had been intentional.
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Pilots from four different airlines have each reported having navigational
equipment problems while on final approach to the airport over the past
five months. The pilots have described what seems to be an electrical
“dead spot” for several seconds approximately 1km from the airport
runway. No investigation of these incidents has yet been conducted as
they were believed to only be anomalies.
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Your country will host elections in the next three months. A known
terrorist group has stated their intention to harm several politicians who
do not support their wish to create a separate State.
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As the volume of commercial flight traffic has continued to increase
rapidly over the last year, the airport and associated agencies have all
struggled to complete security background checks of new employees.
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While this has been publicly acknowledged, no short-term solution has
been found.
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Your country’s civil aviation authority is still working on legislation
regulating the acquisition and use of UAS. Due to the current legislative
vacuum, there is no way to know who has purchased UAS in your country.
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For the past several months, your country’s information services have
noticed a considerable increase in the number of videos posted on social
media platforms showing aerial footage of your country’s main natural
attractions.
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The main pilot union in your country recently called for a strike to protest
what they consider low salaries. Flight cancellations and disruptions have
been widespread in the country’s airports.
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Your country’s Civil Aviation Authority recently banned general aviation
operations at the airport.
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The results of the last ICAO Universal Security Audit Programme
Continuous Monitoring Approach (USAP-CMA) audit in your country
were leaked to the press, which showed lack of implementation of
aviation security measures relating to in-flight supplies.
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