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Global Developments in Aviation Cybersecurity & Resources
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ICAO’s Work on Aviation Cybersecurity

= The Beijing Convention (2010)
= The Beijing Protocol (2010)

Governments’ Adoption of the Beijing

Instruments is an Important
DETERRENT of Cyber-Attacks
Against Civil Aviation
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PROTOCOL

SUPPLEMENTARY TO THE CONVENTION FOR THE
SUPPRESSION OF UNLAWFUL SELEURE OF AIRURAFT

THE STATES PARTIES TO THIS PROTOCOL,

¥ CONCERNED the ‘unlawdul cts aga vil nvintioe,

RECOGNIZING that new types of thrests against civil aviation requite new concented efforts and
policies of cooperation on the part of States; and

BELIEVING that in onder to betier sddross these threals, it is neccssary o adopl provisions
supplementary 1 those of the Comvention fir the Suppression of Ul i Seisure of dircraft
signed mi The Hague on 16 December 1970, 10 sappress welawiul acts of seizure or exercise of
comred af airerfl and 10 impeove its effectivencss;

HAVE AGREED AS FOLLOWS:

Article 1
This Prosocol supplements the Comvention for the Suppression of Unimeful Setzure of Airorafi, signed
at The Hagee on 16 December 1970 {hereanafier referred o s “the Convention™)
Article 11
Article 1 0F the Convention shall be replaced by the followirg
“hrtlele 1
1. Amy person commits an odfence if that person unlwiidly and intentionally seizes

ar exercises cantral of an aireraf in service by force of thieal thereof, ar by coercion,
ar by aspy ofher farm af intimidation., o by any tochological mcans.

2. Amy person also commts an offence if that person:

() makes & threat 1o comenit the offence set forth in parsgraph | of this Asticle,
or

(b1 unkawfully and i sy any 1o roceive such a threat,

under circumstances which indicate that the threat is credible.




ICAO’s Work on Aviation Cybersecurity

International Standards
and Recommended Practices

Anne)( 17 to the Convention on International Civil Aviation

Aviation Security

Safeguarding International Civil Aviation
against Acts of Unlawful Interference

Twelfth Edition, July 2022

For infermabion regarding the applicability of the Standards and Recommended
ces. see the Foreword

INTERNATIONAL CIVIL AVIATION ORGANIZATION

Annex 17 to the Chicago Convention — Aviation Security
Standard 4.9.1

Each Contracting State shall ensure that operators or
entities as defined in the national civil aviation security
programme or other relevant national documentation
identify their critical information and communications
technology systems and data used for civil aviation
purposes and, in accordance with a risk assessment,
develop and implement, as appropriate, measures to
protect them from unlawful interference

Recommended Practice 4.9.2

Recommendation— Each Contracting State should ensure
that the measures implemented protect, as appropriate,
the confidentiality, integrity and availability of the
identified critical systems and/or data. The measures
should include, inter alia, security by design, supply chain
security, network separation, and the protection and/or
limitation of any remote access capabilities, as
appropriate and in accordance with the risk assessment
carried out by its relevant national authorities



v

v

ICAO’s Work on Aviation Cybersecurity

ICAO 41st Assembly Resolution A41-19: Addressing Cybersecurity
in Civil Aviation
=Highlights the need for global adoption of the Beijing
Instruments
=sRecoghizes the need for aviation cybersecurity to be
harmonized
=Calls upon States to (not an exhaustive list):

implement ICAO Aviation Cybersecurity Strategy, and make use
of the ICAO Cybersecurity Action Plan

encourage government/industry coordination with regard to
aviation cybersecurity strategies, policies, and plans, as well as
sharing of information to help identify critical vulnerabilities that
need to be addressed

develop and participate in government/industry partnerships
and mechanisms, nationally and internationally, for the
systematic sharing of information on cyber threats, incidents,
trends and mitigation efforts

design and implement a robust cybersecurity culture across the
civil aviation sector

PROVISIONAL EDITION
OCTOBER 2022

RESOLUTIONS

ADOPTED BY THE ASSEMBLY

ASSEMBLY - 41st SESSION
Montréal, 27 September—7 October 2022
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The Aviation Cybersecurity Strategy

€ ICAO

Security and Facilitation Strateqic Objective

Aviation Cybersecurity Strategy

Oclober, 2019

INTERNATIONAL CIVIL AYIATIO

International Cooperation

Governance

Effective Legislation & Regulations

‘ Cybersecurity Policy

Information Sharing

Incident Management & Emergency Planning

Capacity Building, Training, & Cybersecurity Culture

https://www.icao.int/aviationcybersecurity/Pages/Aviation-Cybersecurity-Strategy.aspx



https://www.icao.int/aviationcybersecurity/Pages/Aviation-Cybersecurity-Strategy.aspx
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The Cybersecurity Action Plan

Cybersecurity Action Plan

Published by authority of the Secretary General

Second edition, January 2022

International Civil Aviation Organization

First Edition published in November 2020

Second Edition published in January
2022

Available on ICAO Public Website

Provides the Foundation for ICAQO, States
and stakeholders to work together

Develops the 7 Pillars of the Aviation
Cybersecurity Strategy into 32 Priority
Actions, which are further broken down
into 51 Tasks to be implemented by
ICAO, States, and Stakeholders

https://www.icao.int/aviationcybersecurity/Pages/Cybersecurity-Action-Plan.aspx



https://www.icao.int/aviationcybersecurity/Pages/Cybersecurity-Action-Plan.aspx

Aviation Cybersecurity Guidance Material -

=" Doc 8973 — Aviation Security Manual
= Doc 9985 — ATM Security Manual
= Aviation Cybersecurity Strategy

Cybersecurity Policy Guidance

Cybersecurity Poliey Guidance

= Cybersecurity Action Plan =
= Using Traffic Light Protocol

Nsierratioasd Civdl Avistion Crpmization

= Cybersecurity Culture in Civil Aviation

= Cybersecurity Policy Guidance

https://www.icao.int/aviationcybersecurity/Page | |
s/Guidance-material.aspx e



https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx

International Aviation Trust Framework (IATF)

A set of principles, policy, and guidance,
and a transition strategy for a globally
harmonized framework that will enable
a trusted exchange of information
among aviation stakeholders with the
level of security, resilience, and
interoperability needed to support the
demand for capacity and efficiency
while ensuring the continued safe,
secure, and sustainable operation of
the civil aviation system
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ICAO Aviation Cybersecurity Capacity Building ..

Current Aviation Cybersecurity Training Portfolio:
=  Foundations of Aviation Cybersecurity Leadership and Technical Management (in

partnership with Embry-Riddle Aeronautical University)
=  Cybersecurity Oversight in Aviation (in partnership with UK CAAi) — in final phase of

development, delivery begins in 2023
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