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Demo - P1 MTA Stronq Bind

v' Demonstrated using current version of ENAIRE AMHS System (development environment)

v' Based on Doc 9880 Edition 2 specification + optional features (strong bind is
only optional in Ed2)
v" Slightly different from Doc 9880 Edition 3 specification but with a lot of similarity

v' Close enough to be used for the demo in a manner representative of Ed3
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Demo environment

v Telefonica development environment — production mirror (Isode R18.0v22)
v" Two MTAs on two machines - operated with Mconsole Isode tool

v Use of Wireshark packet analyzer to examine bind operations
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X.400 P1 MTA Binds

v' 2 MTAs that uses X.400 P1 connects to the peer MTA using an MTA Bind
v' MTA-LEEE-1
v MTA-GMMM-1
v" The MTA Bind operation can be Simple or Strong (currently all MTAs use Simple binds)
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Filter  ah ip.addr==10.34.117.9 + | Expression... Clear Apply Save

Lemgt Info
f 38 > 1s50-Tsap R eg=
Pl 271 Bind-Argument MTA-LEEE-1
T - T i P T T TE ST T T il D

Ma Time SoufoE Destingtion
148958 225.8062814116.34.117.8 16.34.117.9
148951 225.8063435°18.34.117.8 18.34.117.9

F‘l.‘u‘.:}{:

ACK=19 Win=259312 Len=0 TSval=2893233284 TSecr=1944129655

148954 225.8167617:18.34.117.9 18.34.117.8
148967 225.6566858.18.34.117.8 18.34.117.9 TCP 66 47198 > iso-tsap [ACK] Seq=228 Ack=209 Win=36336 Len=8 TSval=2893233335 TSecr=1944129666
N VR SANI o WRERRIT. k

150 88737X.224 COTP Connection-Oriented Transport Protocol
150 8327-1 051 Session Protocol
150 8823 0SI Presentation Protocol
» CP-type
150 8658-1 OS5I Association Control Service
X.228 051 Reliable Transfer Service
X.888 OSI Remote Operations Service
X.411 Message Transfer Service
* MTABIndArgueent: authenticated (1)

» authenticated

hakstie e x

= initiator-credentials: simple (@)
» simple: iaS-string (©)
ia5-string: ICAQ-LEEE-1
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P1 MTA Strong Bind
v' A P1 Strong MTA Bind can be stablished using certificates

v Configuration required on both MTAs
v’ Strong bind declared at peer MTA level
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P1 MTA Strong Bind — Certificates configuration (Both)

v' Required certificates were generated Isode CA tool
v' Certificates issued for the X.400 P1 functionality, the local MTA
v Configuration implemented for the demo:

v' Certificate of local MTA in PKCS 12 format

v' Directory in which trusted CA certificates are held (including peer MTA certificates)
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P1 certificates configuration (Both)

[ Switch Operations |1 Switch Configuration Management 52
¥ ¥ AUMU=ILAU

» (¥ PRMD=DN

» (® PRMD=GM

v = MTA-LEEE-1
Key

@ canal
@ gate00
@ gateSwim Main
@ gateSwimTestln
%5 gateSwimTestOut
@ housekeeper

& hybridList

‘l_lw:p;

Program Specific Variables

X.509 Parent Directory

Program Arguments

Allow P1 binds with invalid X.509 Subject DNs

Ivarfisode/ca

bles  Inbound | Auth RTSE | MTA Links Advanced

-i-r

() Yes (») No

Browse...

@ list
& mhscheck I

Name of PKCS12 file

Narfisode/ca/x509/cn_x400p1l_cn_MTA_LEEE_1_cn_Messaging_Configuration_o_AMHS.p12

I Browse...

& p3deliver

Name of the passphrase file (to access the PKCS#12)

Nvarfisode/ca/x509/cn_x400p1_cn_MTA_LEEE_1_cn_Messaging_Configuration_o. = Browse...

I Directory in which trusted CA certificates are held

Ivarfisode/ca/x509

I Browse...

» [ Tables
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P1 Strong authentication — Configuration (MTA-LEEE-1)

]

&l Switch Operations |+ Switch Configuration Management 52

~ [ Routing Trees . i
Main Auth | Transfer | Schedules ' Connections

» & Main Routing Tree

~ & nuevo When local MTA initiates

» B C=XX
= = RTS Credentials

— " Initiator MTA-NAME-PRESEI‘IT $ STRONG-AUTHENTICATION I
@3 canal
@ gate00 Responder MTA-NAME-PRESENI $ STRONG-AUTHENTICATION I
& gateSwim
@ gateSwimTestln When local MTA responds
&5 gateSwimTestOut
& housekeeper RTS Credentials
(& hybridList
@ list Initiator MTA-NAME-PRESEI\" $ STRONG-AUTHENTICATION I
& mhscheck
3 p3deliver Responder MTA-NAME-PRESENI $ STRONG-AUTHENTICATION I
s p3server
& x400mt

‘v & x400p1 |

AST TF/07 AMHS Security Workshop

11

//

Edit

Edit

Edit

Edit

Edit

Edit

Dubrovnik, 21st April 2026



12

//

European and North Atlantic Office
P1 MTA Bind Strong - Configuration (MTA-GMMM-1)

¥ [L] Routing Trees : 1 ‘
_ . Main Auth | Transfer Schedules | Connections
» & Main Routing Tree -

v [ MTA-GMMM-1

{5 gate00
& gateswim Initiator  MTA-NAME-PRESENT | STRONG-AUTHENTICATION

When local MTA initiates

RTS Credentials

% housekeeper

@ hybridList Responder MTA-NAME-PRESENT | STRONG-AUTHENTICATION
43 list

@ p3deliver When local MTA responds

(i p3server

3 x400mt RTS Credentials

Initiator MTA-NAME-PRESENT SISTRONG-AUTHENTICATION I
(¥ Routing Nexus Responder MTA-NAME-PRESENTI STRONG-AUTHENTICATION I

[ Directory Profiles
» [ Logs
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P1 Strong Authentication Result

Capturing from bond0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals
eO4dm I BRAXEC Q¢ »va Y
Filter: | pl ~ | Expression... Clear
No. Time Source Destination
82884 75.37274783:10. .8 8 711 1
82936 75.55454904110.34.117.9 .8
90167 91.18195551:10.34.117.8 . g
90176 91.38018527(10.34.117.8 10.34.117.9 P22
90414 94.80262798!10.34.117.8 10.34.117.9 P22
100197 121.35694601:10.34.117.8 10.34.117.9 P22
100207 121.4594187.10.34.117.8 10.34.117.9 P22
105307 124.8035453:10.34.117.8 18.34.117.9 P22
117646 151.4629359:10.34.117.8 10.34.117.9 P22
117654 151.5574466:10.34.117.8 10.34.117.9 P22
122482 154.8136282!10.34.117.8 10.34.117.9 P22
142125 165.0978617.10.34.117.9 10.34.117.8 P1 1
142126 165.1367059¢10.34.117.8 18.34.117.9 P1 1
142129 165.1841345:10.34.117.9 10.34.117.8 P1
142137 165.2313538(10.34.117.9 10.34.117.8 P1
142147 165.2478673110.34.117.9 10.34.117.8 P1
142159 165.2826333¢10.34.117.9 10.34.117.8 P22

I hd I'-ITABindArgument: authenticated li I

~ authenticated
initiator-name: MTA-LEEE-1
initiator-credentials: strong

(1)

P1 1282 Bind-Result MTA-GMMM-1 strong

Help

BB

= @ F ﬁ@ 8l

)

Apply Save

282 Bind-Argument MTA-LEEE-1 strong

g0 o o0
InterPersonal
InterPersonal
InterPersonal
InterPersonal
InterPersonal
InterPersonal
InterPersonal
InterPersonal Message

273 Bind-Argument MTA-GMMM-1 strong

279 Bind-Result MTA-LEEE-1 strong

755 Transfer (/C=XX/A=ICAD/P=SPAIN/ $ 20260414082156Z.escenario) non-delivery non-delivery report
755 Transfer (/C=XX/A=ICAQ/P=SPAIN/ $ 20260414082226Z.escenario) non-delivery non-delivery report
755 Transfer (/C=XX/A=ICAO/P=SPAIN/ $ 202604140882256Z.escenario) non-delivery non-delivery report
80 InterPersonal Messaoe ()

a0
80
80
a0
80
a0
80
80

Message
Message
Message
Message
Message
Message
Message

~ bind-token
token-type-identifier: 2.6.3.6.0 (id-tok-asymmetricToken)
~ AsymmetricToken
- asymmetric-token-data
» signature-algorithm-identifier (iso0.2.840.10045.4.1)
» name: mta (1))
time: 26-04-14 08:21:40 (UTC)
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MTA Strong Bind — Current situation

v' X.400 P1 bind operations
v If both MTAs implement it, P1 Strong Bind can be configured.

v If generic CA root doesn't exist, an agreement on CAs is required
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MTA Strong Bind — Target situation

v' Based on Doc 9880 Edition 3 for all MTA implementations
v' As soon as both MTAs implement it, P1 Strong Bind should be configured.

v' European Aviation Common PKI to be used as Common CA

i ICAO
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