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Demo - P1 MTA Strong Bind 

 Demonstrated using current version of ENAIRE AMHS System (development environment) 

 Based on Doc 9880 Edition 2 specification + optional features (strong bind is 

only optional in Ed2)

 Slightly different from Doc 9880 Edition 3 specification but with a lot of similarity

 Close enough to be used for the demo in a manner representative of Ed3
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Demo environment

 Telefonica development environment – production mirror (Isode R18.0v22)

 Two MTAs on two machines - operated with Mconsole Isode tool

 Use of Wireshark packet analyzer to examine bind operations
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X.400 P1 MTA Binds

 2 MTAs that uses X.400 P1 connects to the peer MTA using an MTA Bind

 MTA-LEEE-1 

 MTA-GMMM-1

 The MTA Bind operation can be Simple or Strong (currently all MTAs use Simple binds)
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P1 MTA Strong Bind 
 A P1 Strong MTA Bind can be stablished using certificates

 Configuration required on both MTAs 

 Strong bind declared at peer MTA level
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P1 MTA Strong Bind – Certificates configuration (Both)

 Required certificates were generated Isode CA tool

 Certificates issued for the X.400 P1 functionality, the local MTA

 Configuration implemented for the demo:

 Certificate of local MTA in PKCS 12 format

 Directory in which trusted CA certificates are held (including peer MTA certificates)
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P1 certificates configuration  (Both)
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P1 Strong authentication – Configuration (MTA-LEEE-1)
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P1 MTA Bind Strong - Configuration  (MTA-GMMM-1)
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P1 Strong Authentication Result
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MTA Strong Bind – Current situation

 X.400 P1 bind operations 

 If both MTAs implement it, P1 Strong Bind can be configured.

 If generic CA root doesn’t exist, an agreement on CAs is required
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MTA Strong Bind – Target situation

 Based on Doc 9880 Edition 3 for all MTA implementations

 As soon as both MTAs implement it, P1 Strong Bind should be configured.

 European Aviation Common PKI to be used as Common CA
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Thank You
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