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Agenda

 Introduction to the European Aviation Common PKI (EACP)

 AMHS requirements gathering and analysis

 Securing AMHS with EACP certificates
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Dr Abdel Youssouf
Securing AMHS services with EACP certificates
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Introduction
European Aviation Common PKI

Family 5.1.1: Common Backbone for digital certificate 

Lifecycle management + Interoperability Tool for Local PKIs.

Family 5.2.1: 

• Option A: Use Common Backbone

• Option B: Use eligible local PKIs

Improve security throughout aviation value chain

Trust Framework (governance, policies, procedures)

Common service reducing costs & providing:

•  Digital certificates

•  Interoperability between existing Local PKI
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Introduction
European Aviation Common PKI

• EACP: Family 5.1.1

• EACP - Common PKI Services

• EACP – Public (Well-Known CA) part.

• EACP – Private (Non-Well-Known CA) part.

• EACP –  Certificate Trust List (CTL) 

• Stakeholders can use:

• Family 5.2.1  Option A: use EACP – Common Backbone
• Family 5.2.1 Option B: Use eligible Local PKI from the CTL
• Both options
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Introduction
European Aviation Common PKI

• EACP Interfaces:

• EACP Production (OPS)  Environment:  https://cm.harica.gr

• EACP Staging environment: https://cm-stg.harica.gr

• Provider’s CAs: 

• https://repo.harica.gr/rep_dyn.php

• EACP Policy documentation (CP, CPS, PDS, Subscriber Agreement, Data Privacy Statement):

•   https://repo.harica.gr/procedures.php

• Certificate Status:

• Via OCSP: http://ocsp.harica.gr

• Via CRLs: http://crl.harica.gr / + reference to the certificate type signed by the issuer  

• Guides on how to purchase HARICA digital certificates:

• https://www.harica.gr/en/Guides and https://guides-stg.harica.gr/docs/Guides/ 

• To develop JSON calls (REST API): https://developer.harica.gr

https://cm.harica.gr/
https://cm-stg.harica.gr/
https://cm-stg.harica.gr/
https://cm-stg.harica.gr/
https://repo.harica.gr/rep_dyn.php
https://repo.harica.gr/rep_dyn.php
https://repo.harica.gr/procedures.php
https://repo.harica.gr/procedures.php
http://ocsp.harica.gr/
http://crl.harica.gr/
http://crl.harica.gr/HaricaSmimeSubCAR3.crl
https://www.harica.gr/en/Guides
https://www.harica.gr/en/Guides
https://guides-stg.harica.gr/docs/Guides/
https://guides-stg.harica.gr/docs/Guides/
https://guides-stg.harica.gr/docs/Guides/
https://developer.harica.gr/
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EACP Certificate fees  
European Aviation Common PKI
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EACP Onboarding Process
European Aviation Common PKI
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AMHS - Requirement 1
AMHS Requirements gathering and analysis

Use Case 1

Business Case Description Certificates for mutual authentication between AMHS MTAs, upon X.400 MTABind.

Description Authentication by means of X.400 bind-token (including a bind-token-signed-data), based on the signature of a 
random number.  The system (MTA) itself, which corresponds to the subject of the certificate, is identified by its 
MTAName, stored in the subjectAltNamecertificate extension taking its otherName name form.

ICAO Requirements ICAO Requirement (ICAO Doc 9880 Part II, paras 3.2.4.7: 

An X.509 MTA certificate used in support of the extended ATSMHS shall include a SubjectAltName certificate 
extension implementing the otherName name form among those offered by the GeneralName syntax.

The type/OID required by the otherName is set to 2.6.5.6.0.
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AMHS – Requirement 2
AMHS Requirements gathering and analysis

Use Case 2

Business Case Description Certificates for mutual authentication between a UA and its Attachment-MTA, upon X.400 MTSBind. The MTA 
certificates can be identical to those for MTA-MTA authentication.

Description Authentication by means of X.400 bind-token (including a bind-token-signed-data), based on the signature of a 
random number. The system (UA) itself, which corresponds to the subject of the certificate, is identified by 
itsORAddressAndOptionalDirectoryName, which is an X.400 O/R address and is stored in the 
subjectAltNamecertificate extension taking it  in its x400Address name form.

ICAO Requirements ICAO Requirement (ICAO Doc 9880 Part II, para 3.1.4.3.5: 

An AMHS user X.509 certificate used in support of the extended ATSMHS shall include a SubjectAltName 
certificate extension implementing the x400Address name form among those offered by the GeneralName 
syntax.
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AMHS - Requirement 3
AMHS Requirements gathering and analysis

Use Case 3

Business Case Description Certificates for digital signature of messages generated and sent by a UA, to ensure message origin 
authentication and message content integrity. 

Description Signature by means of X.400 message-token (including a message-token-signed-data), based on message 
content signature. The system (UA) itself, which corresponds to the subject of the certificate, is identified by 
itsORAddressAndOptionalDirectoryName, which is an X.400 O/R address and is stored in the 
subjectAltNamecertificate extension taking its  in its x400Address name form.

ICAO Requirements ICAO Requirement (ICAO Doc 9880 Part II, para 3.1.4.3.5: 

An AMHS user X.509 certificate used in support of the extended ATSMHS shall include a SubjectAltName 
certificate extension implementing the x400Address name form among those offered by the GeneralName 
syntax.
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AMHS - Requirement 4
AMHS Requirements gathering and analysis

Use Case 4

Business Case Description Certificates for digital signature of messages generated and sent by a MTCU.

Description Signature by means of X.400 message-token (including a message-token-signed-data), based on message 
content signature. The system (MTCU) itself, which corresponds to the subject of the certificate, is identified by 
its MTAName, stored in the subjectAltNamecertificate extension taking its otherName name form.

ICAO Requirements ICAO Requirement (ICAO Doc 9880 Part II, paras 4.2.3.13: 

An X.509 MTA certificate allocated to a message transfer and control unit used to support the extended ATSMHS 
shall include a SubjectAltName certificate extension implementing the otherName name form among those 
offered by the GeneralName syntax.
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AMHS Digital Certificate analysis 

AMHS Digital Certificate Specifications

• Digital Certificate Type and Purpose: 

• Type 1 certificate: MTA to MTA (requirement 1)
•  Authentication certificate with SAN having Othername with OID= 2.6.5.6.0 and MTA-name 

• Type 2 certificate: UA to MTA (requirement 2 & requirement 3)
•  Authentication and Message Signing certificate having SAN with X400AddressName

• Type 3 certificate  MTCU (requirement 4)
•  Message Signing certificate with SAN having Othername with OID= 2.6.5.6.0 and MTA-name 
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Digital Certificate Validation: Basic validation

AMHS Digital Certificate Specifications

• Path validation. At every layer, validate the following 
items up to a trusted Anchor:

• Validity period
• Digital signature
• Revocation
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Digital Certificate Validation: Basic validation

AMHS Digital Certificate Specifications

• AMHS servers and associated services may be provided in 
dedicated network (e.g. PENS/NewPENS) while the PKI services 
are (may be) running on the Internet.

• Need to access at least Validation inputs (CRLs/OCSP + CA 
Certificates) 

• EUROCONTROL is studying the possibility to provide 
Replica/Proxy

• In the meantime: use the CRL and CA certificate caching
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Certificate lifecycle management phases 

AMHS Digital Certificate Lifecycle Management

• Key-pair generation
• Certificate Request

• Request Verification
• Certificate Issuance 
• Certificate Publication

• Certificate Use ...

• Expiration / Revocation
• Renewal/Rekeying
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AMHS Hierarchy of Certification under EACP Private PKI

AMHS Digital Certificate Specifications
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Key Pair Creation and Certificate Request creation
AMHS Digital Certificate Lifecycle Management

• Example of Key Pair Generation using openssl

• Parsing the Key using openssl
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Key Pair Creation and Certificate Signing Request creation

AMHS Digital Certificate Lifecycle Management

• Example of Certificate Signing Request (CSR) Creation

• Certificate Signing Request format



24

AST TF/07   AMHS Security Workshop Dubrovnik, 21st April 2026AST TF/07   AMHS Security Workshop Dubrovnik, 21st April 2026

 

AMHS Digital Certificate Lifecycle Management
Key Pair Creation and Certificate Signing Request creation

• Parsing the Certificate Signing Request (CSR) 
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AMHS Digital Certificate Provisioning

AMHS Digital Certificate Specifications

• Bulk Certificate

• REST API
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THANK YOU

eacp@eurocontrol.int

abdel.youssouf@eurocontrol.int 

 

mailto:eacp@eurocontrol.int
mailto:abdel.youssouf@eurocontrol.int
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Thank You
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