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Topics

 The current AMHS Security Environment

 Use of Wireshark to examine a bind operation

 X.400 P1 bind operations

 X.400 P3 bind operations
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The current AMHS Security Environment

 Before we discuss how to improve the current AMHS Security we need to analyse the current 

situation

 The phrase “AMHS Security” is too generic

 We are not taken into consideration things like VPNs 

 We will focus on the establishment of connection used by the X.400 protocols

 Hopefully, this will highlight the current risks and limitations
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An example of X.400 P1 MTA Binds

 An X.400 MTA connects to other X.400 MTA using the X.400 P1 protocol

 To open an X.400 P1 connection, the initiating MTA send an MTA Bind

 The MTA Bind operation can be Simple or Strong

 Currently, most (or all?) X.400 MTAs used in AMHS use Simple binds
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MTA Bind - Simple

 A Simple MTA Bind can be considered to consist of a username and password

 In a following session, the MTA Bind operation will be covered in more detail

 In the meantime, the MTA Bind operation uses an MTSBindArgument

 In X.400 terms, the MTSBindArgument contains

 The initiator-name, i.e. the MTA Name of the initiating MTA

 The initiator-credentials, i.e. a password assigned to the MTA by the administrator
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Issues with MTA Bind – Simple

 The information in the MTSBindArgument is transmitted over the network without encryption

 Anyone who can monitor a network, can therefore see the credentials

 We will examine a couple of X.400 connection examples using Wireshark
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Wireshark

 Wireshark is a free and open-source packet analyser

 The next screen shots are taken from Wireshark

 They contain an X.400 P1 and P3 MTA Bind operations and the corresponding results
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Potential risks of the current procedures

 The example shown corresponds to an MTA connecting to another MTA using P1

 The problem will be the similar for X.400 P3 and X.400 P7 connections

 If a potential attacker got hold of the connection information, it could impersonate an AMHS MTA

 So, an attacker could impersonate an AMHS Com Centre and therefore it could:

 Receive messages that will not be delivered to the real AMHS Com Centre

 Send false messages to the other AMHS Com Centre
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An example of X.400 P3 MTA Binds

 An AMHS User Agent that uses X.400 P3 connects to the MTA using an MTA Bind operation

 The MTA Bind operation can be Simple or Strong

 Currently, most (or all?) AMHS User Agents use Simple binds
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MTA Bind - Simple

 A Simple MTA Bind can be considered to consist of a username and password

 An MTA Bind operation requires the authentication information to be in an MTSBindArgument

 In X.400 terms, the MTSBindArguments contains

 The initiator-name, i.e. the X.400 O/R address of the user agent

 The initiator-credentials, i.e. a password assigned to the user by the administrator

 The information in the MTSBindArguments is transmitted over the network without encryption

 Anyone who can monitor a network, can therefore see the credentials
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Potential risks of the current procedures

 The example shown corresponds to a User Agent using X.400 P3

 If a potential attacker got hold of the connection information, it could impersonate an AMHS user

 So, an attacker could impersonate an AMHS user and therefore it could:

 Receive messages that will not be delivered to the real AMHS user

 Send false messages to the other AMHS users
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Message corruption

 So far, we have concentrated only on the security of X.400 connections

 However, there is another problem with the current setup: message corruption

 An AMHS message that is on transit could be potentially modified

 If the modification is done carefully, the recipient would not know that the message was not the 

one sent by the originator

 This is due to the lack of message signatures

 This potential problem could occur because of an attacker or a bug in the software
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In Summary

 The current AMHS Security environment is quite weak and can be improved

 ICAO Doc 9880 Edition 3 specifies how to improve it
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Thank You


