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Topics

v The current AMHS Security Environment

v Use of Wireshark to examine a bind operation
v X.400 P1 bind operations

v X.400 P3 bind operations
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The current AMHS Security Environment

v’ Before we discuss how to improve the current AMHS Security we need to analyse the current
situation

v' The phrase “AMHS Security” is too generic

v' We are not taken into consideration things like VPNs

v" We will focus on the establishment of connection used by the X.400 protocols

v Hopefully, this will highlight the current risks and limitations
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Connections
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An example of X.400 P1 MTA Binds

v" An X.400 MTA connects to other X.400 MTA using the X.400 P1 protocol
v To open an X.400 P1 connection, the initiating MTA send an MTA Bind
v" The MTA Bind operation can be Simple or Strong

v’ Currently, most (or all?) X.400 MTAs used in AMHS use Simple binds
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MTA Bind - Simple

v" A Simple MTA Bind can be considered to consist of a username and password
v" In a following session, the MTA Bind operation will be covered in more detail
v In the meantime, the MTA Bind operation uses an MTSBindArgument
v In X.400 terms, the MTSBindArgument contains

v The initiator-name, i.e. the MTA Name of the initiating MTA

v The initiator-credentials, i.e. a password assigned to the MTA by the administrator
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Issues with MTA Bind — Simple

v" The information in the MTSBindArgument is transmitted over the network without encryption
v" Anyone who can monitor a network, can therefore see the credentials

v" We will examine a couple of X.400 connection examples using Wireshark
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Wireshark

v' Wireshark is a free and open-source packet analyser
v" The next screen shots are taken from Wireshark

v' They contain an X.400 P1 and P3 MTA Bind operations and the corresponding results
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.‘P'ISimpIeAuﬂ'u.pcapng D\} — O x|
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help l

AdE @ TRRE _Re=>2=F 3 == aaqaHH

[i |;1\ppl',fa display filter ... <Ctrl-/= B+ |
Ma. Time Source Destination Protocal Lengtl Info

9 18.631863094 192.168.2.55 192.168.2.54 TCP 66 41626 + isc-tsap(le2) [ACK] Seq=1 Ack=1 Win=64256 Len=8 TSval=2737356@57 TSecr=2872999432

18 18.631117694 192.168.2.55 192.168.2.54 CoTP 85 CR TPDU src-ref: @x@eel dst-ref: exeses

11 18.631132321 192.168.2.54 152.168.2.55 TCP 66 iso-tsap(182) + 41626 [ACK] Seq=1 Ack=28 Win=65152 Len=8 TSval=2872999432 TSecr=2737356@857

12 18.648323129 192.168.2.54 192.168.2.55 CoTP 85 CC TPDU src-ref: @x@ees dst-ref: exeeel

13 18.648979132 192.168.2.55 192.168.2.54 i ACK] Seg=28 Ack=28 Win=64256 Len=8 TSval=2737356@75 TSecr=2872999449

14 18.654529459 192.168.2.55 192.168.2.54

15 18.671988864 192.168.2.54 192.168.2.55 simple

16 18.675898839 192.168.2.55 192.168.2.54 SES 82 ACTIVITY START (AS) SPDU |

17 18.675891022 192.168.2.55 192.168.2.54 RTSE 1874 [RTSE fragment, 1778 bytes]

18 18.676@813814 192.168.2.54 192.168.2.55 TCP 66 iso-tsap(182) + 41626 [ACK] 5eq=218 Ack=2849 Win=63232 Len=0 TSval=2872999477 TSecr=2737356182

19 13.6761@84644 192.168.2.55 192.168.2.54 P22 8@ InterPersonal Message (Test P1 Simple Authentication)

26 18.691426867 192.168.2.54 192.168.2.55 SES 8@ MAJOR SYNC ACK (MAA) SPDU
= 21 18.732848895 192.168.2.55 192.168.2.54 TCP 66 41626 + iso-tsap(1@2) [ACK] Seq=2863 Ack=224 Win=64128 Len=@ TSwval=2737356159 TSecr=2872999493
> Frame 14: Packet, 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits) on interface enp@s3, id @ Geeea B8 88 27 cb c® 9e 88 BB 27 eb b6 7@ B3 88 45 88 R
» Ethernet II, Src: PCSSystemtec_eb:b6:78 (@8:808:27:eb:b6:78), Dst: PCSSystemtec_cb:c@:9e (B8:80:27:cbh:cB:%e) fele el el 18 38 48 @@ 48 86 9c 8l c@ ad B2 37 cB ad - BE-@
> Internet Protocol Version 4, Src: 192.168.2.55 (192.168.2.55), Dst: 192.168.2.54 (192.168.2.54) ggig gi i: :i i: £ gg gi ;Z ;g ;: :g ;; :; :i gg ;? '5[')' -
; Igz-r;fm‘llr:i:iznfo;frtzn;trﬁfo;;:, Src Port: 41626 (41626), Dst Port: iso-tsap (182}, Seq: 28, Ack: 28, Len: 285 G010 76 19 B3 B0 BB od B2 F8 58 @d o4 Bl 26 B 13 B4 ve . ...

2858 11 4d 54 41 2d 4c 46 4c 46 2d 31 2e 33 39 64 61 -MTA-LFL

> IS0 8@73/X.224 COTP Connection-Oriented Transport Protocol GEER e 3@ Bb BF 17 @d 32 36 3@ 33 32 34 31 33 31 32 L@ -26
> IS0 8327-1 0SI Session Protocol @272 32 31 Sa 85 @9 13 @1 8@ 16 @1 @2 la ©1 @@ 14 @2 21Z--- -
» IS0 8323 05I Presentation Protocol GBZ0 @2 49 ¢l 8b 31 31 328 a®@ @3 3@ @1 @1 a2 B1 30 a4 R
> IS0 865@-1 051 Association Control Service 2898 33 38 eof 82 @1 @1 86 84 52 81 88 81 30 84 B6 82 3@
5 X.228 05I Reliable Transfer Service 00ac 51 @1 3@ ef @2 @1 @3 96 @4 56 @@ B2 @c I8 @4 @5 Q@ - -
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Frame 14: Packet, 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits) on interface enp@s3,
Ethernet II, Src: PCSSystemtec_eb:b6:78 (88:80:27:eb:b6:78), Dst: PCSSystemtec cb:cB:9e (B8:88:27:cb
Internet Protocel Version 4, Src: 192.168.2.55 (192.168.2.55), Dst: 192.168.2.54 (192.168.2.54)
Transmission Control Protocel, Src Port: 41626 (41626), Dst Port: iso-tsap (182), Seq: 28, Ack: 28, |
TPKT, Versicn: 3, Length: 285
IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
IS0 8327-1 0SI Session Protocol
I50 8823 05I Presentation Protocol
IS0 8658-1 OSI Association Control Service
X.228 05I Reliable Transfer Service
X.8868 OS5I Remote Operations Service
v X.411 Message Transfer Service
¥ MTABindArgument: authenticated (1)
v authenticated
I initiator-name: MTA-LFLF-1
¥ initiator-credentials: simple (@)
¥ simple: ia5-strin
ia5-string: ICAD-LFLF-1

L A . A
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9 18.5631863894 192.168.2.55 192.168.2.54 TCP 66 41626 + iso-tsap(1@2) [ACK] Seq=1 Ack=1 Win=64256 Len=8 TSval=2737356857 TSecr=2872999432
18 18.631117694 192.168.2.55 192.168.2.54 CoTP 85 CR TPDU src-ref: @xe@eel dst-ref: exeoee
11 18.631132321 192.168.2.54 192.168.2.55 TCP 66 iso-tsap(182) » 41626 [ACK] Seq=1 Ack=28 Win=65152 Len=8 TSval=2872999432 TSecr=2737356057
12 18.648323129 192.168.2.54 192.168.2.55 COTP 85 CC TPOU src-ref: @x@e85 dst-ref: axesal
13 18.648979132 192.168.2.55 192.168.2.54 TCP 66 41626 + iso-tsap(182) [ACK] Seq=28 Ack=28 Win=64256 Len=8 TSval=2737356875 TSecr=2072999449
14 18.654529459 192.168.2.55 192.168.2.54 Bl 271 Bind- = = i
15 18.671988864 192.163.2.54 192.168.2.55 P1 256 Bind-Result MTA-EGGG-1 simple 1
16 18.675898839 192.168.2.55 192.168.2.54
17 18.675891022 192.168.2.55 192.168.2.54 RTSE 1874 [RTSE fragment, 1778 bytes]
18 18.676@813814 192.168.2.54 192.168.2.55 TCP 66 iso-tsap(182) + 41626 [ACK] 5eq=218 Ack=2849 Win=63232 Len=0@ TSval=2872999477 TSecr=2737356182
19 13.6761@84644 192.168.2.55 192.168.2.54 p22 8@ InterPersonal Message (Test P1 Simple Authentication)
» Frame 15: Packet, 256 bytes on wire (2848 bits), 256 bytes captured (2848 bits) on interface enp@s3, id @ 0oee @3 8@ 27 eb be 70 @3 @@ 27 ch c@ 9e @8 20 45 @8 seleepen
» Ethernet II, Src: PCSSystemtec_cbh:c@:9e (@8:80:27:cb:c@:9e), Dst: PCSSystemtec_eb:b6:78 (85:80:27:eb:b6:78) folo @@ f2 T8 43 46 @0 48 86 c4 @4 @ a8 02 36 B ad o CE-@
> Internet Protocol Version 4, Src: 192.168.2.54 (192.168.2.54), Dst: 192.168.2.55 (192.168.2.55) ffjf gi 13__: Zg :g ;; g; ;i ;i ;; g: ?: ;? g: :; :‘g ;: 7f o
; Igz-r;sm‘llr:i:zznfo;trtzn;trﬁfo;g;, Src Port: iso-tsap (182}, Dst Port: 41626 (41626), Seq: 28, Ack: 225, Len: 198 2010 bd 31 B3 B@ 88 be 82 fB 58 @e b5 @1 26 @9 13 84 e
-+ -+ 2a52 11 4d 54 41 2d 4c 46 4c 46 2d 31 2e 33 39 64 61 -MTA-LFL
> IS0 8@73/X.224 COTP Connection-Oriented Transport Protocol GEG0 e 38 Bb BF 17 Bd 32 36 3@ 33 32 34 31 33 31 32 LB -26
> IS0 8327-1 0SI Session Protocol @e72 32 31 S5a 85 @9 13 @1 8@ 16 @1 @3 la 61 ee 14 @2 217 - -
» IS0 8323 05I Presentation Protocol GEEE B2 49 34 8@ cl 7a 31 78 al@ @3 3@ 81 8l a2 71 a5 14 zlx
> IS0 865@-1 0SI Association Control Service ee98 :
> |X.228 OS5I Reliable Transfer Service Beae
» X.BB@ OS5I Remote Operatiocns Service Eflff
* ¥.411 Message Transfer Service ;;E;
v MTABindResult: authenticated (1) Baca
* authenticated Bate
responder-name: MTA-EGGG-1
~ responder-credentials: simple (@)
~ simple: iaS-string (@)
iaS-string: ICAD-EGGG-1
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> Frame 15: Packet, 256 bytes on wire (20848 bits), 256 bytes captured (2848 bits) on interface enp@s3, id @
» Ethernet II, Src: PCSSystemtec_cb:c@:9e (@8:80:27:cb:c@:9e), Dst: PCSSystemtec_eb:b6:78 (88:80:27:eb:b6:7@)
» Internet Protocol Version 4, Src: 192.168.2.54 (192.168.2.54), Dst: 192.168.2.55 (192.168.2.55)
> Transmission Control Protocol, Src Port: iso-tsap (182), Dst Port: 41626 (41626), Seq: 20, Ack: 225, Len: 198
> TPKT, Version: 3, Length: 19@
:~ISO 8873/X.224 COTP Connection-Oriented Transport Protocol

> ISD 8327-1 0SI Session Protocol

» IS0 8823 0SI Presentation Protocol

» IS0 8658-1 OS5I Association Control Service

» |X.228 051 Reliable Transfer Service

> X.880 0SI Remote Operations Service

wWOW i
‘1 MTABindResult: authenticated {1}'

¥ authenticated '
-respunder—name: MTA-EGOG-1
b Pespunder—credentiaisr simple (@)
¥ simple: iaS-string (@)
[ia5-string: ICAD-£GGG-1
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Potential risks of the current procedures

v" The example shown corresponds to an MTA connecting to another MTA using P1
v The problem will be the similar for X.400 P3 and X.400 P7 connections
v If a potential attacker got hold of the connection information, it could impersonate an AMHS MTA
v' S0, an attacker could impersonate an AMHS Com Centre and therefore it could:
v' Receive messages that will not be delivered to the real AMHS Com Centre

v' Send false messages to the other AMHS Com Centre
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Connections
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An example of X.400 P3 MTA Binds

v An AMHS User Agent that uses X.400 P3 connects to the MTA using an MTA Bind operation
v' The MTA Bind operation can be Simple or Strong
v Currently, most (or all?) AMHS User Agents use Simple binds
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MTA Bind - Simple

v" A Simple MTA Bind can be considered to consist of a username and password
v" An MTA Bind operation requires the authentication information to be in an MTSBindArgument
v In X.400 terms, the MTSBindArguments contains
v" The initiator-name, i.e. the X.400 O/R address of the user agent
v" The initiator-credentials, i.e. a password assigned to the user by the administrator
v The information in the MTSBindArguments is transmitted over the network without encryption

v" Anyone who can monitor a network, can therefore see the credentials
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Mo. Time Source Destinatian Protocol Lengtl Info i
@.815257591 192.168.2.55 192.168.2.55 CoTP 85 CC TPDU src-ref: @x@882 dst-ref: oxeeal
@.815276962 192.168.2.55 192.168.2.55 TLE: LS L =280 Ack=28 Win=65536 Len=8 TSval=1285622147 TSecr=

8.815356155

152.168.2.55

192.168.2.55

L= = B R

18
11
12
13

@.832e1e736
8.873554835
8.965821946
8.965138746
8.965153824

192.168.2.55
192.168.2.55
192.168.2.55
192.168.2.55
192.168.2.55

192.168.2.55
192.168.2.55
192.168.2.55
192.168.2.55
192.168.2.55

P3 342 imts_bind argument simple

- _ 3 L=/ ADMD=TCAO/PRMD=FRANCE simple
TCP BB 43258 - iso-tsap(182) [ACK] Seq=296 Ack=398 Win=65536 Len=8 TSval=1285622285 TSec

ACSE 94 Release-Request (normal)
ACSE 91 Release-Response (normal)
TCP 66 43258 + iso-tsap(182) [ACK] S5eq=324 Ack=415 Win=65536 Len=8 TSval=1285631896 TSec

IS0 8327-1 05I Session Protocol

Frame 8: Packet, 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface lo, id @
Ethernet II, Src: @2:00:00 00:00:00 (00:00:00:00:00:00), Dst: G2:00:00_00:00:00 (00:00:00:00:00:08)
Internet Protocol Version 4, Src: 192.168.2.55 (192.168.2.55), Dst: 192.168.2.55 (192.168.2.55)
Transmission Control Protocol, Src Port: 43258 (43258), Dst Port: iso-tsap (1€2), Seq: 28, Ack: 28, Len:
TPKT, Version: 3, Length: 276

IS0 8823 0SI Presentation Protocol

IS0 865@-1 0SI Association Control Service
X.830 0SI Remote Operations Service
X.411 Message Access Service

>
>
>
>
>
> IS0 BB73/X.224 COTP Connection-Oriented Transport Protocol
>
>
>
>
>

AST TF/07 AMHS Security Workshop

GoEE 28 B8 2@ BB BB B2 B2 BB 02 B2 B8 B2 BE BB 45 B8
Gele 81 48 68 B9 4P 88 48 B 4b B8 B a8 B2 37 @ aBd
0BZo @2 37 a8 2 8@ 66 49 1c 1la 63 ec la a3 3b 8@ 18
GBS0 82 8@ Be 9 88 82 81 81 88 Ba 47 dc 55 B3 47 dc
aa4a 14

aase 41

aa6e af

aa7e a5

aase aa 81 ca

aa0e [ 81 a6 @

a@aae & 2 @1 @3 @

eebe & B2 a1 @

eace [ 2. f 82 @

eade I3 2. 30 af @

@aed [ B a2 8l 6

eafe [l a a6 56 @

alea BE a9 4b

alle 58 b

alze 4e 5
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Frame 8: Packet, 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface lo, id @
Ethernet II, Src: @2:90:80 90:00:00 (00:00:00:00:90:90), Dst: 48:00:00 _00:00:00 (22:00:00:00:00:88)
Internet Protocol Version 4, Src: 192.168.2.55 (192.168.2.55), Dst: 192.168.2.55 (192.168.2.55)
Transmission Control Protocol, Src Port: 43258 (43258), Dst Port: iso-tsap (182), Seq: 28, Ack: 28, Len: |
TPKT, Version: 3, Length: 276
IS0 BB73/X.224 COTP Connection-Oriented Transport Protocol
IS0 8327-1 OS5I Session Protocol
IS0 BB23 0OSI Presentation Protocol
IS0 Be58-1 0SI Association Control Service
X.888 OS5I Remote Operations Service
¥ X.411 Message Access Service
¥ MTSBindArgument

b F:itiatﬂr—namE' user-agent (8) |

vvvvvvvﬂfv

user-agent (/C=XX/A=ICAQD/P=FRANCE/O=LFLF/OU=LFLF/CN=LFLFAMHS/)

S Dullt-in- standard attrlbutes

".initiatﬂr—credentials: simple (@)
¥ zimple: iaS5-string (@)

iab-string: secret
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Potential risks of the current procedures

v" The example shown corresponds to a User Agent using X.400 P3
v' If a potential attacker got hold of the connection information, it could impersonate an AMHS user
v' S0, an attacker could impersonate an AMHS user and therefore it could:

v' Receive messages that will not be delivered to the real AMHS user

v' Send false messages to the other AMHS users
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Messaqge corruption

v So far, we have concentrated only on the security of X.400 connections

v' However, there is another problem with the current setup: message corruption

v An AMHS message that is on transit could be potentially modified

v If the modification is done carefully, the recipient would not know that the message was not the
one sent by the originator

v This is due to the lack of message signatures

v' This potential problem could occur because of an attacker or a bug in the software
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In Summary

v" The current AMHS Security environment is quite weak and can be improved
v ICAO Doc 9880 Edition 3 specifies how to improve it
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