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SWIM Testing — Functional CAAS

@3  FUNCTIONAL TESTING OF SWIM PROTOTYPE

L/ MESSAGE EXCHANGE PATTERNS + PAYLOAD TYPES =» APAC COMMON INFORMATION SERVICES =» USE CASE VALIDATION

* Functional testing of the prototype

Store-and-forward
delivery

SERVICE REGISTRY

 SWIM TF already developed a list of
APAC common information services.

* Proposal — Identify subset of

@ Synchronous
query /reply 4 FLIGHT INFORMATION EN-ROUTE SITUATIONAL
b fl B 1 AWARENESS
. PUBLISH - SUBSCRIBE SWIM Flight, intent, rajectory, Real-ime fight & weather
i N d t II th d ff t t f Asynch status informati information for ANSP
eeds to cover all the different types o e PROTOTYPE
M E PS FURRESH =Y METEOROLOGICAL ADVERSE WEATHER
Event notficaion INFORMATION SERVICE (VET) | e
[ J d II h d .ff I d kot SECURE MESSAGING 6 Weather observations, > Real tlmewammgs
Needs to cover all the ditferent payloads S e Targor ety
2o,

I‘:JIEF‘:)OR:‘A‘:\?BE‘;;RVICE (A1S) AIRSPACE WANAGEMENT
Aeronautical data, i ot s

g 2 Exchange airspace status
airspace, procedures & constraints

=) PAYLOAD VALIDATION
PAYLOAD TYPES o b 2 NOTAM INFORMATION

FLIGHT DATA rule validation SERVICE (NIS)
plan, trajectory ‘

information services from the above list e AP

. Observations, forecasts, CAPACITY & DEMAND
i NOTAM IMPACT
to | | | | p I e | | I e nt wemings '# _ - . INFORMATION SERVICE(CDIS) | > ASSESSMENT
Airspace & aerodrome
. . . AERONAUTICAL DATA MONITORING & LOGGING i e Distribution & assess
Y AlIX, aerodromes, capacity, de bl operational impact
se the implemented information

OPERATIONAL DATA

services to perform functional tests E]) Wommonn N F @ e | @ sl o
Y uthentication, authorization,

SYNCHRONIZATION 2] Discovery & »
Data and — d:

synchronization

AIRPORT OPERATIONS
OPTIMIZATION

Timely information, slots
& operational data

NOTAM publication
and distribution

Y]

Flight status, intent,

| 3

»d

audit trails

(K1}

R Verify access, policies,
SECURITY DATA identity management audit & data protection

* Practical use cases to demonstrate el )
functional |ty FOUNDATION & GOVERNANCE (CROSS-CUTTING)

S

, STANDARDS @ DATA QUALITY SECURITY & 2 POLICY & . COLLABORATION
Q BASED v & GOVERNANCE PRIVACY 3 — COMPLIANCE . . & PARTNERSHIP
'I‘~ ICAQ, AIXM, [ Accuracy, consistency, Confidentiality, ,/: Regulatory, internal, ‘ ‘ ANSPs, partners,
IETF, OGC data stewardship integrity, availability audit readiness industry, stakeholders
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Proposed list of Information
Services

Aeronautical Information Services

* Digital NOTAM Distribution Service
(Pub/Sub)

* Runway Condition Report Service
(Pub/Sub, Req/Rep)

Flight Information Services

* FF-ICE Filing Service (Reqg/Rep)
* FF-ICE Notification Service (Pub/Sub,
Reqg/Rep)

Meteorological Information Services

 METAR / SPECI Service (Pub/Sub, Req/Rep)
* SIGMET Service (Pub/Sub, Req/Rep)

Surveillance Information Services

* Surveillance data only sharing service
(Pub/Sub)

@,x PROPOSED SWIM INFORMATION SERVICES
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Connected Information. Better Decisions. Safer Skies.

SWIM enables secure, interoperable exchange of information among authorized partners
to support collaborative decision-making across the aviation ecosystem.

@ FLIGHT SERVICES

<

Aeronautical Information
Up-to-date AIP, charts,
procedures, and notices.

Flight Plan Information
Filing, updates, coordination,
and status.

<<
e m

Aerodrome Information
Airport layout, services,
and operational status.

Flight Status Information
Real-time departures, arrivals,
delays, and progress.

Flow & Capacity Information
3 Demand, capacity, constraints,
4
=" and management measures.

Airspace Information
Airspace structure, restrictions,
and route availability.
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SWIM
METEOROLOGICAL SERVICES s gl
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and significant weather. ; and performance.
Y- Hazard & Alert Information Track & Position Information
) Severe weather, volcanic ~ ***°*°** > Aircraft tracks, identities, ~ ***°*°** >
ke ash, turbulence, icing, etc. ) k. and trajectory updates. )
7= INTERACTION PATTERNS ~
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Surveillance Data
Radar, ADS-B, MLAT, and
multilateration data.

Weather Observations
METAR, TAF, SIGMET, and
observational data.

...... .@

Surveillance Status
Sensor availability, health,

Weather Forecasts
Area forecasts, trends,

PUBLISH-SUBSCRIBE (1:N)
f ion is published by data provids
and consul med by one or many subscribers.

All exchanges are secure,
REQUEST-REPLY (1:1) governed, and accessible
""" P Aconsumer sends a request to a provider only to authorized users
and receives a direct response. and systems.

©

IMPROVE SAFETY
Timely, accurate information
supports safer operations.

SUPPORT COLLABORATION DRIVE INNOVATION
Common information foundation Open, interoperable data
enables seamless teamwork. enables new solutions.

ible and may evolve to meet emerging operational needs.

ENHANCE EFFICIENCY
Shared information reduces
delays and duplication.

SWIM inf

ion services are
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L Use Cases

> 2 AVIATION SWIM USE CASES

Secure ¢ Interoperable ¢ Real-Time Information Sharing

* Flight Plan Filing
* Change of Flight Plans
* Distribution of NOTAMS

SWIM (System Wide Information Management)

Enabling trusted, real-time data exchange across the aviation ecosystem

(5 FLIGHT PLAN FILING
1

Submit, validate, and distribute
flight plans digitally across all
relevant stakeholders.

FLIGHT PLAN CHANGES

Update and redistribute changes
in flight plans to ensure all
parties have the latest data.

Secure & Trusted
Data Exchange

ﬁ =S > ﬁ — 2 > B ';’ — 2a2
° N ‘f . . f h : oicr ) wic Stakeholders ) i Systom arc Stakeholders
otification of change in -
g NOTAM DISTRIBUTION RUNWAY CONDITION UPDATES W

Create, validate, and distribute Share runway condition reports
‘ NOTAMs in real time to ensure in real time to support safe

‘ situational awareness. SWI M operational decisions.

Runway Conditions.

° IVI t | : | C ? Information .
[ Exchange Hub &
eteorologica Use Case: S @ P ; Fo D ¥t
Originator NOTAM SWIM All : Alrport RWY SWIM Airlines &
System Network Recipients Report System Network ATC

1 @
* Surveillance Use Case ? 5 J———— I TR p—" a
“ Distribute meteorological data Interoperable Share surveillance data to
and alerts to support planning Standards enhance situational awareness

I

and operational safety.

}—».—»@—»2&%

Met Met Data SWIM Airlines,
Provider System Network ATC & Others

= -

4 'L ReaI-Tim.e Improved Safety /} Operational
" a Information Accurate, up-to-date I I Efﬁdemy ,'
i Timely data for information reduces | Il Streamlines processes

better decisions risk and reduces delays

" KEY BENEFITS OF SWIM

and air traffic management.

o= D o fm

Surveillance Surveillance SWIM ATC &
Sensors. System Network Stakeholders )

Collaboratlon Cost Savings Gl i

Interoperability
Enhanced information Lower costs through Seamless exchange
sharing across all automation and

T across borders
stakeholders standardization and systems

@ SWIM connects the aviation community with the right information, at the right time, to make every flight safer and smarter.

5%
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L Integration Testing

* Necessary to ensure that the
different components of the SWIM
Tlgulnction properly as an integrated
whole

* Testing in layers
* Network layer connectivity tests

* EMS Layer testing
* EEMS to GEMS
* GEMS to GEMS
* EEMS to GEMS to EEMS
* APl Gateways / Proxies Testing

* Security Integration Testing

e Creation and distribution of certificates
in the SWIM Architecture

* Sending and receiving signed /
encrypted messages

p_ -

XD

SIGNED OR
6 ENCRYPTED

~ MESSAGE

@

@\\ CERTIFICATE

— CREATION & -
DISTRIBUTION | =) y

E business message.
Certificate Authority (CA) Certificate Distribution Certificate Lifecycle i
Issues digital certificates Distributes securely authenticated Renewal, revocation !
for trusted identities. certificates to SWIM participants. and status management. 9
i
|
! .
@y SECURITY G @ Apply Security
“ INTEGRATION N | Message is signed
v S . e OPY and/or encrypted.
Authentication Authorization I y C lity P
Verify identity of Ensure proper access Protect data from Encrypt data in
participants. to services & data. tampering.

: | aeic
) i ateway
@ 5 [ - ] Enforce security & [ <]
o =0

2 \ EMS LAYER
) (Enterprise

CAAS

Civil Aviation Authority of Singapare

oy

SWIM Participant A Wil Rarticipant B END-TO-END SECURE

< > | Ea < » MESSAGE EXCHANGE
Messages are signed and/or encrypted
oveer an IP network, authenticating —
fidentiality and pudiati —
i
1
|

LAYERED INTEGRATION TESTING FOR SWIM TI

Assuring Secure, Interoperable and Reliable Information Exchange

EXCHANGE

Create Message
| Application generates

I
i

transit and at rest. 9 F

M \ 6
P

e = !
B Proxy Services i o+ ] i Transmit Securely
Route & transform |

1
! Secure message sent
! ; [ .- ! g
i policy enforcement. messages across | Q
] (] N |
i

Client Systems i services. over trusted network.

Message Queuing

Reliable delivery

& buffering.
Participant | = —p / SWIMNetwork | g=—p —p J Participant
Network (Transport Layer) Network

IP Connectivity » VPN ¢ MPLS < Internet

@ | A&
. | 22

Traceability & Interoperability
Monitoring Testing

SWIM Services

Message Routing g. [+ ]
Intelligent routing ! i .
&load balancing. I Receive & Validate

| Recipient validates

Messaging
Service)

) NETWORK
CONNECTIVIT{%?

QUALITY ASSURANCE AT EVERY LAYER |I
v=

Each layer is systematically tested and validated
before integration testing at the next level. Layer-by-Layer
Validation

! signature/certification
! and decrypts message.

e

Process Message
Message accepted and

processed by application.
© Gl

Security & Compliance
Assurance

Resilient Operations
Assurance
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Testing Registry
Interconnection

* 5 operational scenarios
* Cross Registry Discovery

* Service Metadata Synchronization

* Federated Registry Search
e P2P Service Authentication

Enhanced P2P Service Security,
Schema Validation and Traffic
Management

CAAS

Civil Aviation Authol

S——
e 1o TESTING REGISTRY INTERCONNECTION

Five Operational Scenarios for a Connected, Secure, and Intelligent Ecosystem

O«

CROSS REGISTRY DISCOVERY

@ Registries discover and
share service endpoints
across domains.

@ Find services everywhere
A

.
0 SERVICE METADATA
7=\ SYNCHRONIZATION
Service metadata is
== hronized to k
Q’/ i e

across registries.

Consistent » Up-to-date « Reliable

v

c
AL
{ .
o PEER-TO-PEER SERVICE
AUTHENTICATION

Registries authenticate
each other and validate
services before facilitating
° interactions.

-5

@ Trust « Verify  Interact

connected registries. reduces drift.

A\, V.
GLOBAL DISCOVERABILITY DATA CONSISTENCY
Find and connect to Synchronized metadata

services across all ‘ ensures accuracy and

/
K INTERCONNECTED /|
REGISTRIES

Federated * Trusted « Resilient
o".\ / .‘“s
X ——— A

O Standardized APIs &
C Secure Protocols

'3 N
© omm
REGISTRY SEARCH
Users can search across
federated registries
-=p for services, schemas,
and capabilities.
One search, all registries
S

~

e ENHANCED SECURITY
WITH SCHEMA VALIDATION

& TRAFFIC MANAGEMENT
Schemas are validated and
> traffic is governed to ensure
/‘*j secure, compliant, and

"1 | I optimized exchanges.
@ Validate « Protect » Govern

KEY BENEFITS OF REGISTRY INTERCONNECTION

llll

EFFICIENCY & SCALE SECURITY & TRUST BETTER PERFORMANCE

Federated search and Strong authentication, Traffic management

automation save time validation, and governance optimizes routing and
and reduce effort. protect the ecosystem. system reliability.

m @ Discovery V Synchronization Q Search

@ Authentication

7 i Secuvity&Traﬂicj

rity of Singapore
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Performance Testing CAAS
Strategies

PERFORMANCE TESTING DASHBOARD

RESPONSE TIME TREND PERFORMANCE SCORE THROUGHPUT (TPS)

 ldentify baseline performance
requirements from use cases

« Concurrent activity with Functional
Testing

« KPIs for latency, capacity, message
inteqrity etc.

* Develop testing methodologies
based on performance
requirements

* Develop test plan
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