
DIRECTORATE GENERAL OF CIVIL AVIATION INDIA

GNSS RADIO FREQUENCY INTERFERENCE 
(RFI)
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REGULATORY RESPONSE
D G C A

DGCA INDIA

(1)  Took Note of rising GNSS RFI Spoofing reports in Late Sep 
2023, in and around conflict zones.

(2) Conducted a comprehensive situation assessment, studies, 
discussions with OEMs, ANSP, airlines and other CAAs

(3) Recognizing need for guidance in case of GNSS RFI, DGCA 
Published Advisory Circular on GNSS Interference Published on 
24 – Nov - 2023

 DGCA ANSS AC 01 of 2023 – GNSS Interference in
Airspace

Comprehensive guidelines for airline operators, pilots, air
navigation service provider and air traffic controllers for
dealing with the threat in effective and coordinated manner.

 Mandates Reporting of GNSS RFI EVENTS.

Reporting Format is as per ICAO DOC 9849 GNSS 
Manual and experience gained.

 Guidance for safety risk assessment

 Guidance for SOPs and contingency procedures

 AIP INDIA ENR 2.3 GNSS

Provides Information on SBAS – GAGAN

Section 10. Anomaly Reporting

Provides Reporting Format for reporting GPS/GAGAN 
Anomaly.
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D G C A
REGULATORY GUIDANCE

ANSS AC 01 of 2023

GNSS INTERFERENCE IN
AIRSPACE – 24 NOV 2023
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D G C A
ADVISORY CIRCULAR 

 The Advisory circular increases awareness among aviation
stakeholders about potential threats of GNSS interference.

 It establishes roles and responsibilities of different stakeholders in
monitoring and mitigating the threat.

 It provides guidance for Safety Risk Assessment.

 It provides a reporting format for reporting GNSS interference events.

 It envisions creation of Threat Monitoring and Analysis network for
preventive and reactive threat monitoring for data and report analysis.
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D G C A
ADVISORY CIRCULAR 

Introduction

Objective

GNSS Interference

Mitigation Measures

Reporting

Threat Monitoring and 
Analysis Network

Safety Risk 
Assessment

1. Air Operators
2. Pilots
3. ANSP
4. ATC

1. Purpose
2. Applicability

1. Jamming and 
Spoofing

2. Affected 
Areas (FIRs)

3. Potential 
Impact

Role of ANSP | Quick Response Mechanism

Reporting Structure
established
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D G C A
ACTION PLAN

Safety Risk 
Assessment

OEMs 
Recommenda-

tions

Be Prepared

Contingency 
Planning

Reporting

Awareness
Sensitization

Briefing
Training
Alertness

Regulator Expectations - Roles and Responsibilities of each Stakeholder

New 
Information



Advisory Circular – Stakeholder’s Role

Airlines

 Assess operational risk to safety on their fleet.
 Coordinate and collaborate with OEMs
 Develop contingency procedures.
 Sensitize and train Flight Crew.
 Report and share information.

Air Navigation Service Provider (AAI)

 Assess operational risk to infrastructure.
 Develop contingency procedures.
 Issue NOTAMs – disseminate information.
 Sensitize and train Air traffic controllers.
 Report and share information.

Pilots

 Monitor aircraft position and instruments.
 Notify ATC for assistance.
 Revert to conventional instruments and 

procedures.
 Report and share information.

Air Traffic Controllers

 Monitor traffic to detect deviation.
 Provide assistance to affected traffic.
 Implement contingency procedures.
 Report and share information.

Threat Monitoring and Analysis 
Network
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D G C A
GNSS RFI  REPORTING

 A common reporting format has been developed for stakeholders to report GNSS
Interference events.

 The reporting format covers all details and lists potential impact on aircraft and ground
systems.

 A reporting channel has also been established, and clear directions are given as to who
should report, what, how and to whom to report to remove all ambiguity.

 Collection of appropriate data will enable data analysis giving important information and
threat picture to further refine response.

 The data and report analysis to be conducted by ANSP AAI under Threat Monitoring and
Analysis Network.



G
N

S
S

 R
F

I

1 0

D G C A
REPORTING FORMAT



SOP FOR REAL TIME REPORTING

• SPIKE IN GNSS RFI reports  in NOVEMBER 2025.

• DGCA issued SOP for REAL TIME REPORTING (within 10 minutes of 
occurrence) in Delhi FIR.

• Prompt Reporting to aid in effective investigation, analysis and mitigation.
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AIRCRAFT PILOT ATS UNIT DGCA

ATC Watch Supervisor
Airline OCC
AAI CNS
AAI GAGAN 

D G C A



REAL TIME REPORTING – METHODOLOGY

• Relaying information within 10 minutes challenging.
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Before Top of Descent

D G C A

After Top of Descent

Immediate Post Flight

Mandatory Information for Real 
Time Reporting

 Date/Time of Occurrence
 Aircraft Type and 

Registration
 Operator/Airline Name
 Flight sector/Route
 Coordinates (Lat-Long)
 Type of Interference
 Aircraft Equipment affected
 Any other operational impact.

May include additional 
information.



NEXT STEPS

• India is part of ICAO APAC 
GNSS and Data Link 
Disruption Ad-hoc Group

• Disruption Data sharing for 
hotspot picture

• Development of APAC 
Guidance material for GNSS 
Interference. 
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A

• Provide necessary 
assistance to all 
concerned.

B
• Support Data analysis 

and Investigation

C
• Evolving Regulatory 

Framework
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D I R E C T O R AT E  G E N E R A L  O F  C I V I L  AV I AT I O N I N D I A

THANK 
YOU


