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GNSS Interferences: Increasing threat to aviation

Can we detect GNSS anomalies globally and real time ? 

Asia Context: AIREON Satellite Technologies to monitor GNSS 
interferences and allocate where the aircraft is 
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GNSS Interferences: Increasing threat to aviation
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Unintentional

• GNSS/GPS Interference 
(terrain, multipath, space 
weather, L-Band noise)

• Malfunctioning avionics 
or aircraft GNSS receiver

• Malfunctioning GNSS 
constellation or payload

Intentional

• GNSS/GPS Interference 

(Ground-based, Air-based)

• GNSS/GPS Interference 

with a stronger GNSS/GPS 

signal (signal spoofing)

• Malfunctioning avionics 

(cyber event)

• ADS-B message spoofing 

(non-aircraft transmissions)

GNSS Interferences: Increasing threat to aviation

Types of anomalies
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GNSS Interferences: Increasing threat to aviation

Types of anomalies

Unintentional

• GNSS/GPS Interference 
(terrain, multipath, space 
weather, L-Band noise)

• Malfunctioning avionics 
or aircraft GNSS receiver

• Malfunctioning GNSS 
constellation or payload

Intentional

• GNSS/GPS Interference 

(Ground-based, Air-based)

• GNSS/GPS Interference 

with a stronger GNSS/GPS 

signal (signal spoofing)

• Malfunctioning avionics 

(cyber event)

• ADS-B message spoofing 

(non-aircraft transmissions)

ISSUE #1: Can we detect, monitor and analyze GNSS  Interferences 
affecting the avionics systems?

ISSUE #2:  In case of such GNSS interferences, can we calculate the 
‘Real Track’ of the aircraft?
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Can we 
detect GNSS 
anomalies 

globally and 
real time? 
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Aireon’s Space-based technology is advantageous for GNSS Interference detection

Global coverage

Real-time situational 
awareness of GPS 

Performance within 
Airspace

Low latency "real time 
alerting"

Multiple payload 
detection of events 

Time-difference-of-
arrival (TDOA) 
geolocations

Independent 
positioning 

Identification and 
reference track

How is Aireon monitoring GNSS Interferences (1/2)
Video
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How is Aireon monitoring GNSS Interferences (1/2)
Video

Aireon’s Space-based technology is advantageous for GNSS Interference detection

Global coverage

Real-time situational 
awareness of GPS 

Performance within 
Airspace

Low latency "real time 
alerting"

Multiple payload 
detection of events 

Time-difference-of-
arrival (TDOA) 
geolocations

Independent 
positioning 

Identification and 
reference track
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PIC
Position Integrity Category (value of ‘GPS Error’)

How is Aireon monitoring GNSS Interferences? (2/2)

IPC
Independent Position Check (value of Iridium Satellite)

Using Iridium Satellite positioning, and by Time-
difference-of-arrival (TDOA) geolocations, Aireon is 
able to define the location of the Aircraft without 
relying on the GPS given data.

- Aireon IPC (Independent Positioning Check) is a 0/1 
value triggered when detected discrepancy between 
GPS position and Iridium Position

- Aireon Reference Track tracks the aircraft via Iridium 
TDOA without considering GPS. So we validate the 
‘real’ position of the aircraft.

Industry value AIREON value
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Asia Context: 

AIREON Satellite 
Technologies to 
monitor GNSS 

interferences and 
allocate where the 

aircraft is 
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Aireon Solutions:
 
 1: Real Time Detection: 
 AIREON GNSS Interferences Monitoring
  
2: GNSS Data Aggregated: 
       AIREON Safety Dashboard
  
3: Independent Aircraft Tracking (via Iridium constellation, not GPS) 
 AIREON Independent Position Reference Track



15

1

AIREON Real Time 
Monitoring and  Event 

Alerts
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Video
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2

AIREON Safety Dashboard

GNSS Interferences 
Database and Analysis
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3

Independent Position 
Identification and 
Reference Track



20Time Difference of Arrival and Reference Track

• Leveraging the precision and timing of the Iridium constellation, Aireon can detect 

the location of a transmitting aircraft even when the position reports are no longer 

valid

• Allows for the tracking of ADS-B equipped aircraft during periods of faulty avionics or 

when there may be environmental interference

• Provides resilient source for GPS Integrity issues
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Video
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Conclusion: What’s next?

Aireon aims to cooperate with ICAO and Aviation Industry stakeholders 
in all areas around GNSS detection, Mitigation and Safety Data Analytics

P R O P R I E T A R Y  I N F O R M A T I O N ,  ©  A I R E O N  L L C
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Thank You
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