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GNSS Interference Monitoring:
Technology Capabilities in the Context of the Asia Region

O 1 GNSS Interferences: Increasing threat to aviation
O 2 Can we detect GNSS anomalies globally and real time ?

Asia Context: AIREON Satellite Technologies to monitor GNSS
O 3 interferences and allocate where the aircraft is
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GNSS Interferences: Increasing threat to aviation
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GPS Spoofing in the Middle
East Is Now Capturing
Avionics

Eric Tegler Contributor m

“What we've seen since late September,” University of Texas

researchers say,” is unprecedented. We have never seen
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GPS Jamming in
Myanmar

Drone warfare in the country has
become a potential nuisance for airline
pilots.

By Sribala Subramanian
ol October 18, 2024

% PROPRIETARY INFORMATION, © AIREON LLC

Increasing GNSS interference: UK and
EU warn aviation

April 11, 2023 - By Dana Goward

Est. reading time: 2:30 @

Myanmar's drone warfare directorate rolls out new
UCAV

By Anthony Davis = 22 January 2026

A delta-wing one-way attack UAV fiekled in Karen State in eastem Myanmar. (Free Burma Rangers)

The Myanmar Armed Forces' Directorate of Drone Warfare has begun ing a new, indi one-way
unmanned combat aerial vehicle (UCAV) across regional commands in what appears to be a nationwiderollout.

First seen in December 2024 in insurgent video footage from western Rakhine State, the distinctive delta-wing-configured
“suicide’ UCAV has now been confirmed as deployed in January 2025 in Karen (Kayin) State in the east of the country.

Imagery made available to Janes by the Christian volunteer medical service Free Burma Rangers (FBR) revealed details of the
new munition following an attack on a school in Tagaylaung village in Karen State’s Bilin township on 16 January 2025. Two
UCAVs were used in the attack, which damaged the school in an area where the insurgent Karen National Liberation Army
(KNLA) operates but failed to infiict casualties.

The Serious Threat Of GPS
Spoofing: An Analysis

Patrick Veillette, Ph.D.  October 09, 2023

Aireraft afflicted with GPS Spoofing have flown perilously close to the Iranian border without

clearance to fly into Iran's airspace.

Credit: OpsGroup

A serious threat to the safety of
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EASA partners with IATA to counter aviation safety threat from
GNSS spoofing and jamming
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GNSS Interferences: Increasing threat to aviation

Types of anomalies

GNSS Satellite

Unintentional Intentional
* GNSS/GPS Interference *  GNSS/GPS Interference _ 0 _
(terrain, multipath, space (Ground-based, Air-based) E ]l 1ol J[ E
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or aircraft GNSS receiver signal (signal spoofing) P =
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* Malfunctioning GNSS « Malfunctioning avionics
constellation or payload (cyber event) = <
- ADS-B message spoofing g T aircraft
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ISSUE #1: Can we detect, monitor and analyze GNSS Interferences
affecting the avionics systems?

ISSUE #2: In case of such GNSS interferences, can we calculate the
‘Real Track’ of the aircraft?
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How is Aireon monitoring GNSS Interferences (1/2)
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Aireon’s Space-based technology is advantageous for GNSS Interference detection




How is Aireon monitoring GNSS Interferences (1/2)
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How is Aireon monitoring GNSS Interferences? (2/2)

Industry value AIREON value
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Asia Context:

AIREON Satellite

Technologies to
monitor GNSS
interferences and
allocate where the
aircraft is
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Aireon Solutions:

1: Real Time Detection:
AIREON GNSS Interferences Monitoring

2: GNSS Data Aggregated:
AIREON Safety Dashboard

3: Independent Aircraft Tracking ia iridium consteltation, not Gs)
AIREON Independent Position Reference Track
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AIREON Real Time
Monitoring and Event
Alerts
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2
AIREON Safety Dashboard

GNSS Interferences
Database and Analysis
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Safety Dashboard
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Independent Position
Identification and
Reference Track



Time Difference of Arrival and Reference Track

Leveraging the precision and timing of the Iridium constellation, Aireon can detect
the location of a transmitting aircraft even when the position reports are no longer

valid

Allows for the tracking of ADS-B equipped aircraft during periods of faulty avionics or
when there may be environmental interference

Provides resilient source for GPS Integrity issues

Esri, HERE, Garmin, © OpenStreetMap contributors, and the GIS user community
60°E 70°E

Longitude
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Aireon Independent Position and Reference Track
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Conclusion: What’s next?

Aireon aims to cooperate with ICAO and Aviation Industry stakeholders
in all areas around GNSS detection, Mitigation and Safety Data Analytics

U1D/Us=51duwus

Indonesia, Malaysia, Philippines, Singapore and Thailand collaborate and
share safety data and information to enhance aviation safety

© 17 aa1au 2567

Indonesia, Malaysia, the Philippines, Singapore and Thailand will be launching a Regional Aviation Safety Data
and Information Sharing Initiative to enhance aviation safety as air travel achieves full recovery from the COVID-19
pandemic. In a first-of-its-kind initiative in the Asia-Pacific, the five States will collaborate and share de-identified
safety data and safety information to identify safety hazards and trends and develop mitigating measures to better
manage safety risks. The initiative was first mooted at the inaugural Asia-Pacific Summit for Aviation Safety held in
Singapore in 2023. Since then, the States have worked together to agree on the list of safety data and information to
share in the first instance and the principles and protocols that will govern data confidentiality.

On 16 October 2024, Mr. Syamsu Rizal, Director of Air Navigation, Directorate General of Civil Aviation (DGCA) of
Indonesia; Dato’ Captain Norazman Bin Mahmud, Chief Executive Officer, Civil Aviation Authority of Malaysia (CAAM);
Captain Manuel

Antonio Lara Tamayo, Director-General, Civil Aviation Authority of the Philippines (CAAP); Mr. Han Kok Juan,
D r-General, Civil Aviation Authority of Singapore (CAAS); and Mr. Suttipong Kongpool, Director-General, The
™" jation Authority of Thailand (CAAT), signed a Memorandum of Understanding (MOU) to cement the
partnership on the sidelines of the 59th Conference of Directors General of Civil Aviation, Asia and Pacific Regions in




ank You

North Americ
Central America
and Caribbean
[NACC) Office
Mexico City

nd
African
ffice




	Slide 1
	Slide 2: Diego Albert
	Slide 3: GNSS Interference Monitoring: Technology Capabilities in the Context of the Asia Region  
	Slide 4: GNSS Interference: Increasing threat to aviation 
	Slide 5: GNSS Interferences: Increasing threat to aviation
	Slide 6
	Slide 7: GNSS Interferences: Increasing threat to aviation  Types of anomalies
	Slide 8: GNSS Interferences: Increasing threat to aviation  Types of anomalies
	Slide 9: Can we detect GNSS anomalies globally and real time?     
	Slide 10
	Slide 11
	Slide 12
	Slide 13: Asia Context:   AIREON Satellite Technologies to monitor GNSS interferences and allocate where the aircraft is     
	Slide 14: Asia Context:   AIREON Satellite Technologies to monitor GNSS interferences and allocate where the aircraft is     
	Slide 15: 1  AIREON Real Time Monitoring and  Event Alerts 
	Slide 16
	Slide 17: 2  AIREON Safety Dashboard  GNSS Interferences  Database and Analysis  
	Slide 18
	Slide 19: 3  Independent Position Identification and Reference Track  
	Slide 20: Time Difference of Arrival and Reference Track
	Slide 21: Aireon Independent Position and Reference Track
	Slide 22: Conclusion: What’s next?
	Slide 23

