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Presentation Overview

ICAO events & initiatives
ICAO Relevant Provisions Global Developments

Annex and guidance material

Completed and Ongoing Activities
In response to the outcome of AN-
Conf/14

NSP Activities NSP Action Plan



Relevant ICAO Provisions 

Annex 10, Vol I ICAO Doc 9849, Global 
Navigation Satellite System 

(GNSS) Manual

ICAO Doc 8071, Vol I, Testing 
of Ground based Radio 
Navigation Systems



Relevant ICAO Provisions 

ICAO Doc 9718, Handbook 
on Radio Frequency 

Spectrum Requirements for 
Civil Aviation

ICAO Doc 9718 Vol II, 
Frequency assignment criteria 
for aeronautical radio 
communication & navigation 
systems

ICAO Doc 8071, Vol II, Manual 
on Testing of satellite based 
Radio Navigation Systems



ICAO 41st Assembly

The 41st Session of the Assembly, 
Resolution A41-8, Appendix C, ICAO policy 
on GNSS (and more generally CNS systems) 
resilience



ICAO organized a Radio Navigation 
Symposium with the focus on 
GNSS RFI for ICAO EUR & MID 
Regions.
 
SL dated 30 April 2024 circulated 
the outcome of the symposium 
and requested States to 
disseminate the guidance material 
and implement recommendations, 
as applicable.

ICAO EUR/MID Radio Navigation Symposium (Feb 2024)



That States:

a) ensure that effective global navigation satellite system radio frequency interference mitigation measures are 
implemented, based on measures developed by ICAO and industry, including the need to maintain a sufficient 
network of conventional navigation aids to ensure operational safety as well as sufficient airspace capacity during 
times of global navigation satellite system interference;

b) through the mechanism of the planning and implementation regional groups, develop regional global navigation 
satellite system reporting mechanisms, to the extent feasible, to raise operational awareness of affected 
geographical areas as described in the Global Navigation Satellite System (GNSS) Manual (Doc 9849);

c) work with industry to identify means to make aircraft systems more resilient to radio frequency interference 
events, and to provide guidance on detecting global navigation satellite system jamming or spoofing and 
maintaining safe and efficient aircraft operation in case of global navigation satellite system anomalies; and

d) review aircraft minimum equipage lists to ensure compatibility with States’ implemented minimum operational 
networks.

Recommendation 2.2/2 – Addressing GNSS interference & 
contingency planning

AN-Conf/14



That ICAO:

e) continue to assess the impact of global navigation satellite system interference on aviation safety and continuity of civil 
aviation operations and define adequate mitigation measures, while reminding States of their obligations;

f) develop a standardized implementation package to assist and guide States in implementing effective global navigation 
satellite system radio frequency interference mitigation measures, including optimization and rationalization of 
conventional navigation aids, commensurate with their local conditions, to ensure continuity in the provision of air 
navigation services;

g) develop guidance on GNSS interference information exchange and civil-military coordination in relation to harmful 
interference to global navigation satellite system(s) originated or detected by military authorities; and

H) develop recommendations for globally harmonized minimum aircraft equipage lists to ensure that provided 
navigation infrastructure can be used by airspace users in line with available air traffic services.

Recommendation 2.2/2 – Addressing GNSS interference & 
contingency planning

AN-Conf/14



iPack for mitigation of GNSS RFI 

To develop 
standardized 
implementation 
package (iPack) 
for mitigation of 
GNSS RFI

To support States 
in managing GNSS 
RFI incidents and 
to ensure the 
continuous 
provision of safe 
and efficient air 
navigation services

O

By assisting States 
in implementing 
necessary 
preventive and 
reactive mitigation 
measures to reduce 
the likelihood and 
impact of GNSS RFI.

ICAO and Pool of 
subject matter 
experts from 
relevant Experts 
group



O

The iPack will involve:
1. raising awareness on the potential impact of GNSS RFI on CNS/ATM systems 

and GNSS based services and operational  applications;
2. conducting GNSS RFI risk mitigation framework by using the 3-steps process 

of threat monitoring, risk assessment and deployment of mitigation 
measures;

3. assisting States in developing required policy, procedures, processes and 
training requirements (ex. Coordination with Mil, TRA and adjacent states, 
monitoring mechanisms, Reporting procedures, ATC training, …etc) 

4. assessing the conventional navigation and surveillance infrastructure to 
establish backup/ complementary procedures in case of GNSS RFI “right 
sizing rationalization”; and

5. develop States action plan to implement mitigation measures.

iPack for mitigation of GNSS RFI 



O

Development

Validation

Implementation

The iPack will be developed based on 
the existing guidance materials 
developed by ICAO & other ORGs and 
best practices from different regions

It will be validated with 
a pilot State

5-day national Workshop
Target date Q2/Q3 2025 

iPack for mitigation of GNSS RFI 



Awareness Activities

• The AN-Conf/14 requested ICAO to continue awareness activities and noted the 
planned Regional Workshops

✓ EUR/MID Radio Navigation Symposium, Feb 2024
✓ ACAO/ICAO Radio Navigation Workshop, Feb 2025 
❑ ICAO APAC Radio Navigation Symposium, 7-9 April 2025
❑ ICAO NAM/SAM Radio Navigation Workshop, 2-4 September 2025



OPSGroup ReportElectronic Bulletin
Disseminated the OPSGro up Report for infor mation & awar eness (EB 2024/27) Issued September, 2024



Joint Statement by ITU, ICAO, & 
IMO regarding the protection of 
Radio Navigation Satellite 
System (RNSS) from harmful 
interference



Joint Statement by ITU, ICAO, and IMO

a Protect RNSS

protect the RNSS from transmissions 
that can adversely cause harmful 

interference degrading, interrupting 

or misleading signals used for 

civilian and humanitarian purposes;

b Reinforce Resilience

reinforce resilience of the systems 
which rely on RNSS for navigation, 

positioning and timing in relation to 

this type of interference;

c Retain Infrastructure

retain sufficient conventional 
navigation infrastructure for 

contingency support in case of RNSS 

outages and misleading signals, and 
develop mitigation techniques for 

loss of services;

d Increase Collaboration

increase collaboration between radio regulatory, civil 

aviation, maritime, defense and enforcement authorities; and

e Report Interference

report cases of harmful interference affecting RNSS to the 
appropriate telecommunication, aeronautical and maritime 

authorities, and to the ITU Radiocommunications Bureau, to 

enable the monitoring of the situation.



ICAO Navigation Systems Panel (NSP)

➢ Was established in 2003

➢ Composed of 28 members from States and 
organizations. 

➢ NSP members & advisors are experts involved in 
design, development, planning, implementation 
and operation of aeronautical navigation systems
 

➢ To develop, as required, SARPs and guidance 
material pertaining Radio navigation. It should 
also Monitor the development and 
implementation of aeronautical navigation 
systems and facilities in order to facilitate 
worldwide coordination of implementation; 



➢Amendment 94 of Annex 10, Vol 1:

ICAO State Letter  (PfA) 2023/67 sent 31 October 2023

Adoption of amendment SL will be circulated soon

Amendment 94 applicability: 27 November 2025

➢Developed guidance material on reduction of flight 
inspection runs

 Updated version of the 8071, Vol I will be published by 
end of 2025

NSP Activities



NSP Activities

ConOps

Develop a concept of operation for next generation equipment  
functions to improve navigation service robustness in the presence  
of RFI to GNSS

- Target Applicability: May 2025

Update to GNSS Manual (Doc 9849) guidance on the detection,  
reporting, and resolution of GNSS RFI,  and to add provisions intended 
for GNSS providers on publication of service performance standards, 
regular performance assessment and notification of events that may 
affect the service.

- Target Applicability: June 2026



NSP Activities

➢  SARPs for SBAS Provider optional “Data Message” authentication capability 

 

 Target Applicability: Nov 2028

➢ SARPs and guidance material to support GBAS via multiple constellations and 
frequencies

   Target applicability Nov 2033



➢ Update Manual on Testing Navaids (Doc 8071) guidance on detection, 
classification, localisation and resolution (including mitigation) of GNSS RFI

      Target Applicability: June 2026 applicability

➢ Update the Alternative-PNT Job Card to take Assembly Resolution A41-8C 
on Complementary PNT into account. 

NSP Activities



GANP: Updating NAVS 

NSP Activities



Develop further guidance material on GNSS 

Spoofing, that will include:

• effect of spoofing on navigation and timing capabilities

• possible side effect of GNSS interference on other air 

navigation services, notably Communication / Surveillance 

as well as other capabilities in the aircraft (in cooperation 

with other relevant ICAO panels and notably the Flight Ops 

Panel)

• reversion to alternate navigation capabilities based on 

conventional navaids (in close cooperation with CNTWG)

• possible reversion capabilities for a reliable timing service in 

case of unreliable or unavailable GNSS

NSP Action Plan (AN-Conf/14, Rec. 2.2/2) 



NSP Action Plan (AN-Conf/14, Rec. 2.2/2) 

The need for additional NOTAM Codes for GNSS RFI 

and GBAS

Agreed on the need to have Q code(s) for GNSS RFI and 

recommended item E text, however the group agreed on the 

need to develop guidance 

material on how to interpret and deal with GNSS RFI 

NOTAMs (need for

inter-panel Coordination) 

The work to be concluded in NSP JWGs/14 meeting in May 

2025



NSP Action Plan (AN-Conf/14, Rec. 2.2/2) 

The need for additional NOTAM Codes for GNSS 

RFI and GBAS

Based on prior implementations and a significant 

operational history that no additional NOTAM 

codings are required to differentiate between GBAS 

ground station and constellation failures.



Offline RFI reporting: This corresponds to the typical reporting 

done through pilots, ATC, ANSPs or States towards ICAO. The 

timeline for such reporting is very long and can take several weeks 

or months before the information is reported, analysed and 

transmitted to ICAO.

The group agreed that setting up such centralized database at 

ICAO level would be unnecessary and could be done at national/ 

regional level

The need for the developing guidance on GNSS RFI 

reports and information sharing and establishing a  

global repository

NSP Action Plan (AN-Conf/14, Rec. 2.2/2) 



Online reporting: this would correspond to a near real time 

reporting of the interference situation to a centralized database 

operated by ICAO.

The group noted that many States and Regions are already 

developing such a capacity. The development of a centralized 

solution has significant feasibility issues and would require 

lengthy harmonization processes. which may be detrimental to 

setting up such a capability at a faster pace in a more agile 

environment. This would also raise the question of reliability of the 

information collected and submitted by different parties. 

Its recommended that solutions for near realtime interference 

reporting is organized at State or Regional level where the local 

constraints can better be taken into account and where the tools to 

be developed will be better suited to the need for this particular 

airspace.

NSP Action Plan (AN-Conf/14, Rec. 2.2/2) 



Update current guidance in GNSS Manual on the detection, 

reporting and resolution of GNSS RFI including spoofing (12-18 

months) 

Recommendation 2.2/2e “continue to assess the 

impact of global navigation satellite system 

interference on aviation safety and continuity of civil 

aviation operations and define adequate mitigation 

measures

NSP Action Plan (AN-Conf/14, Rec. 2.2/2) 



Thank you

धन्यवाद
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