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Session 2: Aviation Cyber Threat Landscape
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Global Aviation Cyber Threat & Risk Landscape

Rashad Karaky

Aviation Cybersecurity Officer
International Civil Aviation Organization (ICAO)



6Risk Elements & Equations

𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 = 𝐼𝑛𝑡𝑒𝑛𝑡 ×  𝐶𝑎𝑝𝑎𝑏𝑖𝑙𝑖𝑡𝑦

𝑅𝑒𝑠𝑖𝑑𝑢𝑎𝑙 𝑅𝑖𝑠𝑘 = 𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 ×  𝐼𝑚𝑝𝑎𝑐𝑡 ×  𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦



7ICAO Global Cyber Risk Considerations – Doc 10209

Methodology to Integrate Cyber Risk 
Management into Aviation Risk 

Management

Global Cyber Threat & Risk Landscape



8Cyber Risk Scoring and Assessment Matrices



9Cyber Risk Scoring and Assessment Matrices



10

Thank You
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