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INTERNATIONAL CIVIL AVIATION ORGANIZATION
ASIA AND PACIFIC (APAC) REGIONAL OFFICE

APAC REGIONAL AVIATION CYBERSECURITY SEMINAR
BANGKOK, THAILAND, 12-14 MARCH 2025

DRAFT AGENDA
DAY 1
Session 1: Opening Remarks and Introduction of the event and group
picture
Session 2: Cyber Threat Landscape to Civil Aviation
e The session will include presentations that address the
national, regional and global perspectives from States,
stakeholders and ICAO on the cyber threat landscape to civil
aviation.
Session 3: Overview of ICAO Policy Work on Aviation Cybersecurity —
Interactive session
e |CAO existing framework to address aviation cybersecurity:
Legal framework, SARPs, Risk management, implementation
perspectives.
DAY 2
Session 4: Regional perspectives and way forward
e Panel discussions on the region’s States and
industry  stakeholders  experience in  addressing
cybersecurity in civil aviation in the region, including
successes and challenges.
Session 5: Cyber TTX Introduction

Briefing on the Tabletop Exercise (TTX).
Identifying groups and plan of the next day.




DAY 3
Session 6: Tabletop Exercise
e Address the response to a cyber incident with potential
impact on aviation safety and involving international
cooperation in emergency response planning and
implementation
Session 7: Tabletop Exercise and Seminar Debrief
e Outcomes and key takeaways.
Session 8: Closing Remarks




