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Ref.: T 8/10.30 — AP081/24 (CNS) 28 June 2024

Subject: Invitation to the Air Navigation Cyber Resilience
Workshop and Tabletop Exercise (TTX)
(Bangkok, Thailand, 2-4 December 2024)

Actions Required:
1) To send nomination letter/email by 18 October 2024
2) Tocomplete the online registration by 25 October 2024

Dear Sir/Madam,

I wish to invite your State/Administration to participate in the Air Navigation Cyber
Resilience Workshop and Tabletop Exercise (TTX) to be held at the ICAO Asia and Pacific (APAC)
Regional Office, Bangkok, Thailand, from 2 to 4 December 2024.

The Workshop and TTX are useful for understanding and testing existing air navigation
cyber resilience and communication procedures. The objectives of this Workshop and exercise are:

1. Develop awareness and promote a common understanding of air navigation systems
cyber vulnerabilities, illustrate risks affecting operations, and facilitate decision-making
during cyber-related events;

2. Promote mechanisms for communications; and

3. Promote concepts for developing Trust Framework Instances

The Provisional Agenda for the Workshop and TTX along with the tentative schedule are
provided in Attachment A. Your comments on the attached Provisional Agenda, including any amendment
you may wish to suggest, would be appreciated. This event is tailored for non-cyber professionals,
particularly benefiting operational and management personnel from Air Navigation Service Providers
(ANSPs), airlines, airports, and Civil Aviation Authorities (CAAS).

The Workshop bulletin containing detailed information about the Workshop venue,
recommended hotels, and other information of interest, along with administrative arrangements, is provided

2/...

Asia and Pacific Office Postal Address: Tel.: +66 (2) 537-8189 www.icao.int/apac
252/1 Vibhavadi Rangsit Road P.O. Box 11 Fax: +66 (2) 537-8199 E-mail: apac@icao.int
Chatuchak Samyaek Ladprao

Bangkok 10900 Bangkok 10901

Thailand Thailand


http://nicaraguaaldia.com/wp-content/uploads/2013/06/ICAO_logo.jpg

in Attachment B. All costs to attend the Workshop, including travel, accommodation, health insurance,
and other miscellaneous expenses, will be borne by the respective States/Administrations.

A formal letter or email of Nomination from a Member State/Administration is required. |
would be grateful if you would take advantage of the Workshop and nominate participant(s) to attend and
contribute to the Workshop by sending a nomination letter or email to apac@icao.int with copies to
snibhani@icao.int and vmeefuengsart@icao.int at the earliest convenience, but no later than 18 October
2024. The letter should be on official letterhead and signed by the appropriate authority or authorized
signatory for the government entity of the State/Administration. The letter/email should be addressed to the
ICAO Regional Director in response to AP081/24 (CNS): Invitation to the Air Navigation Cyber Resilience
Workshop and Tabletop Exercise (TTX) (Bangkok, Thailand, 2-4 December 2024).

All nominated participants must complete the online registration using the registration link
at https://www.icao.int/APAC/Meetings/Pages/2024-TTX-Workshop.aspx at your earliest convenience,
but no later than 25 October 2024, as after this, the link will be closed automatically to accept registrations.
Please be informed that online registration and a nomination letter/email are necessary to attend the ICAO
APAC events. No registration request by email will be accepted before or after the deadline.

Accept, Sir/Madam, the assurances of my highest consideration.

Yours sincerely,
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Tao Ma
Regional Director

Enclosures:
Attachment A - Provisional Agenda for Workshop and TTX
Attachment B — Workshop and TTX Bulletin
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