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SUMMARY

This paper reviews the importance of industry cooperation to ensure
that deliberate interference with GNSS is reduced to the extent
possible, while reviewing existing regulatory actions and proposed
mitigating frameworks

1. INTRODUCTION

11 GNSS has become a core infrastructure for aviation, serving important roles globally
and all stages of flight, allowing applications to reduce aircraft separations, efficient approaches to
arrivals, accurate tracking for air traffic management, TCAS collision avoidance, among many other
critical services.

1.2 Significant efforts have been done by ICAO, ANSPs, and Industry Organizations such
as IATA, IFALPA among other, raising concerns while working on regulatory frameworks,
coordination initiatives, among others. However, during the last years elevated levels of GNSS RFI
have been increasingly occurring in various regions, including spoofing and jamming.

1.3 With this paper, Aireon intent to raise awareness, while calling for collaborative
actions, monitoring efforts, and industry cooperation to detect, mitigate and finding strategies to ensure
reliability in GNSS and Positioning, Navigation, and Time (PTN) services in aviation.

2. DISCUSSION

GNSS provides required navigation and timing performance for flight operations, activities and
procedures around the world. Global Positioning System (GPS) and Galileo infrastructures might be
subjected to interference, which can be natural (such as weather related) or intentional (e.g., jamming
and spoofing). During the last years, spoofing and jamming incidences have been reported by airlines
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and ANSPs, causing a direct impact to the integrity of Positioning, Navigation, and Timing (PNT)
services across several regions. While ‘Jamming’ blocks a signal, ‘spoofing’ refers to sending false
information to the receiver on board the aircraft. Higher numbers of pilot and automated reports have
been raised (in occasions related with zones of geopolitical conflict).

Monitoring and mitigation measures against GNSS RFI has become a critical risk management activity
for airlines with few pragmatic options currently available to guarantee operational integrity,
considering increasing levels of deliberate RFI, jamming, and spoofing.

2.1 International regulatory actions and activities:

During the recent years, ICAO, EASA, IATA, among others have contributed to raising awareness
towards on detecting, reporting and mitigating GNSS Interferences.

In 2019, at the 40th Session of the Assembly some papers were introduced, emphasizing the need for
a strong CNS systems resilience and to mitigate interference to GNSS. The Assembly agreed with
the proposals and recommended that the Council act with urgency on measures aimed at elimination
of harmful interference. In 2022, the 41 Session of the Assembly called for actions to strengthen
CNS systems resilience and mitigate interference to GNSS. Paper A41-WP/97 presented/co-
sponsored by over 100 States called for further action to mitigate GNSS and strengthen CNS system
resilience’s.

In January 2024, EASA (European Aviation Safety Agency) and IATA carried out a workshop, in
which they shared information on reported GNSS RFI events and potential mitigation measures.
Some of the conclusions included the stating that interferences with satellite-based services can pose
significant challenges to aviation safety. Mitigating these risks requires short-, medium- and long term
measures, beginning with the sharing of incident information and remedies. Measures agreed by the
workshop to make PNT services provided by GNSS more resilient, including the need of reporting
and sharing of GNSS interference event data, and collaborative efforts among aviation stakeholders.

The urgency of the matter was also highlighted by ICAO Secretary General, Mr. Salazar, on 30th
April 2024 ICAO State Letter Ref.: E 3/5-24/54 “Aviation safety concerns regarding interference to
the Global Navigation Satellite System (GNSS)”, highlighting the critical operational issues
associated with GNSS interference, and to foster discussions on the management of GNSS
vulnerabilities and potential mitigation measures.

2.2 Regional context in Asia.

Eighth Meeting of the Spectrum Review Working Group (SRWG/8) of APANPIRG was held in ICAO
APAC Regional Office from 5 to 7 March 2024. The meeting adopted the example forms for GNSS
Interference Reporting to States through Decision SRWG/8/5 GNSS Interference Reporting Form for
APAC. This GNNS Reporting form, including samples, were circulated by State Letter Ref.: T 8/5.10
— AP052/24(CNS) on 23 April 2024, signed by Regional Director Tao Ma.

In this same event IATA presented an analysis on the GPS Signal Loss occurrences during the period
August 2021 to December 2023 using the data provided by airlines subscribed to FDX Program.
IATA presented a rate distribution of the GPS Signal Loss events comparative to the total number of
flights analysed and number of events triggered within the FDX Program. ASPAC traffic chart
presents an increase of GPS Signal Loss occurrences, from Q3 2021 (1.4% of occurrences) to Q4
2023 (6.0% of occurrences).
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In addition, IATA presented a list of the number of GPS Signal event happening by FIR in ASPAC,
comparing events from 2021 to 2023. The table below displays the significant increase of events year
to year (in order: Yangon, Delhi, Lahore, Kuala Lumpur, Incheon, Karachi, Dhaka, Mumbai,
Chennai)

TOP15 FIR per event count per year
FIR 2021 2022 2023 Total

VYYF 2 | 378 3483 3863
VIDF 61 | 171 | 758 990
OPLR 78 | 116 | 638 832
WMFC 12 | 169 | 204 385
RKRR 1 1103 | 136 250
OPKR 33 75 | 141 249
VGFR 4 | 197 16 217
VABF 26 66 | 124 216
VOMF 26 64 | 101 191

VVHN 2 72 73 147
WSsJC 8 1106 20 134
WAAF 7 57 67 13
VECF 1 43 85 129
WIF 7 48 27 82
RJJJ 21 17 40 78

Total 299 1682 5913 7894

IATA ASPAC GPS Signal Loss Events by FIR — 2021 to 2023
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During the Ninth Meeting of the Surveillance Implementation Coordination Group (SURICG/9) held
in Bangkok, Thailand, 07 - 10 May 2024, Secretariat presented WP/04 “ICAO Recommendations and
Guidance on GNSS Vulnerability”. The Meeting discussed new improvements in ADS-B avionics,
which will transmit the GNSS interference status to a ground station, and pointing out that Aireon
space-based ADS-B payload can mitigate the situation through a satellite-based MLAT solution.

A white paper and several cases of study has been prepared by Aireon, and some of them will be
presented by Aireon following this paper in this meeting (Attachment 1).

2.3 Conclusion

GNSS RFI poses a major challenge for the aviation sector. To address these issues effectively,
cooperation among regulatory bodies, industry players, and international organizations is crucial.
Through the development of comprehensive strategies, GNSS RFI Monitoring tools, enhancement of

regulatory frameworks, and the promotion of global collaboration, the aviation industry can maintain
the reliability and integrity of PNT systems.

3. ACTION BY THE MEETING
3.1 The meeting is invited to:

a) note the information contained in this paper; and

b) discuss any relevant matter as appropriate
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What are GPS Integrity anomalies?

Jamming and Interference

Involves the deliberate
transmission of radio frequency
signals that overwhelm the
GNSS signals, or from faulty
electronic devices, radio
transmitters, or other equipment
emitting signals within the
GNSS frequency bands.

Jammers can be used
maliciously to disrupt GNSS
signals over a wide area (up to
250 NMi).

Signal Multipath

Multipath interference occurs
when GNSS signals reflect off
surfaces such as buildings,
terrain, or other structures,
causing multiple signals to be
received by the GNSS receiver
at different times.

Often occurs at or near airports.

Can lead to errors in position
calculation on a single flight.

GNSS Signal Spoofing
(Deception)

Spoofing involves transmitting
counterfeit GNSS signals that
appear authentic but provide
Incorrect position, navigation,
and timing information.

This can mislead GNSS
receivers, potentially causing
significant safety and security
risks in aviation.

Transponder Signal
Deception

1090 MHz spoofing involves the
creation and transmission of
false signals that mimic
legitimate aircraft transponder
communications. This can lead
to the display of incorrect
aircraft positions, identities, or
other flight data on air traffic
control systems and aircraft
avionics.

Aviation must be resilient to all potential GNSS threats

\
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What types of position anomalies can be detected?
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How does Aireon Detect GNSS events?
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Why is Aireon’s Space-based technology advantageous for GNSS
Interference detection?

« Global persistent coverage

 Normalized Data that is processed by a
system that is certified to standards

 Low latency "real time alerting"
« Multiple payload detection of events

« Time-difference-of-arrival (TDOA)
geolocations

« Independent positioning ldentification and
reference track

\



Real Time Monitoring and
Event Alerts
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Post- Event Analysis
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Singapore, Feb 2024

Multiple Aircraft reported GPS navigation issues
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Bahrain, November 2023
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Israel - Real-time Monitoring of Flight Data
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Independent Position
Identification and
Reference Track
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Multilateration and Reference Track

» Leveraging the precision and timing of the Iridium constellation, Aireon can detect
the location of a transmitting aircraft even when the position reports are no longer
valid

» Allows for the tracking of ADS-B equipped aircraft during periods of faulty avionics or
when there may be environmental interference

» Provides resiliant source for GPS Integrity issues

Esri, HERE, Garmin, © OpenStreetMap contributors, and the GIS user community
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GNSS Interference and Spoofing: 25 December 2023 (CHH764)
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GNSS Interference and Spoofing: 25 December 2023 (CHH764)
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GNSS Interference: Finland 26 April 2024
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How Aireon is solving the GNSS Interference and Spoofing

Roadmap

* Real-time situational awareness
of GPS Performance within
Airspace

« Historical analysis of events and
geographic GPS performance,
Integration with Safety Dashboard

: | * Development of Independent
Post- Event Analysis | Position Validation

* Real-time Alerting
« Development of Reference Track

Real Time
Monitoring and
Event Alerts

Independent Position
Identification

% PROPRIETARY INFORMATION, © AIREON LLC



Would you like to learn more?
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