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Critical Aeronautical Infrastructure (CAI)

Critical Aeronautical Infrastructure (CAI) needs

uninterrupted operations for sustaining round-the-clock

provision of air navigation services for flight safety purpose.
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Failure of CAI may lead to major disruption 

or even airspace closure . . . 

Civil Aviation Department, Hong Kong, China 3



Under 

Construction

Interim ATC 

Tower

North ATC 

Tower

Main ATC Centre

South ATC Tower 

& Backup ATC 

Centre

New ATC Tower
(under construction)

4

ATC Centres & Towers at the HKIA
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Off-airport CNS Stations in Hong Kong 
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The “3R”

Planning, Design, Implementation 

and Maintenance of CAI
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ATC System Architecture & Design

Main System Fallback System Contingency System

Identical Systems

Provided by another supplier 

independent from 

Main/Fallback systems

Additional Layer of 

Protection in line with IGD 

developed by ICAO ATM 

Automation System

Task Force

Operating in parallel 

providing immediate 

backup to each other 

when one fails 
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Redundant LAN

LAN 1 

LAN 2 

LAN 3 
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Core common services, e.g. Surveillance Data Processing Servers and Flight Data Processing Servers

System logs collection and handling of recording and playback
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Location & Route Diversity

• Multiple ATC centres/towers with

identical systems provisions

• Fibre optics communication cables are

installed in a ring configuration

• Regular activation drills of backup

facilities are conducted to ensure

readiness and familiarization by

personnel involved
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Dual feeds with duty/backup 

transformers 

in a ring topology 
Quick hook-up to large-

capacity mobile genset

Multiple gensets in “N+1” 

configuration 

City Mains & Genset
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Uninterruptible Power Supply (UPS) 

UPSes can continuously support hours of uninterrupted

operation of safety-critical ATC equipment, thus ATC service.
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Air Conditioning

Water-cooled Chiller System 

(WCC)

Air-cooled Chiller System 

(ACC)
CRAC Unit

N+1 Configuration

All safety-critical ATC servers/workstations and operational

personnel are continuously and separately cooled by conditioned air

to ensure their reliability and performance

Duty and Standby
Backup ACC activates in 

case WCC fails
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Comprehensive Maintenance

Comprehensive Maintenance 

• Periodic drills

• System switchovers

• Routine, corrective and proactive maintenance

• Training

• Contingency plans

Sustaining uninterrupted operations of CAI
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Action by the Meeting

The meeting is invited to:

a) note the experience of Hong Kong China in the planning, design,

implementation and maintenance of Critical Aeronautical Infrastructure

(CAI) in achieving high resilience in supporting its round-the-clock

operations for flight safety purpose;

b) encourage CAAs/ANSPs to share their relevant experience;

c) consolidate the experience into a guidance document for future

reference; and

d) discuss any relevant matter as appropriate.



Thank you 
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