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There is an unprecedented opportunity to drive better member state services, ensure improved governance/transparency and
overall member state engagement for ICAO. Digital Transformation is required for ICAO to continue to deliver its mandate to the
global civil aviation community especially during these unpredictable times

An ICAO Digital Transformation Action Plan is required to deliver future proof technologies
for ICAO to deliver the next level of services to its member states by ....

Improving user experience with Providing improved security
increased collaboration and @ and agility leveraging ‘cloud

engagement based’ platforms

Driving efficiency gains Improving governance and
@ through digitization and @ transparency

standardization of processes

and procedures
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A Digital Transformation Action Plan for ICAO will provide member states with several benefits
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Enhance member state Enhance the security at Create an efficient and Integrate the technology
collaboration and integration ICAO by addressing cyber effective delivery for ICAO landscape of ICAO to
with ICAO risks and vulnerabilities business services to the ensure a seamless and

member states timely communication to

member states

— 0
N, 4 b
5'4
Standardize ICAO’s business Provide advanced reporting Provide better
processes to drive dramatically and dashboards using real time governance of ICAQ’s IT

improved efficiencies data from ICAO assets and datasets




Promote
multilingualism
throughout ICAO and its
Member States by
providing language and

SARP + Collaboration + DMS

To improve the
efficiency and
effectiveness in the
creation and updating of

CPMR + RBM

Become a data-driven

organization-wide risks
through adoption of new
tools and proper governance

organization through
analysis of corporate
performance

ERP + PPM

Respond to Member States' requirements
holistically. Provide better visibility into
outcomes and strategy behind ICAO’s project
portfolio and services provided.

a

Bl + EDM

Report on, govern, and dit

CRM + EMS

Build better relationships with
ICAO’s partners and Member
States by providing a 360° view.
Improved digital experience for
Member States during events

Enhanced talent acquisition
and retention to support
ICAO staffing and
employment needs

a

relevant data throughout ICAO and
Member States for better decision

making. Provide better tracking of
the ICAO business plan.




In addition, many of the selected ongoing and mission related projects that are critical to meet ICAO’s mandate need to be brought
under the broader Digital Transformation Action Plan for proper coordination, planning and governance

ICAO Mission Related Projects On-Going Projects
TrainAir Plus 0365 Migration
Aircraft Implementation
Type Package IP Telephone Accreditation And
Designation (iPack) Migration Conference Support
for A41
Mission
Instruction Related On-Going
Projects Aeronautical Projects ) o
SYStem Agreements Global H(:Ip BUS}ness Continuity &
Design Tool Desk 24*7 Disaster Recovery
Three
Lett ICAO, Ca}rbon ICAO Public Financial Disclosure
etter Emissions Website
Designator Calculator API
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Reporting and handling
including investigations of all
cases of misconduct to be
done by another UN entity
OIOS and cases of retaliation
by UN Ethics Office.

Provides rules and
procedures for
addressing
allegations of
misconduct against
President and
Secretary General

Vil

Increases staff
confidence in reporting
allegations of
misconduct in good faith
and in cooperating with
duly authorized audits

and investigations
Promotes awareness

to staff members

through the launch of
training and outreach

initiatives including
action plan for zero
tolerance for sexual
harassment Promotes
transparency to the
Council and to the
Public through annual
report by Secretary
General, Ethics Officer

and the OIOS.
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Enhancing
multilingual
‘ Communication
impetus to
multilingualism Taking full
at ICAO advantage of
the language
|e:\o) skills of the Promoting
. . ICAO Staff Multilingualism
IVIOLIHLINGUALISIVI as a universal
SIIRATEGY Valle
Mobilizing the
means for a
dynamic

implementation
of the Strategy
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Provides
opportunities to Offers
meet specific transparency as it
programme shall be
needs in ICAO announced to all
Member States as
ICAO well as on the
SECONDMENIT: ICAO Public Site
POLICY: Provides
flexibility to
sponsoring

States to offer
secondees on a
Trust Fund or
Gratis basis
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Provides opportunities to
personnel of different levels and
categories to experience of
working at an international level

Ensures flexibility to States
to offer secondees for
certain positions to work
remotely thereby saving
substantial costs for
relocation



) THE 4151 ICAO
ASSEMBLY









Delegations’ Electronic mailboxes

Livestreaming of proceedings on ICAOTV

Electronic Voting System (EVS)
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ICT Strategy and Action Plan

The ICT Strategy was refined in response to audit findings, direction from leadership and feedback highlighted in corporate risk register. These documents
all indicated a need for ICT to be more action oriented, adapt to the changing IT landscape, e.g. cloud, and a need for ICT to be better aligned with the
ICAO business strategy and plan. ICT’s overall maturity needs to improve to support ICAO through the next triennium.

I

ICT STRATEGY DELIVERABLES

B ® ©

; Digital i
Target Operating ICT Governance ICT Procurement . Consolidated ICT, Infosec
del , Transformation and Digital Transformation
Mode Structure and Outsourcing Budget Analysis

Action Plan
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The Digital Transformation and Action Plan was developed to focus on the highest business value domains. These were targeted
and validated to align with ICAQ’s business strategy and to respond to the audit report findings

Drivers for project selection To provide these benefits to ICAO

Enable greater collaboration and integration
between all stakeholders, including Member

I

Focusing on core capabilities and business
enabling areas

igi Stat
Dlgltal AI?O\(/EVSICAO to operate at the level of other UN
Addressing several audit findings Transformation agencies
and Action Plan ﬁ Enhance the security position of ICAO to address
cyber threats

Addressing ICAO business risks N
' % More efficiency and effectively deliver ICAO

o> Supporting and supplementing the ICT Strategy K * K business services

Rationalize and integrate the technology

Alignment with the ICAO business strategy * landscape
... l.. — . .y
Addressing key security concerns K “ ” Provide better governance to facilitate
‘ improved collaboration and decision making
Driving internal business process alignment - Support the existing and future ICAO business
g P € /K needs in an evolving civil aviation landscape

Leveraging automation to reduce data .A. Analyze integrated data across ICAO for
<°" improved decision making, using advanced

inconsistencies g
' reporting and dashboards



ICT Maturity Assessment

Using CMMI practices along with Deloitte evaluation tools, an ICT Technological Maturity Assessment was performed.

0 Absent

1 Initial

4 Managed

5 Optimised

Avg.Score: 1.8

Product Management & Design

Strategy & Portfolio Product & Platform Delivery

Avg.Score:2

Engineering & Operations

Protect
Avg_Score:2.75

Service Orchestration
Avg.Score:2.33

Analytics & Insights
Avg.Score:1.5

Business of Avg. Score:
Technology Management 1.6

* These aggregate numbers are self-reported by ICT Staff but have been validated by key ICT Stakeholders

(@) 4.0

Target State Score for
ICT’s Technological
Maturity

based on other IT
Organizations of similar size

(@) 2.2

Current State Score of
ICT’s Technological
Maturity
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Information Security Target State Maturity

5 Security Policies , 6 Orﬁal:nsation of
18 Compliance information security MINIMAL

_ ! fSe SAFE LEVEL
17 Information security )
aspacts of business I 7 Human resource security >> 2 5
continuity management : 5 .

8 Asset management
16 Information security
incident management

INFORMATION SECURITY MANAGEMENT SYSTEM

ZTR
ISO
NI

ISONEC 27001:2013

15 Supplier relationships ~ 9 Access control

CURRENT MATURITY

g

(previously 1.0 to 1.5)

14 System acquisition,
development and

NIST CSF maintenance

10 Cryptography

11 Physical and
environmental security

13 Communications ,
security 12 Operations security

@—@ Current ®—® After implementation of Roadmap 2020-2022



Proposed Budget (A41 2023 — 2025 Triennium)
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ICAO will realize a rich set of benefits in embarking on Digital Transformation. The following cost breakdown is the funding needed to fully achieve a

revamp of the technical landscape and refine internal processes.

Digital Transformation Budget for the Triennium

$25,000
$20,000
$15,000 . -

p—

4
v $10,000

1
T
1
1
1
1
1
1
1
1
1

$5,000 :
1
1
1
1
1
1
1
1
1
1
1

(]
< 1
o 1
S_ || [ || 1
2020 2021 2022 2023 2024 2025 :
B DT Implementation $4,0301 $11,214 $4,636  $1,368 |
1
DT Operations $85 S406 $1,160 $4,152 !
ICT Operating Cost and DT !
Synergies - - 5354 - - $1,000- - 54,053 -
H ICAO Mission. and Ongoing $1.953
Projects
[ ICT Operations Costs $10,958 $9,946 $10,453 $9,846 $8,900 $8,547
M Information Security $3,700 $2,400 $2,300 $1,700 $1,700 $1,700

Summary

(vs S40M ICT spend in 2020-2022)

Total Proposed Budget over the 2023 — 2025 triennium including
Signature Projects, InfoSec, On-Going and Mission Projects, and ICT
Operations

E Budget Request: $56M

If funding is directed at only the 3
Priority Signature Projects..

* The total funding request would be: $47.5M

¢ Focus will be on: ERP-PPM, CPMR, and SARP-DMS and
Collaboration

e Partial funding of these projects may result in limited
views into ICAO stakeholders (including consolidation of
stakeholder data), few analytical / enterprise data
management capabilities and limited enhancements to
the corporate risk register.



