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1. INTRODUCTION 

 

1.1  The IPv4 addressing scheme in the CRV Implementation Plan, Appendix A, was 

agreed to be used in the Asia Pacific region and was concluded through APANPIRG/21 Conclusion 

21/22 – Asia / Pacific ATN Interim Addressing Plan. 

 

1.2  In the development of the IPv4 addressing scheme, a flexible margin had been 

designated so that it will allow future growth or change, e.g. emerging of a new State / Territory.    

 

2. DISCUSSION 

 

2.1  Through Decision CRV OG/6/2, the process for connecting third party service 

providers and service consumers to the CRV was adopted by the CRV OG/6 meeting. However, the IP 

addresses for third party service providers to deliver services over the CRV were not allocated. 

 

2.2  In late 2020, the ad hoc CRV OG, including Fiji, New Zealand and Singapore, agreed 

to use one vacant /19 IP address block, namely 10.46.0.1 to 10.46.255.25 IP range, for the allocation of 

IP addresses to third party service providers. Each third party service provider can be assigned with 

254, 510, 764 or 1022 usable network addresses but depending on third party service providers’ 

technical specifications.          

 

2.3  As such, third party service providers, namely AIREON LLC and PCCW Global, were 

allocated with /24 IP address blocks in Table 1. 

 

 

SUMMARY 

 

This working paper presents the Internet Protocol (IP) addressing 

scheme for third party service providers, e.g. AIREON LLC 

providing Automatic Dependent Surveillance – Broadcast (ADS-B) 

data over the CRV, and the proposed amendments to the CRV 

Implementation Plan. 
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S/N Third party 

service 

provider 

Network Direction 

used 

Decimal Notation 

1 AIREON 10.46.0.0/ 24 First 10.46.0.1 

      Last 10.46.0.254 

2 PCCW Global 10.46.1.0/ 24 First 10.46.1.1 

      Last 10.46.1.254 

 

Table 1 

 

2.4  With the allocation of the 10.46.0.1 to 10.46.255.25 IP range to third party service 

providers, following draft Conclusion is proposed for consideration by this meeting.  

Draft Conclusion CRV/08/XX – CRV Implementation Plan amendment (Version 2.1, see Attachment A) 

   

What: That, the CRV Implementation Plan be amended to include 

the following new text in paragraph 2.4.2 – IP Addressing 

 

iii.     In the development of the IPv4 plan, a flexible margin has 

been designated to allow future growth or change. Through 

draft Conclusion CRV OG/8/XX, using one vacant /19 IP 

address block “10.46.0.1 to 10.46.255.254”, each third party 

Service Provider (e.g. AIREON LLC providing Automatic 

Dependent Surveillance - Broadcast data over CRV) is 

assigned 254, 510, 764 or 1022 usable Network addresses 

(depending on Service Providers’ technical requirements); and       
  

Expected impact: 

☐ Political / Global 

☐ Inter-regional 

☐ Economic 

☐ Environmental 

☒ Ops/Technical 

Why:   To allocate IP addresses to third 

party service providers for the delivery of services 

over CRV 

Follow-up:  ☒Required from States   

When:  17-May-21 Status:  Draft to be adopted by Subgroup 

Who:  ☒Sub groups  ☒APAC States  ☐ICAO APAC RO  ☐ICAO HQ  ☐Other: XXXX  

 

3. ACTION BY THE MEETING 

 

3.1  The meeting is invited to:  

 

a) note the information contained in this paper; 

 

b) adopt draft Conclusion CRV/08/XX; and 

 

c) discuss any relevant matter as appropriate. 

 

 

_ _ _ _ _ _ _ _ _ _ _ _ _ 



 

 

INTERNATIONAL CIVIL AVIATION ORGANIZATION 

 

 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN 
 

  

Version 2.1 

 

 

 

 

17 May 2021



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V1.0 

 

Page 2 of 37 

 

Table of Contents 
 

ABBREVIATIONS ............................................................................................................................................. 3 

1.0 INTRODUCTION ................................................................................................................................... 5 

1.1 Purpose ................................................................................................................................................ 5 

1.2 Overview of the CRV .......................................................................................................................... 5 

2.0 IMPLEMENTATION OVERVIEW AND PROCESSES ....................................................................... 6 

2.1 General Description of Implementation .............................................................................................. 6 

2.2 Implementation Schedule/ Roadmap ................................................................................................... 6 

2.2.1 Work Processes ........................................................................................................................... 6 

2.2.2 Roadmap for CRV ....................................................................................................................... 7 

2.3 Application Transition Schemes .......................................................................................................... 7 

2.3.1 AMHS.......................................................................................................................................... 7 

2.3.2 AFTN ........................................................................................................................................... 7 

2.3.3 ADS-B ......................................................................................................................................... 8 

2.3.4 Voice............................................................................................................................................ 8 

2.4 Technical Specifications of CRV (for applications reference) ............................................................ 8 

2.4.1 Service Level Agreement & Quality of Service .......................................................................... 9 

2.4.2 IP Addressing .............................................................................................................................. 9 

2.4.3 Interface ..................................................................................................................................... 10 

2.4.4 Routing Restrictions .................................................................................................................. 10 

2.4.5 Packet Loss Rate: ...................................................................................................................... 10 

2.4.6 For VoIP Transport (ED-137) ................................................................................................... 10 

2.4.7 Standards used ........................................................................................................................... 10 

2.5 Use Cases........................................................................................................................................... 11 

3.0 IMPLEMENTATION SUPPORT ......................................................................................................... 13 

3.1 Introduction ....................................................................................................................................... 13 

3.2 Implementation Team ........................................................................................................................ 14 

3.2.1 CRV-OG .................................................................................................................................... 14 

3.2.2 National CRV Points of Contact ............................................................................................... 14 

3.2.3 Local CRV Points of Contact .................................................................................................... 18 

3.2.4 CRV Contractor ......................................................................................................................... 21 

4.0 BASIC SITE IMPLEMENTATION REQUIREMENTS ..................................................................... 22 

4.1 Site/ Facilities Requirements ............................................................................................................. 22 

4.1.1 CRV User Responsibility .......................................................................................................... 22 

4.1.2 Contractor Responsibility .......................................................................................................... 22 

4.2 Hardware and Software Requirements .............................................................................................. 24 

4.2.1 General Topics ........................................................................................................................... 24 

4.2.2 Hardware Requirements ............................................................................................................ 24 

4.2.3 Software Requirements.............................................................................................................. 25 

5.0 TESTING AND EVALUATION. ......................................................................................................... 25 

6.0 CONTINGENCY PLAN/ BACK-OFF PLAN ...................................................................................... 26 

6.1 Purpose .............................................................................................................................................. 26 

6.2 Harmonized Contingency Plan .......................................................................................................... 27 

7.0 MIXED OPERATING ENVIRONMENT ............................................................................................ 27 

7.1 Routing of AFTN/ AMHS messages to non-CRV States/ Administrations ...................................... 27 

7.2 Inter-Region common network connectivity ..................................................................................... 27 

Appendix A ....................................................................................................................................................... 28 

Appendix B ....................................................................................................................................................... .37 

 



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V1.0 

 

Page 3 of 37 

 

ABBREVIATIONS 

 

 

ABBREVIATION DESCRIPTION 

AFTN Aeronautical Fixed Telecommunication Network 

AIDC ATS Inter-facility Data Exchange 

AMHS Air Traffic Service Message Handling System 

ANSP Air Navigation Service Provider 

APANPIRG Asia/Pacific Air Navigation Planning and Implementation Regional Group 

APAC Asia/Pacific 

ATC Air Traffic Control 

ATM Air Traffic Management 

ATN Aeronautical Telecommunication Network 

ATS Air Traffic Services 

BBIS Backbone Boundary Intermediate System 

BIS Boundary Intermediate System 

CAA Civil Aviation Authority 

CAR Caribbean Region 

CBA Cost Benefit Analysis 

CNS Communications, Navigation and Surveillance 

ConOps Concept of Operations 

CRV Common aeRonautical Virtual Private Network 

DSCP Differentiated Services Code Point  

EUR European Region 

FIXM Flight Information Exchange Model 

FPL Flight Plan 

ICAO International Civil Aviation Organization 

IP Internet Protocol 

IPS Internet Protocol Suite 

IWXXM ICAO Weather Information Exchange Model 

MET Meteorological 

MPLS Multi-Protocol Label Switching 

NAT Network Address Translation 

NID Network Interface Device 

OH Operational Hazard 

OG Operation Group 

OSI Open Systems Interconnections 

PoC Point of Contact 

QoS Quality of Service 

RFI Request for Information 

RFP Request for Proposal 

SARP Standards and Recommended Practices 

SAT Site Acceptance Test 

SIP Session Initiation Protocol 

SME Subject Matter Expert 

SOP Standard Operating Procedures 

ST Sealed Tender 

SWIM System-Wide Information Management 



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V1.0 

 

Page 4 of 37 

 

ABBREVIATION DESCRIPTION 

TF Task Force 

WXXM Weather Information Exchange Model (based on XML) 

UC Use Case 

VoIP Voice Over Internet Protocol 

VPN Virtual Private Network 

XML Extensible Markup Language 
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1.0 INTRODUCTION  

 

 

1.1 Purpose 

 

The purpose of this Implementation Plan is to provide guidance for all States/ Administrations on the 

operation requirements for the upcoming Common aeRonautical Virtual Private Network (CRV) used 

in Asia/ Pacific (APAC) Region and the roadmap for implementation. 

 

The details includes in Table 1, Table 2 and Appendix A, a list of all States/ Administrations concerned, 

and for each State/ Administration it includes the: 

 

i. National Points of Contact and Local Points of Contact; and  

 

ii. expected deployment date. 

 

The information contained in this document was first adopted by the 1st Meeting of CRV Operations 

Group (CRV OG/1). It is intended that this Implementation Plan shall be used as the means to: 

 

i. identify all actions required to implement CRV; 

 

ii. ensure a harmonized approach for the APAC Region; 

 

iii. monitor and report on progress; and 

 

iv. identify any issues, risks or problems which may arise. 

 

 

1.2 Overview of the CRV 

 

Currently, aeronautical ground-ground communications in the ICAO Asia/Pacific Region, and in 

particular Aeronautical Fixed Telecommunication Network (AFTN) and AMHS services, operate over 

point-to-point international leased circuits. However, this network configuration exhibits a number of 

limitations such as the inability to switch to new protocols like Voice over IP (VoIP) or System Wide 

Information Management (SWIM) efficiently, high cost for every connection and limited flexibility for 

increase in bandwidth. 

 

A CRV Task Force (TF) was formally established in accordance with APANPIRG Decision (24/32), 

(Bangkok, Thailand, 24-26 June 2013). The concept of CRV was taken from other common network 

that has already implemented in other regions such as Pan-European Network Services (PENS) and 

FAA Telecommunication Infrastructure (FTI). 

 

The CRV is a dedicated multiprotocol label switching (MPLS) Internet Protocol (IP) based Virtual 

Private Network (VPN) communication network provided by a common network service provider and 

support all Aeronautical Fixed Service (AFS) in the APAC region. Telecommunication costs are 

reduced as States/ Administrations will only require minimal connections to a far reaching network 

instead of individual connections to each neighboring State/ Administration. The CRV service provider 

provides the service to allow CRV members to exchange voice and data information with each other. 

 

Each CRV member should determine the amount of bandwidth require for each Quality of Service 

(QoS) sub queue. In addition, each CRV member should also determine the total access bandwidth that 

they need to subscribe.  
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2.0 IMPLEMENTATION OVERVIEW AND PROCESSES 

 

 

2.1 General Description of Implementation 

 

States/ Administrations should refer to the implementation roadmap (see Appendix A) to take note of 

the estimated CRV implementation date provided by other States/ Administrations that they wish to 

exchange data/ voice via the CRV.  

 

The implementation date, type of data, voice, bandwidth and QoS between the two States/ 

Administrations shall be negotiated and agreed bilaterally and supported by the CRV service provider.  

 

CRV service provider is to put up individual service contracts for the two connecting States/ 

Administrations.  

 

The work processes and CRV implementation roadmap in 2.2 provides a breakdown of the estimated 

schedule and serve as a guide. 

 

 

2.2 Implementation Schedule/ Roadmap 

 

The planned project timeline for each States/ Administrations to implement CRV could be based on 

the estimated work processes schedule and roadmap for CRV. 

 

2.2.1 Work Processes 

 

The projected activities and schedule to implement the services includes the following: 

 

S/No. Subject Projected Activities Projected Schedule 

1 Technical 

requirements and 

SOW 

1. Respective ANSPs develop their 

associated requirements and Statement of 

Work (SOW) that specify performance, 

interface, conversion, operational 

procedure, acceptance test procedure 

2. Present to Vendor for comment and 

response 

3. To seek CRV-OG concurrence on 

deviation from CRV common package 

4. Finalize requirements 

6 to 9 months 

2 Negotiation and 

agreement 

between two 

connecting 

States/ 

Administrations 

1. To decide the type of data or voice to be 

exchanged via CRC, QoS for each type 

of applications and the required 

bandwidth 

2. CRV Contractor to comment and 

response to the agreed requirements  

3. Agree to implementation schedule 

6 to 9 months 

3 CRV Contractor 

proposes 

Contract to 

ANSP 

4. Contractual and Legal review 

5. Technical and operational review 

6. Finalize contract 

7. Establish contract and payment system 

6 to 9 months 

4 Site preparation Site preparation and 

implementation of the service 

1 to 3 months 
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S/No. Subject Projected Activities Projected Schedule 

5 Test and 

evaluation 

1. Perform acceptance test with associated 

applications 

2. Perform acceptance test with respective 

ANSPs 

3 to 6 months 

6 Service 

acceptance 

Service acceptance 1 week 

 

2.2.2 Roadmap for CRV 

 

The roadmap for CRV implementation in the APAC Region is appended in Appendix A. 

 

 

2.3 Application Transition Schemes 

 

This paragraph provides States/ Administrations the recommended transition scheme for each 

application (e.g. AMHS, ATFM, ADS-B, Voice, etc.) targeted to be implemented or migrated from the 

existing communication link/ network. 

 

2.3.1 AMHS  

 

Being IP, it should be possible to reroute the existing connection at the IP layer either by an address 

translation or by pointing the LA at a new IP address in the AMHS system. However the 

recommended approach will be to setup a parallel connection using the CRV that can be thoroughly 

tested to the satisfaction of both ANPS’s. Once the stability of the CRV has been verified, the cutover 

would be conducted by the respective com-centers at the AMHS system level. The actual approach 

taken will require a negotiation between each pair of ANSP’s. 

 

2.3.2 AFTN 

 

Depending on the existing AFTN connection there are a number of migration strategies available. 

Option 1. Migration to AMHS 

Setting up a new AMHS link over the CRV as per ICAO grand master plan xyz.123 would be the 

preferred option for migration of AFTN. It would allow the new connection to be setup and tested 

independently. 

Option 2. Migrate from native X.25 to XoT 

Where the existing connection is a native X.25 connection end to end, and migration to AMHS is 

not possible, then XoT is the next preferred option. It is recommended that a new LA be setup that 

uses the XoT over CRV path. Once the XoT connection has been verified and tested by each ANSP 

then actual migration of AFTN would be performed by the respective com centers similar to AMHS 

in 2.3.1 above. If PCCW are not able to provide serial interfaces on their CE routers then it would 

be incumbent on the ANSP to deliver the AFTN traffic as a XoT connection. 

Option 3. Migrate from XoT to XoT 

Where the AFTN connection between two ANSP’s is already using XoT, and if the trust in the 

performance of the CRV is high, then the cutover from the legacy link to the CRV could be as simple 

as an X25 route change on each ANSP’s respective XoT routers. Alternatively, a new LA could be 

setup and tested before being cutover at the system level by the respective ANSP’s com-centers. 

  



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V1.0 

 

Page 8 of 37 

 

2.3.3 ADS-B 

 

To deliver their stream to the PCCW gateway, likewise at the other end it would be up to the partner 

ANSP to ensure that that there is a multicast path available from the CRV egress to their flight data 

management system. Being multicast it is possible for the same information to traverse the same two 

endpoints via multiple network paths simultaneously, however some ANSPs may decide to setup 

new multicast groups via the CRV so that the performance of the CRV can be measured against the 

legacy link. Alternatively, ANSPs may decide to replace the multicast stream with unicast data flows 

that operate via an ADS-B filter. 

PCCW could implement Generic Routing Encapsulation (GRE) tunnel solution (NID to NID) 

between States/ Administrations who are agreeable to have direct connection for routing control over 

the any to any MPLS layer 3 backbone.  

2.3.4 Voice 

 

The specific strategy used to migrate the voice services will vary depending on the existing setup, 

the proposed voice interface between the ANSP and PCCW (E&M / ISDN / VoIP), how the partner 

ANSP is setup and their intended connection to PCCW.  Despite this there are two main options. 

Option 1 – New buttons on the operator consoles - Preferred 

This option involves setting up new buttons on the operator consoles at each end. The new buttons 

are configured from the outset to route via the CRV. This strategy allows the new service to be 

configured and tested with minimal disruption to operators and also allows for an almost seamless 

cutover (pressing a different button). Another great advantage of this strategy is to ability to do a 

practical test of the voice quality by allowing the same pair of controllers test both paths within a 

few seconds of each other. 

Option 2 – Reconfigure existing connections to use the CRV 

Where Option 1 is not possible, the only other alternative is to reconfigure the existing connection. 

This will involve increased coordination between the two ANSP’s and PCCW as well as potentially 

multiple technical groups within an ANSP as it is likely that multiple systems will need to be 

reconfigured at the same time. E.g. Voice switches, networking devices etc. This option would also 

involve a lengthy outage and interruption to operational staff. 

 

2.4 Technical Specifications of CRV (for applications reference) 

 

CRV envisaged in the ICAO CNS/ ATM concept via through two backbones (one Multiprotocol Label 

Switching (MPLS), based on a terrestrial, satellite, or both networks, and one based on a secured Virtual 

Private Network over the public internet. 

 

i. It will be a homogeneous and generalized application of the IP protocol in the transport network 

for voice and data aeronautical communications; 

 

ii. It will established an appropriate Quality of Service (QoS) quality requirements; 

 

iii. It will have a centralized and common network management; 

 

iv. It will have a homogeneous and standardized interface, consisting Network Interface Device(s) 

(NID(s)) linked to the existing local switches, satellite and/or terrestrial links based on the 

Multiprotocol Label Switching (MPLS) technology, as well as ground services, based on a 

Virtual Private Network (VPN) over the public internet; 
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v. It will have voice and data gateway service by the Service Provider; and 

 

vi. For IT security, individual ANSPs may implement an authentication service based on a 

cooperative public key infrastructure (PKI) including IPSec for IPv4 and IPv6 and digital 

certificates management for public IP links between ANSPs. 

 

 
 

Figure 1: High level system overview of CRV 

 

 

2.4.1 Service Level Agreement & Quality of Service  

 

i. QoS are implemented using guidance from IETF RFC 4594 Configuration Guidelines for 

Different Service Classes. The routing protocol, voice, voice signaling, real-time interactive 

and standard data types shall all be given separate QoS bandwidth; 

 

ii. Differentiated Services Code Point (DSCP) QoS markings to traffic will be used before it enters 

the network; and 

 

iii. SLAs are based on States/ Administrations’ requirements (i.e. Packages A, B, B+, C, C+ and 

D offered by CRV contractor). 

 

 

2.4.2 IP Addressing 

 

i. CRV supports IPv4 and IPv6 addressing. The overall IP addressing plan will be centrally 

managed by the CRV contractor and will be known as the CRV IP address plan;  

 

ii. An IPv4 plan, appended as Appendix B, was agreed in the APAC region and was concluded 

through Conclusion 21/22 - Asia/Pacific ATN Interim Addressing Plan;  

 

iii. In the development of the IPv4 plan, a flexible margin has been designated to allow future 

growth or change. Through draft Conclusion CRV OG/8/XX, using one vacant /19 IP address 

block “10.46.0.1 to 10.46.255.254”, each third party Service Provider (e.g. AIREON LLC 

providing Automatic Dependent Surveillance - Broadcast data over CRV) is assigned 254, 510, 

764 or 1022 usable Network addresses (depending on Service Providers’ technical 

requirements); and       

 

iv. The Middle East Regional (MID) region IPv4 plan is appended as Appendix C of this 

document.  
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2.4.3 Interface 

 

i. The interface type provided by the NID to the CRV User is the Ethernet IEEE 802.3ab (1000 

Base-T). 

 

 

 

2.4.4 Routing Restrictions 

 

i. Route advertisements will be restricted so that each CRV User which interacts with the CRV 

routing protocol can only advertise subnets which are allowed in the CRV IP Address Plan. 

 

ii. When peering with the CRV Contractors network, it is permissible to use the CRV User’s own 

Public IP addressing and ASN, and the CRV Contractor will use a Public AS. 

 

2.4.5 Packet Loss Rate: 

 

i. Packet loss rate of less than 0.1% for all the SLA-Voice; and 

 

ii. Packet loss rate of less than 0.5% for all the SLA-Data. 

 

2.4.6 For VoIP Transport (ED-137) 

 

i. The VoIP Transport shall provide a maximum jitter of 40ms; 

 

ii. The VoIP Transport shall provide a maximum packet loss of 0.1%; 

 

iii. The VoIP Transport shall provide an availability greater than 99.9%; and 

 

iv. The CRV shall use the high priority tags in the VPN packet headers to ensure that VoIP 

traffic is given high priority and minimal delay. An appropriate level of priority will be 

given to ED-137 SIP signaling. 

 

 

2.4.7 Standards used 

 

i. SNMP and MIB-II management protocols, implemented in accordance with RFC 1157 and 

RFC 1213; 

 

ii. Implementation of the RTP/RTCP and RTP “header compression” protocols, in accordance 

with RFC 2508; 

 

iii. The multiservice IP network permit the creation of VPNs using MPLS, in accordance with RFC 

2547 and RFC 3031, and QoS configuration over MPLS/VPN, in accordance with RFC 3270 

and RFC 2983; 

 

iv. QoS is implemented using guidance from IETF RFC 4594. (Covered under QoS); and 

 

v. The CRV provide transport for the ED-137 VoIP. 

 

*Note: If at the time of the publication of this document the specific rules and standards mentioned in 

any of the other Sections have been revoked, superseded or updated, the new rules or standards shall be 

deemed as applicable.  

 



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V1.0 

 

Page 11 of 37 

 

 

2.5 Use Cases 

 

Use Case 1 – ANSPs Interconnect AMHS 

 

Summary of Situation 

ANSP ‘A’ and ANSP ‘B’ wish to have a direct connection between their AMHS. Both ANSPs decide 

that the AMHS application shall be built upon the Aeronautical Telecommunication Network (ATN). 

The ATN will in turn use the CRV. 

 

User Response 

Each ANSP already has a connection to the CRV. Each ANSP: 

1. Notifies the CRV-OG Coordinator of their intention to establish the new facility. 

2. Determines if their existing access speed is sufficient. If it is not the ANSP will arrange with the CRV 

Service Provider to increase their bandwidth. 

3. Negotiates bi-laterally with the other ANSP to determine what IT security arrangements are required. 

In this User Case they decide to implement an IPSec VPN. 

4. Negotiates bi-laterally with the other ANSP to determine what testing, acceptance and 

commissioning procedures are required. 

5. Notify CRV-OG on completion of the implementation to update records. 

Operational Needs 

 

UC1.1 The CRV link must meet the reliability and availability needs of AMHS. 

UC1.2 The CRV link must provide IP version 4 transport for the ATN. 

UC1.3 The CRV link must provide IP version 6 transport for the ATN. 

UC1.4 The CRV link must allow the ANSPs to implement IPSec VPN tunnels. 

UC1.5 The CRV link must allow for bandwidth changes. 

 

Use Case 2 – ANSPs Implement ATC Voice over Internet Protocol Circuits 

 

Summary of Situation 

ANSPs ‘A’ and ‘B’ wish to build upon the success of their AMHS implementation and have identified 

four Voice over Internet Protocol (VoIP) voice circuits which should be moved to the CRV. 

 

User Response 

Each ANSP already has a connection to the CRV. Each ANSP: 

1. Notifies the CRV-OG Coordinator of their intention to establish the new facility. 

2. Determines if their existing access bandwidth is sufficient. If it is not, the ANSP will arrange with 

the Service Provider to increase their bandwidth. 

3. Negotiates bi-laterally with the other ANSP to determine what IT security arrangements are required. 

In this Case they decide to implement an IPSec VPN to provide secure end-to-end transport between 

ANSPs. 

4. Negotiates bi-laterally with the other ANSP to determine what testing, acceptance and 

commissioning procedures are required. 

5. Tags the VPN traffic containing the Voice over Internet Protocol (VoIP) Real-time Transport 

Protocol (RTP) and Session Initiation Protocol (SIP) data with appropriate priority markings to allow 

the CRV Service Provider to identify the voice traffic. 

Operational Needs 

 

UC2.1 The CRV link must meet the reliability and availability needs of ATC voice. 

UC2.2 The CRV link must provide an IP version 4 VPN tunnel to transport IP version 4 VoIP and SIP 

signaling. 

UC2.3 The CRV link must provide an IP version 6 VPN tunnel to transport IP version 6 VoIP and SIP 

signaling. 
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UC2.4 The CRV link will use the high priority tags in the VPN packet headers to ensure that VoIP 

traffic is given high priority and minimal delay. 

 

Use Case 3 – ANSPs Implement Automatic Ring-down Circuits 

 

Summary of Situation 

ANSPs ‘A’ and ‘B’ wish to build upon the success of their AMHS implementation and have identified 

an Automatic Ring-down (ARD) analog voice circuit which should be moved to the CRV. 

 

User Response 

Each ANSP already has a connection to the CRV. Each ANSP: 

1. Notifies the CRV-OG Coordinator of their intention to establish the new facility. 

2. Determines if their existing access bandwidth is sufficient. If it is not, the ANSP will arrange with 

the Service Provider to increase their bandwidth. 

3. Negotiates bi-laterally with the other ANSP to determine what voice quality Mean Opinion Score 

(MOS) is required. Perceptual Evaluation of Speech Quality (PESQ) ITU-T Rec. P.862 may be used to 

measure the effects of distortions (e.g. errors, packet loss, delay, etc.) to provide the MOS score.  

4. Negotiates bi-laterally with the other ANSP to determine what testing, acceptance and 

commissioning procedures are required. 

 

UC3.1 The CRV link must meet the reliability and availability needs of ATC voice. 

UC3.2 The CRV link must provide conversion from analog voice to VoIP. 

UC3.3 The CRV link must provide appropriate SIP signaling to support the ARD functionality. 

UC3.4 The CRV link must provide IP version 4 transport for the VoIP. 

UC3.5 The CRV link must provide IP version 6 transport for the VoIP. 

UC3.6 The CRV link will use the high priority tags in the packet headers to ensure that VoIP traffic is 

given high priority and minimal delay. The CRV must give an appropriate level of priority to SIP. 

UC3.7 The CRV link must deliver voice so that it is clearly understood with minimal delay. 

 

Use Case 4 – ANSPs Implement Analog Voice Circuits 

 

Summary of Situation 

ANSPs ‘A’ and ‘B’ wish to build upon the success of their AMHS implementation and have identified 

four analog voice circuits which should be moved to the CRV. 

 

User Response 

Each ANSP already has a connection to the CRV. Each ANSP: 

1. Notifies the CRV-OG Coordinator of their intention to establish the new facility. 

2. Determines if their existing access bandwidth is sufficient. If it is not, the ANSP will arrange with 

the Service Provider to increase their bandwidth. 

3. Negotiates bi-laterally with the other ANSP to determine what voice quality Mean Opinion Score 

(MOS) is required. In this Case they decide a MOS of 4.0 is required so they select a CRV service level 

that provides the required voice quality. 

4. Negotiates bi-laterally with the other ANSP to determine what testing, acceptance and 

commissioning procedures are required. 

Operational Needs 

 

UC4.1 The CRV link must meet the reliability and availability needs of ATC voice. 

UC4.2 The CRV link must provide conversion from analog voice to VoIP. 

UC4.3 The CRV link must detect analog signaling and provide appropriate SIP signaling and vice versa. 

UC4.4 The CRV link must provide IP version 4 transport for the VoIP. 

UC4.5 The CRV link must provide IP version 6 transport for the VoIP. 

UC4.6 The CRV link will use the high priority tags in the packet headers to ensure that VoIP traffic is 

given high priority and minimal delay. The CRV must give an appropriate level of priority to SIP. 

UC4.7 The CRV link must deliver voice so that it is clearly understood with minimal delay. 
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3.0 IMPLEMENTATION SUPPORT  

 

 

3.1 Introduction 

 

The aim of the transition is to be interruption less. But as the services must migrate from the current 

network infrastructure to the CRV, an interruption time due to disconnection and reconnection, is 

mandatory and the team involved (CRV-OG, CRV Members and Contractor) will be of utmost 

importance to the overall process. 

 

This chapter comprises the basic teams involved in the implementation of the CRV infrastructure, the 

roles of each professional and the main coordination steps and stakeholders including the CRV-OG.  

 

These responsibilities come in addition to those stated in the Terms and Conditions and Terms of 

Reference. 

 

Figure 3 describes the relevant entities for the CRV implementation. 

 

 

 
 

Figure 3: Relevant Entities to this Project. 

(Source: CRV Tender doc - Att II - Terms of Reference_v3) 
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3.2 Implementation Team  

 

The implementation team will be composed of the CRV-OG representatives, the National Points of 

Contact (NPOC), Local Points of Contact (LPOC) and the CRV Contractor Team, as described in the 

following sections. 

 

3.2.1 CRV-OG 

 

The CRV Operations Group (OG) will provide oversight of the function and performance of the network 

after the CRV is completely installed. Besides, it will be involved in the oversight of the implementation 

of the CRV post Contract Award.  

 

The main activities and roles applied to the CRV-OG during the implementation of the CRV 

infrastructure are: 

i. Develop close coordination with the National CRV POC and Contractor for the complete 

implementation of the CRV node; 

ii. Provide the CRV IP Addressing Scheme (Plan) to the Contractor, in close coordination with 

the National CRV POC; and 

iii. Provide the classification and marking scheme for the prioritization of traffic for the QoS to be 

used by the aeronautical applications in the CRV network. 

 

Note: When applying QoS, the end-to-end configuration needs to be observed (LAN- layer 2 switches 

and WAN- Layer 3 routers devices). So, this activity will involve close coordination with the National 

CRV POC and Contractor, taking into consideration the tender document Att II - Annex b - Matrix of 

Flows for CRV services_v2), SLA, and the tender document Att II - Annex c - Mapping of services for 

quality management_v2. 

 

3.2.2 National CRV Points of Contact 

 

Table 1 contains the National CRV Points of Contact that will be in charge of the whole process in each 

CRV Member, independently if the State involved has more than one node.  

 

The main activities and roles of the National CRV Points of Contact are: 

i. Develop close coordination with the CRV-OG representatives, Contractor and Local CRV POC 

for the complete implementation of the CRV node; 

ii. Receive the requests for site surveys from the Contractor, coordinating the actions with the 

Local CRV POC; 

iii. Participate and/or Coordinate the participation of the Local CRV POC and Local Staff in the 

implementation meetings with the Contractor; 

iv. Participate and/or Coordinate the participation of the Local CRV POC and Local Staff in the 

training package (on line, on site, initial and refresh) as defined in the Section 3.12 (Training) 

of the Terms of Reference (TOR) document; 

v. Coordinate the actions and instruct the Local CRV Points of Contact regarding all activities 
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involved in the implementation phase; 

vi. Review and approve the System Design Document (SDD), System Engineering plan (SEP) and 

other documents, part of the tender package, prepared by the Contractor upon the contract 

award and signature; 

vii. Review and approve the Validation Plan, including the Site Acceptance Test (SAT), prepared 

by the Contractor; 

viii. Oversee if the Contractor is following the national laws and procedures concerning the 

assignment of frequencies with the radio regulator authorities in each country (case of microwave 

and satellite equipment); 

ix. Update the ICAO CNS Regional Officer (ICAO Asia and Pacific Regional Office) with regard 

to the timeframe, situation, difficulties and other topics deemed necessary for the 

implementation of the CRV node(s); 

x. Provide the local CRV IP Addressing Scheme - Plan to the Contractor in close coordination 

with the CRV-OG representatives. 

xi. Provide the current numbering plan for the ATS Switched Voice Circuits to the Contractor; 

xii. Provide the current direct hotline Voice Circuits configuration to the Contractor; 

xiii. Provide the classification and marking scheme for the prioritization of traffic for the QoS to be 

used by the aeronautical applications in the CRV network (See note in the paragraph 3.2.1.3); 

xiv. Receive the requests for site surveys from the Contractor and coordinate the activities with the 

Local CRV POC; and 

xv. Approve the implementation planning. 
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Table 1: National CRV Points of Contact   

 

Asia Pacific Region: 

 

State/ 

Administrati

on 

ANSP/ 

CAA 

National CRV 

Point of Contact 

(POC) 

Job Title E-mail Telephone/FAX Address 

 

 

The information is restricted and can be accessed by New Zealand hosted CRV portal at https://airwayscorporation.sharepoint.com/teams/APAC-

CRV/SitePages/Home.aspx or ICAO APAC CRV Secure Portal.  

 

If you are an ANSP wishing to connect to another ANSP or consume a service, please email the APAC CRV Portal administrator at 

vaughan.hickford@airways.co.nz. to get access to New Zealand hosted CRV portal 

  

 

If you are proposing the provision of a service be added to the CRV, please liaise through your sponsoring ANSP. 

 

To get access to ICAO Secure portal, please use group Name: CRV 

 

 

 

 

 

  

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
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MID Region (CRV) Focal Points (updated in December 2017 at CRV OG/3 meeting): 

 

 

State Name/Title Contact Details (Tel./Fax/Mobile/Email) 

 

 

The information is restricted and can be accessed by New Zealand hosted CRV portal at https://airwayscorporation.sharepoint.com/teams/APAC-

CRV/SitePages/Home.aspx or ICAO APAC CRV Secure Portal.  

 

If you are an ANSP wishing to connect to another ANSP or consume a service, please email the APAC CRV Portal administrator at 

vaughan.hickford@airways.co.nz. to get access to New Zealand hosted CRV portal 

  

 

If you are proposing the provision of a service be added to the CRV, please liaise through your sponsoring ANSP. 

 

To get access to ICAO Secure portal, please use group Name: CRV 

 

 

 

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
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3.2.3 Local CRV Points of Contact 

 

Table 2 contains the Local Points of Contact. In fact, the professionals nominated and listed in the referred 

tables will really take part in the installation, on behalf of the States, and will be in charge of the oversight 

of the Contractor´s team in each site. They will report directly to the National Points of Contact of each 

CRV Member. The main activities and roles for the Local CRV Points of Contact are: 

 

 

i. Instruct and coordinate the actions with all the local staff involved in the CRV implementation; 

 

ii. Develop close coordination with the National CRV POC and the Contractor´s site staff for the 

complete implementation of the CRV node; 

 

iii. Coordinate the actions for the site surveys with the National CRV POC; 

 

iv. Participate in the implementation meetings with the Contractor (if decided by the National Point 

of Contact); 

 

v. Participate to the elaboration of the implementation planning; 

 

vi. Participate in the Training Package and nominate, to the National CRV POC, the Local staff there 

will participate in the referred events; 

 

vii. Report, give feedback and update the National CRV POC regarding all aspects concerning the 

implementation of the CRV node; 

 

viii. Assist the National POC in the revision and approval of the SDD, SEP and other implementation 

documents, prepared by the Contractor; 

 

ix. Assist the National POC in the revision and approval of the Validation Plan including the SAT, 

prepared by the Contractor; 

 

x. Oversee the installation in order to ensure that the Contractor team is keeping the working area 

clean and free from fire hazards and if after installation, all excess material is duly removed; 

 

xi. Make sure that the local safety rules are observed by the Contractor in terms of intervention on 

operational systems; 

 

xii. Oversee the installation in order to ensure that the Contractor is following what is described in the 

TOR, item 3.3.2.9, concerning the Electromagnetic compatibility/ grounding; 

 

xiii. Oversee if the QoS configuration is duly performed by the Contractor, as defined by the CRV-OG 

representatives and the National CRV POC; 

 

xiv. Oversee if the CRV IP Addressing Scheme (Plan) is duly performed by the Contractor, as defined 

by the CRV-OG representatives and the National CRV POC; 

 

xv. Oversee if the configuration of current numbering plan for the ATS Switched Voice is duly 

performed by the Contractor, as defined by the CRV-OG representatives and the National CRV 

POC; 

 



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V2.0 

 

Page 19 of 37 

 

xvi. Oversee if the configuration of the current Direct Circuits (DIR) is duly performed by the 

Contractor, as defined by the CRV-OG representatives and the National CRV POC; 

 

xvii. Coordinate the actions for the site surveys and assist the Contractor´s personnel during the visits; 

and 

 

xviii. Hold meetings with the Contractor as deemed necessary and report to National POC. 
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Local CRV Points of Contact (installation and oversight of the Contractor´s team on each site) 

 

 

State State/ANSP Site Local CRV Points of 

Contact 

Email Telephone / Fax Service installation 

The information is restricted and can be accessed by New Zealand hosted CRV portal at https://airwayscorporation.sharepoint.com/teams/APAC-

CRV/SitePages/Home.aspx or ICAO APAC CRV Secure Portal.  

 

If you are an ANSP wishing to connect to another ANSP or consume a service, please email the APAC CRV Portal administrator at 

vaughan.hickford@airways.co.nz. to get access to New Zealand hosted CRV portal 

  

 

If you are proposing the provision of a service be added to the CRV, please liaise through your sponsoring ANSP. 

 

To get access to ICAO Secure portal, please use group Name: CRV 

 

 

 

 

 

 

 

 

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
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3.2.4 CRV Contractor 

 

The Contractor shall nominate all the staff involved in the implementation of the CRV node, mainly the 

Program Manager for the CRV program. The Contractor will follow all the steps described in the tender 

documentation, specially the TOR and Instructions to Tenderers, for the implementation of the CRV node. 

The main activities to be carried out by the Contractor during the implementation are: 

 

i. Submit the updated SDD and the SEP to the CRV-OG, to the CNS Officer for the Asia/Pacific 

Regional Office and to the National CRV POC; 

 

ii. Submit the requests for site surveys to the National CRV POC following the procedures described 

in the paragraph 4.1.2.2; 

 

iii. Update and submit the Installation Transition Plan to the CRV-OG, to the CNS Officer for the 

Asia/Pacific Regional Office and to the National CRV POC; 

 

iv. Be responsible for the supply, transport, installation, start-up and operation of all CRV equipment 

especially designed for a given CRV node; 

 

v. Be dealing with customs and transport company about shipping and introducing the equipment in 

the Country; 

 

vi. The interconnection (to be provided by CRV users) of the Network Interface Device (NID) to the 

Local Area Network (LAN) switches and other local equipment, including Voice Communication 

System (VCS), will be confirmed during the site survey; 

  

vii. Demonstrate before the final validation of the SDD and through a test bed that the main 

characteristics of the intended design of the network will meet the performance requirements, SLA, 

safety, security and contingency requirements; 

 

viii. Implement the CRV IP Addressing Scheme (Plan), following the information provided by the 

CRV-OG and/or the National CRV POC; 

 

ix. Implement  the classification and marking scheme for the prioritization of the traffic and Quality 

of Services (QoS), as described in the document Att II - Annex c - Mapping of services for quality 

management_v2 and in coordination with the CRV-OG and the National and Local CRV POCs 

(See note in the paragraph 3.2.1.3); 

 

x. The Contractor shall measure the established parameters during circuit implementation (in 

accordance with ITU-T), and shall also monitor them for 24 hours to show compliance with the 

established specifications; 

  

xi. Implement the configuration of current numbering plan for the ATS Switched Voice, as defined by 

the CRV-OG representatives and the National CRV POC, and taking into account the tender 

document Att II - Annex b - Matrix of Flows for CRV services_v2; 

 

xii. Implement the configuration of the current Direct Circuits (DIR), as defined by the CRV-OG 

representatives and the National CRV POC and taking into account the tender document Att II - 

Annex b - Matrix of Flows for CRV services_v2; 



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V2.0 

 

Page 22 of 37 

 

 

xiii. Submit, in details, the escalation process to be followed for the implementation in each CRV node; 

 

xiv. Submit, to the CRV National POC, the documentation for the training of the CRV technicians; 

 

xv. Contractor Representative shall record the minutes of the meeting and distribute the minutes within 

three (3) Business Days of the meeting date; 

 

xvi. The Contractor shall propose a planning chart that includes all the actions, steps, milestones, 

meetings, after negotiations with CRV Local and National POC and respect it once approved by 

the CRV User Representative or amend it in coordination with CRV User representatives; and 

 

xvii. The Contractor shall help the CRV User in the uptake of responsibility before commissioning the 

equipment by accompanying the CRV User technicians in charge of the equipment. 

 

 

4.0 BASIC SITE IMPLEMENTATION REQUIREMENTS  

  
Chapter 4 describes the site and facilities requirements envisaged in the implementation phased for the CRV 

infrastructure, divided into CRV User´s and Contractor´s responsibilities, and also the main hardware and 

software for the proof of concept and implementation of the WAN links, LAN protocols, applications and 

main equipment.  

 

These responsibilities come in addition to those stated in the Terms and Conditions and Terms of Reference. 

 

4.1 Site/ Facilities Requirements  

 

4.1.1 CRV User Responsibility  

i. The CRV User shall provide the physical space for the installation of cabinets and equipment;  

ii. The CRV User shall deliver to the premises the electric power required to feed the equipment to be 

provided by the Contractor;  

iii. The CRV User shall provide access to the equipment to be connected to the CRV NID and to 

analog/ digital voice gateway; 

iv. The CRV User shall accompany and assist the Contractor during the whole operation; 

v. The CRV User shall provide room for storing the equipment, received before its installation; and 

vi. The CRV User shall inform the Contractor about the local safety rules and procedures and produce 

suited documents as deemed necessary. 

 

4.1.2 Contractor Responsibility  

i. The Project Manager, on behalf of the Contractor, shall nominate and introduce all the staff 

involved in the site surveys and in the implementation of a CRV node. The list with the staff 

nominated will be submitted to the National and Local CRV POCs with the formal requests for the 

site survey and beginning of the very implementation of the CRV equipment and following the 
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procedures described in the paragraph 4.1.2.4; 

ii. The Contractor shall identify the exact locations of the equipment during the site survey; 

iii. The Contractor will be responsible for providing the accessories, switches, cables, connections 

between the main distribution panel and the NID; 

iv. The Contractor shall be responsible for the installation of the CRV network equipment, accessories 

and the provision of the tools, testing equipment and software for the Site Acceptance Tests (SAT); 

v. The procedures to the Contractor for the site surveys aiming the installation of the equipment are 

as follows: 

a) Send a formal request to the national CRV POC, with an anticipation of 20 days for the 

required coordination with the local CRV POC, sending the names of the staff to be 

involved with the visit; 

b) If authorized, the Contractor shall proceed to the site survey in the date and time indicated 

by the national CRV POC; 

c) If the Contractor fails to comply with the survey in the exact date, the national POC will 

cancel the visit and the Contractor will have to restart the whole site survey process; and 

d) The Contractor will provide all of the instruments and tools deemed necessary for the site 

survey. 

vi. The Contractor shall be held liable for any damage to existing property in each CRV User facilities 

caused to the facilities by its staff and/or its sub-contractors’; 

vii. The Contractor shall comply with the site safety rules especially during critical phases such as 

commissioning or interferences with operational systems by following CRV User staff indications 

in charge of technical safety and not take personal initiatives that could have an impact on 

operational systems; 

viii. The Contractor shall be responsible for storing the equipment before its installation; 

ix. The Contractor may be asked to sign additional documents in order to follow local safety rules; 

x. The Contractor shall keep the working area clean and free from fire hazards. After installation, all 

excess material shall be removed; 

xi. The Contractor shall identify the exact locations for the installation of cabinets and equipment 

during the site survey; 

xii. The Contractor shall provide the CRV equipment grounding in each node; 

xiii. If necessary, the Contractor shall install protection against atmospheric discharges for all the 

equipment to be implemented for the provision of the CRV infrastructure in each node;  

Note: The Contractor will be responsible for reviewing the characteristics of any existing devices 

that might be available as long as it is allowed the usage by the CRV representative;  

xiv. The Contractor shall be responsible for the connection to the power supply in the installation site, 

including electrical wiring between the power outlet and the equipment rack of the Contractor, 

including the respective circuit breakers and devices to protect against surges and atmospheric 
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discharges;  

xv. The Contractor shall be running simulations over a period that has to be determined before 

commissioning the equipment. CRV User representatives shall be involved in the setting and 

execution of these simulations; and 

xvi. The Contractor shall procure the results of the tests. 

 

4.2 Hardware and Software Requirements  

  

4.2.1 General Topics 

i. For the installation of the equipment to be provided, the Contractor shall follow and consider all 

the tender documents, especially the TOR, the Att II - Annex e - CRV IRS_v2 and the Att II - 

Annex f - Additional Voice and Data Gateway Service_v3. 

ii. Although the Contractor operates MPLS data transport solutions, it is fully committed to the perfect 

operations of the applications and shall follow the initial end-to-end applications trials.   

 

4.2.2 Hardware Requirements 

i. For the satellite equipment, the Contractor shall install the indoor and outdoor units. 

ii. Where Applicable, the basic satellite equipment to be provided and checked is: Block Up 

Converters (BUC), Low Noise Block (LNB) down converters and Satellite Modems and VSAT 

Network management sub-system. 

iii. Where Applicable, the basic ground/terrestrial equipment to be provided will comprise: routing 

system of the IP VPN Internet (with the needed interfaces), the basic ground voice and data gateway 

(with the needed interfaces), the NID (with the needed interfaces), switches (with the needed 

interfaces), A/B baseband switch (with the needed interfaces), Multiprotocol Label Switching 

(MPLS) for the Wide Area Network (WAN) (optical and/or microwave) links equipment. 

iv. Before connecting the NID and the analog/digital, if needed, the contractor´s team shall install the 

new racks and prepare the transition cables, such as junction coaxial cables, junction sub-d cables 

or RJ based cables.  

v. All the test and measurement tools shall be provided by the Contractor. No testing and measurement 

equipment will be provided by the CRV User representatives. 

vi. All the needed equipment must be shipped and acknowledge by the CRV-User before the 

installation phase with sufficient delay. The Provider have to take the customs procedure delay into 

account. 

vii. All the received items must be inventoried and tested before the beginning of installation in order 

to avoid dispute. 
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4.2.3 Software Requirements 

Where applicable, the basic software to be provided and/or used in each site is: Network Management 

Systems (NMS) software, if the SDD indicates that one or more CRV nodes will be selected to manage the 

CRV network in parallel with the Contractor´s  Network Operations Center (NOC), software for BUC, 

Satellite Modems, NID, Voice/Data Gateway and switches. 

 

4.2.3.1 Documentation Requirements 

The needed documentation for the uptake of the equipment shall be provided to CRV User on its demand 

as deemed necessary. 

 

 

 

5.0 TESTING AND EVALUATION. 

 

The tests for the acceptance of the implemented equipment in each CRV node will be performed using 

simulations of the applications and, eventually, the real application tests that will follow the operational 

requirements as described in the tender documents, mainly, but not restricted to:  

 

i. Att II - Annex a - CRV CONOPS_v2; 

 

ii. Att II - Annex b - Matrix of Flows for CRV services_v2; 

 

iii. CRV Implementation plan (Chapter 5); and 

 

iv. Validation Plan including the Site Acceptance Test (SAT) protocols (prepared by the Contractor). 

 

The main testing and measurement equipment and tools that shall be used by the Contractor are: 

 

i. Spectrum Analyzer; 

 

ii. cable analyzer; 

 

iii. audio analyzer/generator; 

 

iv. Multi-meters; 

 

v. LAN/Network protocol analyzer; and 

 

vi. Telephones. 

 

Note: This paragraph doesn´t exhaust all the testing and measurement equipment to be used during the 

implementation phase, and the Contractor shall describe all of them in the documentation to be provided 

after the contract signature. 

 

The Contractor shall test its backbone (end-to-end) and the connection to its Network Operating Center 

(NOC). The links will be tested using computers for asynchronous and IP flows for example, and analogical 

phones. 
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An example of asynchronous test is opening a HyperTerminal session and send characters and a Bit Error 

Rate Test using a software such as WinSSD. 

 

The requirements for the test procedures will be reflected in the Chapter 5 (Testing and Evaluation). 

Notwithstanding this fact, the tests procedures will need some software for the applications as reflected in 

the following paragraphs. 

Note: The following paragraphs don´t exhaust all the software and the Contractor shall describe all of them 

in the documentation to be provided after the contract signature. 

 

For AFTN simulation: The simulation will consist of connecting a PC to the AFTN port at the back of the 

rack (with the right rate described in the document Att II - Annex b - Matrix of Flows for CRV services_v2) 

and close the serial interface at the other end of the circuit (loop). With the PC launch the winssd program 

(or other similar) and start the Bit Error Rate (BER) test. Run the test for 5 minutes and check that there are 

only a few errors. 

 

For AMHS simulation: AMHS service is over IP (see the document Att II - Annex b - Matrix of Flows for 

CRV services_v2. To simulate it:  

 

i. ping any remote equipment in the network according to the following cross matrix; and  

 

ii. Verify that the end user is exchanging information correctly.  

IP based RADAR and Asterix: The simulation will consist in selecting two sites, configuring sufficient 

bandwidth and multicast an IP flow. 

ATS/DS Circuits: All ATS/DS calls are auto-dialed. The communication is established after the user picks 

up the phone. The simulation will consist of connecting a telephone on the desired line at the back of the 

rack, pick-up the phone make the call to the other end of the circuit. For E1 based circuits, to be connected 

to a VCS, this cannot be simulated.  

ATS Switched Circuits: ATS switched calls are dialed. The communication is established after the user 

picks up the phone and dials the remote dial number. The simulation will consist of connecting a telephone 

on the desired line at the back of the rack, pick-up the phone and dial a remote number in order to call the 

other end of the circuit. For E1 based circuits, connected to a VCS, this cannot simulated.  

 

6.0 CONTINGENCY PLAN/ BACK-OFF PLAN 

 

 

6.1 Purpose 

 

States/ Administrations are to establish contingency plan, with the CRV contractor in case of the following 

scenario: 

 

i. CRV total failure; 

 

ii. CRV partial failure (e.g. voice channel failure); 

 

iii. Provider Edge (PE) to Customer Edge (CE) link failure (e.g. ANSP1 lose connectivity to 

CRV); and 



COMMON AERONAUTICAL VPN (CRV)  

IMPLEMENTATION PLAN – V2.0 

 

Page 27 of 37 

 

 

iv. PE to PE failure (e.g. ANSP1 and ANSP2 unable to exchange data/ or voice). 

 

6.2 Harmonized Contingency Plan 
 

States/ Administrations could also bilaterally/ multilaterally setup additional IPLC(s) as a contingency. This 

contingency plan could be harmonized in the APAC region to reduce costs. 

 

7.0 MIXED OPERATING ENVIRONMENT 

 

 

7.1 Routing of AFTN/ AMHS messages to non-CRV States/ Administrations 

 

During the initial phase of the CRV implementation, States/ Administrations who have joined CRV are to 

ensure the routing of AFTN/ AMHS messages to States/ Administrations who have not joined CRV.  

 

7.2 Inter-Region common network connectivity 

 

It is envisaged for common networks (e.g. PEN, FTI and CRV) in different Regions to be inter-connected.  
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Appendix A 

 

 

1 Introduction 

 

 

1.1 Objective 

 

This document is meant to describe the addressing plan for IPv4 addresses throughout the Asia/Pacific 

Region.  This document defines the recommended address format for IPv4 addresses.  The IPv4 

network is to be used within region. 

 

1.2 References 

 

[1] ICAO Doc 9705-

AN/956 

Manual of Technical Provisions for the ATN 

[2] ICAO Doc 9896 Manual for the ATN using IPS Standards and 

Protocols 

[3] ICAO Doc 7910 ICAO Location Indicators 

[4] RFC 1518 An Architecture for IP Address Allocation with 

CIDR 

[5] RFC 1918 Address Allocation for Private Internets 

[6] RFC 2050 BGP-4 Internet Registry IP Allocation Guidelines 

[7] RFC 3330 Special-Use IPv4 Addresses 

[8] RFC 4271 BGP-4 Specification 

 

1.3 Terms Used 

 

Administrative Domain – An administrative entity in the ATN/IPS.  An 

Administrative Domain can be an individual 

State, a group of States, an Aeronautical Industry 

Organization (e.g., an Air-Ground Service 

Provider), or an Air Navigation Service Provider 

(ANSP) that manages ATN/IPS network 

resources and services.  From a routing 

perspective, an Administrative Domain includes 

one or more Autonomous Systems.    

Autonomous System – A connected group of one or more IP prefixes, 

run by one or more network operators, which has 

a single, clearly defined routing policy.  
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Intra-domain (interior 

gateway) routing protocol 

– Protocols for exchanging routing information between 

routers within an AS. 

Inter-domain (exterior 

gateway) routing protocol 

– Protocols for exchanging routing information between 

Autonomous Systems.  They may in some cases be 

used between routers within an AS, but they primarily 

deal with exchanging information between 

Autonomous Systems.  

Local Internet Registry – A Local Internet Registry (LIR) is an IR that 

primarily assigns address space to users of the 

network services it provides.  LIRs are generally ISPs, 

whose customers are primarily end users and possibly 

other ISPs. [LACNIC] 

 

 

1.4 Acronyms 

 

AMHS – ATN Message Handling System 

ARP – Address Resolution Protocol 

ATN – Aeronautical Telecommunications Network 

BGP – Border Gateway Protocol 

DNS – Domain Name Service 

IANA – Internet Assigned Numbers Authority 

ICS – ATN Internet Communication Service 

IP – Internet Protocol  

IPv4 – Internet Protocol Version 4 

IPv6 – Internet Protocol Version 6 

IPS – Internet Protocol suite 

LACNIC – Latin American and Caribbean Internet Address Registry 

LIR – Local Internet Registry 

OSPF – Open Shortest Path First 

RIR – Regional Internet Registry 
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1.5 Overview of Addressing Issues 

 

The following subsections present issues that affect the completion of the addressing plan for 

operating the IPS-based AMHS network. 

 

1.5.1 Public or Private Address 

 

An important decision for the region is whether to use private or public addresses.  Private 

addresses can be used if coordinated by all participating States and Organization; however, it 

is possible that existing networks already use addresses in the private block ranges.  Public 

addresses must be obtained from a Regional Internet Registry (RIR).  The Internet Assigned 

Numbers Authority (IANA) has delegated responsibility for administration of Internet 

numbering to the Latin American and Caribbean Internet Address Registry (LACNIC). 

 

1.5.2 Address of Systems in External Regions 

 

Systems in external regions could be assigned an address from the APAC address space rather 

than use an address in their regional address block. Note however that this must be coordinated 

with private addresses so as to avoid collisions. 

 

 

2 IPv4 Addressing Overview and Fundamentals 

 

In the Internet Protocol a distinction is made between names, addresses, and routes.   A name indicates 

what we seek.  An address indicates where it is.  A route indicates how to get there.  The Internet 

protocol deals primarily with addresses.  Its main task is to forward data to a particular destination 

address.  It is the task of higher-level protocols to make the mapping from names to addresses, for 

example using a domain name service (DNS).   The Internet protocol forwards packet data units (PDU) 

to a destination address using routing tables maintained by a routing protocol.  The routing tables 

contain the address of the next hop along the route to the destination.  There are in general two classes 

of routing protocols: inter-domain or exterior routing protocols such as the Border Gateway Protocol 

(BGP) and intra-domain or interior routing protocols such as the Open Shortest Path First (OSPF) 

protocol.  In order to forward PDUs to the next hop address, there must be a mapping from this address 

to the link level address, for example, an Ethernet address. This mapping is maintained by an address 

discovery protocol such as the Address Resolution Protocol (ARP). 

An IPv4 address consists of four bytes (32 bits). These bytes are also known as octets. For readability 

purposes, humans typically work with IP addresses in a notation called dotted decimal. This notation 

places periods between each of the four numbers (octets) that comprise an IP address. For example, an 

IP address that a computer sees as 

00001010 00000000 00000000 00000001 
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is written in dotted decimal as 

10.0.0.1 

Because each byte contains 8 bits, each octet in an IP address ranges in value from a minimum of 0 to 

a maximum of 255. Therefore, the full range of IP addresses is from 0.0.0.0 through 255.255.255.255. 

That represents a total of 4,294,967,296 possible IP addresses. 

A network may be set up with IP addresses to form a private or public network.  On a private network 

a single organization controls address assignment for all nodes.  On a public network there must be 

some conventions to assure that organizations do not use overlapping addresses.  In the Internet this 

function is performed by the Internet Assigned Numbers Authority (IANA), which delegates authority 

to Regional Internet Registries (RIR).  For the CAR/SAM Region the RIR is the Latin American and 

Caribbean Internet Address Registry (LACNIC). 

IPv4 Addresses are a fixed length of four octets (32 bits).  An address begins with a Network ID, 

followed by a Host ID as depicted in Figure 2-1. 

 

 
 

Figure 2-1.  IPv4 Address Format 

 

The original IP addressing scheme divided the Network ID from the Host ID is in a several octet 

boundaries.   In this scheme the main classes of addresses were differentiated based on how many 

octets were used for the Network ID.  This method is called classful addressing.  Classful addressing 

was by convention further modified so that the Host ID could be split into subnet ID and sub host 

ID.  This is typically accomplished using a subnet mask and is called classful addressing with 

subnetting.  This eventually evolved into classless addressing where the division between the 

Network ID and Host ID can occur at an arbitrary point, not just on octet boundaries.  With classless 

addressing the dividing point is indicated by a slash (/) followed the number of bits used for the 

Network ID.  This value is called the prefix length of the address and the address value up to that 

point is called the network prefix. 

Private Addressing is defined in RFC 1918.  IANA has reserved the following three blocks of the 

IP address space for private Internets: 

     10.0.0.0           -   10.255.255.255  (10/8 prefix) 

     172.16.0.0       -   172.31.255.255  (172.16/12 prefix) 

     192.168.0.0     -   192.168.255.255 (192.168/16 prefix) 

Because of the number of bits available to users, these blocks are referred to as a "24-bit block", a 

"20-bit block", and a "16-bit" block.  An enterprise that decides to use IP addresses out of the 

private address space defined by RFC 1918, can do so without any 

Network ID                   Host ID

32 bits
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coordination with IANA or an Internet registry.  Addresses within this private address space will 

only be unique within an enterprise or a group of enterprises (e.g., an ICAO region), which chose 

to cooperate over this space so they may communicate with each other in their own private Internet. 

 

3 IPv4 Addressing 

 

3.1 Overview CAR/SAM  

 

3.1.1 During the fourth meeting of ATN/TF4 (Santo Domingo, Dominican Republic, 27 to 

28 June 2008) the group analyzed different alternatives for the implementation of the 

TCP/IP in the CAR/SAM Regions identifying the available options that would 

facilitate this implementation in the AMHS Service and future applications. This was 

reviewed in accordance with Document 9880 Part IIB of the ICAO. In this respect 

the Meeting decided two viable options for the implantation the TCP/IP: 

a) AMHS using the RFC1006 on Guiders TCP/IP (IPv4) to allow AMHS 

to directly interface with IPv4 Guiders for the intra-regional 

connections. 

b) Configurating AMHS, as specified in a) with capacity for IPv4 

conversion to IPv6 through the implementation of a function of IP router 

as gateway for the interregional connections. 

 

3.1.2 The Sixth Meeting of Committee ATM/CNS (ATM/CNS/6) (Santo Domingo, 

Dominican Republic, 30 June to the 04 July 2008) analyzed this Plan of IP 

Addressing for CAR/SAM Regions and considered that such a plan would be sent to 

the ICAO for revision. 

 

3.1.3 During the ACP/WG/I/8 (Montreal, Canada, 25 to 29 August 2008) it was concluded 

that it is possible to consider a regional scheme of IPv4 addressing. Taking into 

consideration that the private sector would be using the propose addressing scheme 

in other applications, the Meeting considered nonviable to apply the IP addressing 

scheme at a global level.   

 

3.1.4 The Third Meeting of the Group of Regional Implementation SAM/IG/3 (Lima, Peru, 

20 to 24 April 2009) considered that, taking into account specified in Table CNS 

1Bb from the FASID, the AMHS system to be installed in the SAM Region will use 

IP protocol and will initially use the IPv4 version. The block of used IPv4 addresses 

will follow the format established during the ATM/CNS/SG/6 Meeting. 

 

3.2 IP Addressing Plan 

 

When we began to work on the plan of IP addressing, we once again reviewed the scheme that 

was originally proposed, analyzed the amount of States/Territories by 
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Region, the amount of addressing that each State/Territory could use and the amount of 

addressing reserved for the interconnection between States/Territories. The result of this study 

concluded that: 

 

3.2.1 1 bit would be reduced to State/Territory level. This means the transfer of 256 States to 

128 States by region. In the EUR/NAT Region, which is most numerous, has 53 

States/Territories, means that there are many vacant numbers.  

3.2.2 1 bit at Host's level would be added. This would allow the transfer from 4096 to 8190 

hosts per State/Territory. This was considered due to the amount of future applications 

that would be implemented, mainly in the more developed States, and could cause the 

amount of directions not to be sufficient.  The structure is shown below: 

 

 
 

3.2.3 It should be noted the networks assigned to each State are private networks (RFC 1918). 

The first Bytes that integrate the assigned address will always maintain a decimal value 

of 10. Whereas the other three Bytes are used to distribute, in hierarchic form, the blocks 

of directions corresponding to each State. 

3.2.4 The first four bits of the second Byte (4 bits) will be used to identify the regions in 

around which the States/Territories of the world are grouped: 

o 0000 => SAM: South American Office. 

o 0001 =>. NACC: North American, American Power station and Caribbean  

  Office. 

o 0010 => APAC: Asia and Pacific Office. 

o 0011 => MID: Middle East Office. 

o 0100 => WACAF: Western and Central African Office. 

o 0101 => ESAF: Eastern and Southern African Office. 

o 0110 => EUR/NAT: European and North Atlantic Office. 

 

3.2.5 On the other hand, the last four bits of the second Byte, and the first three bits of the 

third Byte (7 bits) will be used to identify the States/Territories of each region. 

 

3.2.6 Whereas the last five bits of the third Byte and the eight bits that compose the fourth 

Byte (13 bits) will be used by each one of the States/Territories to assign addressing to 

their terminals/servers 

3.2.7 The IPv4 address allocation scheme will be able to cover: 

o 16 Regions. 
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o 128 States/Territories by each Region. 

o 8190 Host' s for each State/Territory 

3.2.8 The IPv4 addressing plan would allow each State/Territory to be able to make use of the 

block of directions assigned as needed. 

a) Each State has been assigned 8190 usable Network addresses, which seem to be 

sufficient to cover existing needs. 

b) In the development of the mentioned scheme, a flexible margin has been 

designated so that it will allow the future growth or change in the network in the 

future. For example, if a region were subdivided in two or more regions, or the 

emerging of a new State/Territory. 

c) Argentina has already implemented its ATN network with a scheme of addresses 

different from the proposed one, prior to the publication of this document, has 

placed a border devise with the intention that this devise will make the address 

translation between the outer directions. 
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3.3.1 Network Assignment for ASIA/PACIFIC 

 
 

Ref 
State/Administrat

ion 
Network 

Direction 

used 
Decimal notation Binary Notation Region State/Territory Host’s 

 

The information is restricted and can be accessed by New Zealand hosted CRV portal at 

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx or ICAO APAC CRV Secure Portal.  

 

If you are an ANSP wishing to connect to another ANSP or consume a service, please email the APAC CRV Portal administrator at 

vaughan.hickford@airways.co.nz. to get access to New Zealand hosted CRV portal 

  

 

If you are proposing the provision of a service be added to the CRV, please liaise through your sponsoring ANSP. 

 

To get access to ICAO Secure portal, please use group Name: CRV 
 

 

3.3.2 Network Assignment for USA 
 

 

Ref 
State/Administrat

ion 
Network 

Direction 

used 
Decimal notation Binary Notation Region State/Territory Host’s 

  

The information is restricted and can be accessed by New Zealand hosted CRV portal at 

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx or ICAO APAC CRV Secure Portal.  

 

If you are an ANSP wishing to connect to another ANSP or consume a service, please email the APAC CRV Portal administrator at 

vaughan.hickford@airways.co.nz. to get access to New Zealand hosted CRV portal 

  

 

If you are proposing the provision of a service be added to the CRV, please liaise through your sponsoring ANSP. 

 

To get access to ICAO Secure portal, please use group Name: CRV 

 

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx
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3.4 Using IPv4-Compatible Address Formats 

 

In many instances, you can represent a 32-bit IPv4 address as a 128-bit IPv6 address. The 

transition mechanism defines the following two formats. 

 

IPv4-compatible address 

 

000 ... 000 IPv4 Address 

 

IPv4-mapped address 

 

000 ... 000 0xffff IPv4 Address 

 

The mapped address format is used to represent an IPv4 node. The only currently defined 

use of this address format is part of the socket API. An application can have a common 

address format for both IPv6 addresses and IPv4 addresses. The common address format 

can represent an IPv4 address as a 128-bit mapped address. However, IPv4-to-IPv6 

protocol translators also allow these addresses to be used. 

 

 

 



 Appendix B – MID IPv4 Address Plan 
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Appendix B 

 

 

No. State Network IP 

Address 

Hosts IP addresses 

Decimal Notation Binary Notation 

1st Byte Region State Hosts 

 

 

 

The information is restricted and can be accessed by New Zealand hosted CRV portal at 

https://airwayscorporation.sharepoint.com/teams/APAC-CRV/SitePages/Home.aspx or ICAO APAC 

CRV Secure Portal.  

 

If you are an ANSP wishing to connect to another ANSP or consume a service, please email the APAC 

CRV Portal administrator at vaughan.hickford@airways.co.nz. to get access to New Zealand hosted 

CRV portal 

  

 

If you are proposing the provision of a service be added to the CRV, please liaise through your 

sponsoring ANSP. 

 

To get access to ICAO Secure portal, please use group Name: CRV 
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