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Flight Plan

• PANS-IM

• Information Security Framework



ICAO PROVISIONS
• Draft PANS-IM (Doc XXXX)

– SWIM

– Quality

– Governance
• Need

• Implementation Framework

– Information
• Information exchange models

• Metadata

– Information services
• Information Service Overview

• Information Service Publication

• SWIM Service Registry

– Technical Infrastructure
• IP Network

• Interface bindings

• Information Security Framework

• Information services on
– Meteorological information 

• Future amendment to Annex 3

– Aeronautical Information 
• Future amendment to Annex 15 and PANS-AIM

– Flight and Flow Information 
• Future amendment to PANS-ATM

• Guidance material

• To support the implementation of 

the SARPs and PANS



INFORMATION SECURITY FRAMEWORK
• Layered approach

• Minimum requirements to ensure trust
– Information integrity, availability and confidentiality

• Scalable
– Based on the criticality of the information to be exchanged and the size of the 

organization

• Common practices based on NIST and ISO
– NIST and ISO are not measurable

– Harmonization (as required in the SWIM concept) and tailored to aviation

• Performance based, implementation agnostic and SMART 
requirements



INFORMATION SECURITY FRAMEWORK

• Scope 

– Broader than SWIM

• Organizations exchanging information, that may have an impact on safety, over 
an IPS-based network

• Organizations may refer to information service providers or information service 
consumers if the exchange of information is bi-directional

– End-to-end information security
• To provide for end-to-end information security, performance-based information 

security requirements shall be applied to the technical infrastructure, the network 
on which the technical infrastructure is based, the information, the information 
service and the applications in an integrated manner.



INFORMATION SECURITY FRAMEWORK

• Layered approach

– IPv6 dedicated block of addresses

• Reduce attack surface 

The Internet

Dedicated 
block of 

addresses



INFORMATION SECURITY FRAMEWORK

• Layered approach

– IPv6 dedicated block of addresses

• Organizations shall use addresses from the aviation dedicated block of IPv6 

addresses.

• Organizations who wish to manage their own IPv6 address sub-block from 

the aviation dedicated block of IPv6 addresses, shall develop a plan for 

making sub-allocations to other IPv6 address users within their organization 

to qualify for an initial allocation of an aviation IPv6 address sub-block. The 

plan shall project the IPv6 address usage for a minimum of two years. 



INFORMATION SECURITY FRAMEWORK

• Layered approach

– Fully qualified DNS service
• Mitigation of spoofing and denial of service attacks

The Internet DNS

Fully 
qualified 

DNS 
through 
DNS sec



INFORMATION SECURITY FRAMEWORK

• Layered approach

– Fully qualified DNS service

• Organizations shall use a name from a fully qualified Domain Name System 

(DNS).



INFORMATION SECURITY FRAMEWORK

• Layered approach

– Impact of the loss of information security on safety

• To have a mutual understanding of the level of information protection 
provided 

• Different type of information require different type of protection based on the 
acceptable level of safety risk taken for the use of the information

• Information security categories
– None, basic, intermediate and advanced

– Methodology for the categorization of information  Safety Management Manual

– Application of a minimum set of performance-based standards based on the category of the 
information  Appendix to PANS-IM



INFORMATION SECURITY FRAMEWORK

• Layered approach

– Impact of the loss of information security on safety

• Organizations shall classify the information according to defined information 

security categories to ensure a mutual understanding of the level of 

protection of the information exchanged. Information security categories may 

differ between information service providers and consumers.
Note. – See Safety Management Manual (Doc 9859) for classification of information in the defined 

information security categories. 



• Safety Management Manual
– Information security hazards can 

modify the likelihood of the safety risk 

based on the capability of the malicious 

actor and the likelihood of the attack based 

on threat intelligence.

– Safety risk mitigation of information 

security hazards requires: 
- The identification of information security hazards 

- The identification of information inputs that 

contribute to the hazard

- The determination of the causal effect of loss of 

confidentiality, integrity or availability on the 

information inputs identified. 



INFORMATION SECURITY FRAMEWORK

• Layered approach

– Impact of the loss of information security on safety

• Information service providers shall state the information security category in 

the Information security category metadata field of the information service 

overview to provide information service consumers with an understanding of 

the level of protection of the information.

• Organizations should consider the implementation of the requirements in 

Appendix A based on the information security category stated in the 

Information security category metadata field of the information service.
Note. – For more information on the implementation of the requirements in Appendix A see Information Security Manual. 



• Appendix A to PANS-IM





INFORMATION SECURITY FRAMEWORK
• Layered approach

– Impact of the loss of information security on safety
• Safety refers to the state in which risks associated with aviation activities, 

related to, or in direct support of the operation of aircraft, are reduced and 
controlled to an acceptable level. The loss of confidentiality, integrity and 
availability of the information may impact safety. Therefore, information 
service consumers shall assess the impact of the loss of confidentiality, 
integrity and availability of the information on safety to determine the 
information security category required for the operational use of the 
information. 

Note – See Safety Management Manual (Doc 9859) for the assessment of the impact of the loss of confidentiality, integrity and availability of the information on safety 
and classification of information in information security categories.




