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Visible Digital Seal — NC .

Main Drivers 1: Recovery of air traffic and international travel

ICAO CAPSCA (Collaborative Arrangement for the Prevention and Management of Public Health Events
in Civil Aviation) and CART (Council Aviation Recovery Task Force)

 CART Phase lll asked for the development of a global framework for the validation of testing and
vaccination records and/or certificates.

* Following the approval by the ICAO Council for Guidelines for VDS-NC, the NTWG, PKD and ISO

experts developed specifications for special use cases of VDS for “public health proofs” for cross-
border travel.

WHO

* Larger scope, defines use cases, e.g. proof of vaccination including “core data set”

* Interim guidance for developing a Smart Vaccination Certificate, Release Candidate 1,
19 March 2021

EU Draft Regulation (Digital Green Certificate)

* eHealth-Network (eHN) proposes interoperability requirements and “data fields” for vaccination
certificate, test certificate and certificate of recovery, 18 March 2021

 New technical specifications by April 16, 2021
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Visible Digital Seal - NC S

Main driver 2: Security of health related proofs

Health proofs as target of fraud

* The counterfeit of vaccination certificates and
COVID-test reports have become a mass
phenomenon. Blank “yellow books” with complete

vaccination entries are sold on Telegram channels
for 80 — 150 £.

* The vaccination certification was never intended to
be a secure travel document and hence carries no
security features.

 The VDS-NC is designed as an accompanying
document carrying digitally signed health
information — making fraud easily detectable.

Case example: Blank fraudulent yellow book sent from London to Frankfurt
carrying vaccination entries, May 2021 (Source: BPOL FRA)
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Overview

MACHINE READABLE
TRAVEL DOCUMENTS

TECHNICAL REPORT

VDS-NC

Visible Digital Seal for trained envir ts
Version - 1.0
Date — April 23, 2021

ISONEC JTC SC17 WG/ TFS
FOR THE
INTERNATIONAL CIVIL AVIATION ORGANIZATION

File
Author

: WG3TF5_N0297 TR - Visible Digital Seal-NC V1.0.doc
: ISO/EC JTC1 SC17 WGS/TFS




Visible Digital Seal for non-constrained environments

Specifications ready!

* Taking on the challenge, ICAO NTWG and ISO/WG3 experts
developed a viable technical solution leveraging existing
infrastructure to provide for rapid implementation and global
interoperability - Visible Digital Seals for non-constrained

_ MACHINE READABLE
environments (VDS-NC).

TRAVEL DOCUMENTS

* The specifications were approved by the Technical Advisory
Group on Traveller Identification Programme (TAG/TRIP) on May
6, 2021 and by the Air Transport Committee on May 14, 2021.

. o TECHNICAL REPORT
* ICAO is proud to announce this first full set of fully approved

o pe . . . VDS-NC
g specifications for interoperable public health proofs.
E Visible Digital Seal for no trained enviror

Version — 1.0
o * Based on these specifications, States can begin to develop and Date — April 23, 2021
= implement globally interoperable solutions. S
O ISONEC J;g:{hlsi:z WGHTFS
.. . INTERNATIONAL CIVIL AVIATION ORGANIZATION
é * The specifications can be found at | -
https://www.icao.int/Security/FAL/TRIP/Pages/Publications.aspx e

*  https://www.icao.int/Security/FAL/TRIP/Publishinglmages/Pages
/Publications/Visible%20Digital%20Seal%20for%20non-
constrained%20environments.pdf
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Visible Digital Seal - NC

Main Properties

What it is:

1.

The VDS-NC is designed as a specific token for cross-border
travel, as an interoperable proof of health events (test,
vaccination).

The VDS-NC is a digitally signed 2D-barcode, to ensure the data
is authentic and not been modified.

The VDS-NC relies on an existing two-level PKI trust model as it
is used for e-passports since 2004. It consists of a root of trust
(CSCA), a document (barcode) signer, a Public Key Directory and
the document itself.

The CSCA does not have to be the same as for e-passports,
though re-using the same CSCA is recommended. If a different
VDS-NC CSCA is set up, then specific profiles to differentiate
between the function of the CSCA are defined.

The VD-NC shall be easily readable by most barcode scanners
deployed in the travel/border environment.

The VDS-NC is offline verifiable, without the need for an online-
connection.

Proof of Testing Issued by UTO

Version 1 UTCI: U01932

PERSONAL INFORMATION

Name of the Holder: Date of Birth:
Cook Gerald 1990-01-29

VSERVICE PROVIDER

Name of Testing Facility/Service Provider:
General Hospital

Phone Number:
+00068765432

Email Address:
genhosp@mail.com

DATETIME OF TEST & REPORT

Specimen Collection DateTime:

2020-12-12T12:00:00+08:00

TEST RESULT

Type of Test Conducted: Result of Test:
molecular(PCR) negative

OPTIONAL DATA FIELD

ID12345

Document Type: Document Number:
P E1234567P

Country of Test:
uto

Address:

12 Utopia Street

Report Issuance DateTime:

2021-02-11714:00:00+08:00

Sampling Method:
nasopharyngeal
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Visible Digital Seal - NC

Main Distinctions

What it is NOT:

1. The VDS-NC is not the primary medical vaccination
document. This function stays within the health-related
environment: vaccination certificates will be treated and
governed as health documents.

2. The VDS-NC is not intended to replace any national/
multilateral vaccination document.

International Certificate of
Vaccination or Prophylaxis

International Health Regulations (2005)

Certificat international de
vaccination ou de prophylaxie

Reglement sanitaire international (2005)

Issued to [ Délivré a

Passport number or travel document number
Numero du passeport ou du document de voyage
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Visible Digital Seal - NC

Why ,,Non-Constrained” environment?

While the VDS’ encoding is highly space optimized and is
therefore binary, the VDS-NC encodes the data as a “I-
JSON” structure, easily read out by common barcode
scanners, e.g. at airports/airlines.

The VDS is intended to be used on visa labels (EU
Schengen visa beginning 05/2022) and similar
documents, the VDS-NC is designed to be displayed on
standard format paper or smartphone screens carrying no
other security features.

VDS-NC

VDS

VISUM/VISA =g= 000000000

DEUTSCHLAND/OERMANY/ALLEMAGNE [)
B

VCD<<MUSTERMANN<<OLGACCLLCLCCLLLLLKKL
00D00OODOORYUST409185F2008099<M400630

Proof of Testing Issued by UTO Version 1 UTCE U01932
PERSONAL INFORMATION

Name of the Hoider Diate of Birth Document Type Document Number:
Cook Gerald 1990-01-29 P E1234567F
SERVICE PROVIDER

Name of Testing FacillySenice Provicer Courary of Test

General Hospital uTo

Phone Number. Email Addrezs: Addrezz:

+00068TE5432 genhosp@mail.com 12 Utopia Street

DATETIME OF TEST & REPORT

Specimen Collection DateTime:
2020-12-12T42:00:00+08:00

TEST RESULT
Type of Test Conducted Resull of Test

OPTIONAL DATA FIELD
1012345

Report lsuance DateTime:
2021-02-11T14:00:00+08:00

Sampling Method.
nasopharyngeal
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Visible Digital Seal - NC

Design Principles

* Globally Interoperable — ICAO has followed its global mandate in
supporting the development of a globally interoperable
specifications.

* ,,Human” Readable — The VDS-NC is easily readable with barcode
scanners deployed in travel/border environment, therefore
avoiding reading problems with binary barcodes.

-> fPaylead™|is human readable

* Offline Verifiable — The Barcode Signer Certificate is stored in the
barcode itself in order to avoid the complexity of additional
certificate exchange;

—> Certificate and - contained in the barcode

* Able to leverage the eMRTD Trust Model — The VDS-NC is based
on the existing 2-level Public Key Infrastructure (PKI) consisting of
a national Country Signing Certification Authority (CSCA), a
document (barcode) signer and a Public Key Directory.

* Flexible — The CSCA does not have to be the same as the one for
ePassports, though re-using the same CSCA is recommended. If a
different CSCA is setup for VDS-NC, then specifically defined
profiles allow differentiation between the function of the CSCAs.

PERSCHAL INFORMATION
[— e e e Tig Encumam
ook Gerald N 3 E12M8TR

SERVICE PROVIOER
e i ot Facaey v Frovae Eomamy ot o
Sarweal ot ure
soeouaTEII: eparogmad tom 12 Unipia Strees
DATETRME OF TEST & REPORT
0124212 DAB0408:08 02221 TIALDE0E 00
TRIT RESLY
orcaucae Rt o T S et

malscutar PR ragative nassskanmgesl

OFTIONAL DATA FELD
o148

{"data" :{"hdr”:{"t":"icao.test","v":1,"is":"UTO"}, "msg" : {""utci":"U
01932","pid":{"n":"Cook Gerald",'"dob":""1990-01-
29","dt":"P","dn"" :"E1234567P "}, "sp" : {""'spn"": ""General

Hospital™, "ctr':"UTO", " cd" :{""p"" - ""+00068765432", "'e'* : ""genhosp@mail .c
om","a":"12 Utopia Street"}},"dat":{"'sc':""2020-12-
12T712:00:00+08:00","ri"":"'2021-02-
11T14:00:00+08:00"},"tr :{""tc" :"molecular(PCR)","r" :""negative", "' m"
:"'nasopharyngeal'},"opt":"1D12345"}},

"sig":{"alg":"ES256", " cer":"'MI 1BeTCCAR2gAWIBAg I BZzAMBggqhk j OPQQDAg
UAMBOXCzAJBgNVBAYTAI1VUMQ4wDAYDVQQDDAVVVCBDQTAeFwOyMTAOMDcwND I12MTVa
FwOyN j EWMDCwND I 2MTVaMBoxCzAJBgNVBAYTAIVUMQswCQYDVQQDEW IWNTBZMBMGBY
GSM49AgEGCCOGSMA9AWEHAD | ABBZop6 IWxg_Qo8JVIG-

r9Ez joAoXKsSUmMKuHCTKZTY-b5atMP8jDtjJaGhal_2VvrNbz7WDGsWF-
7MggFzxsS6ej TzBNMB I GA1UdJQQLMAKGB2eBCAEBDg IwHwWYDVRO jBBgwFoAUymyksn
X8rywnORH7nDq-

Bs2Q0qowFgYHZ4E I AQEGAgQLMAKCAQAXBBMCT 1QWDAY 1 KoZ 1z jOEAwW I FAANIADBFAi
Ace9uXxX8UOpdsOtEkAtkDU2GPyzy S8vQP4ghzGbooa8glhAO_50R02bsTor6CXHngG
1d4NNtUGsXNgX1-9gEfVcsgb*,

“sigvl™:"'z_VZDdWVj jRkgO6NYLWHE4BP_APEM3MJIT8IGO0Z_DXTRZA20xkutZhSOn
TyYTHgw-MKZUJmQyhrdZgm7q-267g=="}}
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Infrastructure

CSCA-Certificate

& CRL
bilateral
exchange or PKD

requests issues
certificate barcode signer
certificate
document h 4

data

Smmmmmm—— Barcode Signer

cryptographic signature
using barcode signer cert

Document Personalization

(Test/Vaccination Centre)

issues document

VDS-NC Generation

12
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Visible Digital Seal - NC

Trust Framework

CSCA-Certificate

& CRL

It order to function we MUST agree on:

bilateral
1. The 2-level PKI model consisting of a root of trust (CSCA), requests e exchange or PKD
a document (barcode) signer and a Public Key Directory. certificate | | barcode signer
The CSCA does not have to be the same as for e-
passports. document r

data
Barcode Signer

2. The certificate profiles as defined by ICAO. The certificate
profile guarantees interoperability and security across the
travel document and health proof use case.

cryptographic signature
using barcode signer cert

3. The barcode signer certificate is stored in the barcode D bR e e
. . . L. ) (Test/Vaccination Centre)
itself in order to avoid an additional repository.

A

VDS-NC Generation

issues document

4. A standardized barcode encoding. Easy readability is key.
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Issuance of VDS — NC

PKI model A: Single CSCA

PKI model A: Single CSCA for both travel docs and
health proofs

* The CSCA for issuing travel documents acts as the
single root of trust for both travel documents and
health proofs.

* The document (barcode) signers are specific for each
travel documents and health proofs.

* The certificate profiles ensure that certificates can be
used for the intended purpose only.

issues
doc signer cert

barcode signer cert

14

M CSCA-Certificate
- & CRL

issues bilateral
exchange or PKD

requests
certificate

Document
Signer

cryptographic
signature

Travel Doc Personalization
(Passport Office)

issues
document

Travel doc issuance

requests
certificate

Barcode
Signer

cryptographic
signature

Health Doc
Personalization
(Test/Vaccination Centre)

issues
document

VDS-NC issuance



Issuance of VDS — NC L

PKI model B: Specific CSCA's

CSCA-Certificate CSCA-Certificate

& CRL & CRL

PKI model B: Specific CSCA’s for each travel docs and
health proofs

issues
doc signer cert

issues
barcode signer cert

bilateral
exchange or PKD

* There are specific CSCA’s for issuing travel
documents and for issuing health proofs.

requests
certificate

requests
certificate

Document
Signer

Barcode
Signer

* The document (barcode) signers are specific for

each travel documents and health proofs. cryptographic

signature

cryptographic
signature

* The certificate profiles ensure that certificates can

. . Health Doc
be used for the intended purpose only. UG SR

O . Personalization
E PEEpeliE i) (Test/Vaccination Centre)
<
o
o issues issues
= document document
(=
<
O
Travel doc issuance VDS-NC issuance




Verification of VDS — NC v

PKI model A: Single CSCA

CSCA-Certificate
& CRL PKD
PKI model A: Single CSCA for both travel docs and health - |

proofs

* Immigration systems import the CSCA certs as currently
for travel documents.

CSCA Barcode
signer &
* They are then able to verify both travel documents and cert (sji(;er
health proofs. cert

oo . oo N d é
* The certificate profiles ensure that certificates can be forvDs. |
used for the intended purpose only. !\‘Claz“dis
Document incluce
* Barcode and doc signer certificates could be downloaded Authentication

(e.g. Immigration)

from the (single) PKD.

Verfication by
CSCA-Certificate
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Document verification Health



Verification of VDS — NC v

PKI model B: Specific CSCA's

- .
PKD & CRL & CRL PKD
PKI model B: Specific CSCA’s for each travel docs and . ‘

health proofs

* Immigration systems import the CSCA certs for travel | |
documents and for health proofs. document €scA CscA barcode |

signer : signer signer signer
. cert cert cert Cert

* They are then able to verify both travel documents and ‘ - |
No need |
health proofs. for VDS-
| NCasit |
* The certificate profiles ensure that certificates can be § S ided
) ; Document 3
used for the intended purpose only. AS— Authentication

(e.g. Immigration)

* Barcode and doc signer certificates could be
downloaded from the (specific) PKD.

Verfication by
CSCA-Certificate
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Document verification
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Data Sets

Proof of Testing Issued by UTO

Version 1

PERSONAL INFORMATION

Name of the Holder Date of Birth:
Cook Gerald 1990-01-29

VSERVICE PROVIDER

Name of Testing Facility/Service Provider:
General Hospital

Phone Number: Email Address:

+00068765432 genhosp@mail.com

DATETIME OF TEST & REPORT

Specimen Collection DateTime:
2020-12-12712:00:00+08:00

TEST RESULT
Type of Test Conducted: Result of Test:
molecular(PCR) negative

OPTIONAL DATA FIELD
ID12345

18

Document Type:
P

Country of Test:
uTo

Address:
12 Utopia Street

Report Issuance DateTime:
2021-02-11714:00:00

Sampling Method:
nasopharyngeal

Proof of Vaccination

Tt tes2 Proof of Test
Proof of Vaccination Issued by UTO Version 1 UVCI: U3zeTo
PERSONAL INFORMATION
Name of the Holder Date of Birth’ Passpon Numbar Sex
Smith Bill 1990-01-02 A1234667Z M
Additional ldentfier:
L4567890Z
.VAC CINATION EVENT
WVaccine or Prophylads: Vaccine Brand: Disease of a0ent tarpeted:
XMESME Comirnaty RAD1.0
VACCINATION DETAILS 1
Diater of Vaccination Dorse Number Country of Vaccination
2021-03-03 1 uTo
Administering Centre: Vaccine Batch Number: Due Date of Mexi Dose:
RIVM VCi5679 2021-03-24

VACCINATION DETAILS 2
Date of Vaccination:
2021-03-24

Administering Centre
RIVM

Dose Number:
2

waccing Batch Number

VCBTE40

Country of Vaccination:
uto

Due Date of Nexi Dose:




Visible Digital Seal — NC: Datasets S

Proof of Testing and Proof of Vaccination

Proof of Test (Personallnformation)

Object: Message

[ e
Proof of Testing: M

* The datasets for PoT follows the recommendations of
ICAO CART, Name n Name of the holder (as specified in Doc 9303-3) MUST be used. M 39

boB dob The DOB of the test subject. The [RFC 3339] full date format YYYY-MM-
DD MUST be used.

* Notably, it contains a mandatory Document Number and Th10CocumaeTpeof ey docen WUST s Ol

these values MUST be used.
Only values

a Document Type in order to establish the link between = T Tt i
the person and a secure document.

t: Personalinformation(pid)

M 10

D - Driving License
I The ID Document Number of the identity document MUST be used of

DocNum dn the document used in DocType. The ID Document Number is the M 24
unique identifier of the test subject.

Proof of Vaccination:

Object: Message

* The datasets for PoV follows the recommendations of S— short bata “ Mandatory/
(ica0) Element Optional
WHO. -- -ﬂ

utei Unique Test Certificate Identifier

Object: Personldentification (pid)
Name of the holder (as specified in Doc 9303-3)

* Notably, it contains a Unique Identifier (e.g. a document Name n dr (3 spcic v »
Date of Birth dob Date of birth of subject.

number) and an Additional Identifier, both optional, but R A: : .

Travel Document Number; Single Unique

(St ro n g | y) re CO m m e n d e d ) - Unique Identifier i Identifier unlyl.DI::unr:‘iz:tr :‘::L\irbe valid Travel O-R 11

- Additional Identifier £ Any other do:umenitS::eTher at discretion of o 2

* |t also allows for multiple vaccination events, with same sex Gender o the suject :
. . Proof of Vaccination (Personldentification)
or different vaccines.

)
=
-
=
=
o
-
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Related
Initiatives

Interim guidance for developing a
Smart Vaccination Certificate

{@‘ﬁ World Health
5™ Organization

*

*

*

*
*

A DIGITAL GREEN CERTIFICATE
WILL FACILITATE
FREE MOVEMENT WITHIN THE EU

20
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Related Initiatives

WHO Smart Vaccination Certificate

* |ICAO has been closely working and coordinating with the
WHO on the SVC and with the EU with regards to the EU
DGC.

* |CAO TAG/TRIP and ISO experts have been actively
involved in contributing to both initiatives in order to

ensure that any solution to be developed is compatible
with the ICAO VDS-NC.

* The first set of specifications for the WHO SVC (Release
Candidate 1) were issued on 19 March, 2021. RC2 is going
to be published any time soon.

* Based on WHOQ'’s decision criteria, the global trust
framework outlined is a PKI-based design that follows the
ICAO PKI model for ePassports and leverages a Public Key
Directory like the one operated by ICAO since now fifteen
years.

21

Interim guidance for developing a
Smart Vaccination Certificate

7 XY, World Health

¥ Organization



Related Initiatives

EU Digital Green Certificate

 The EU is working towards deployment of the EU DGC
system by June 2021.

* Notwithstanding the good alignment between DGC
Guidelines and the ICAO VDS-NC specifications, both
parties have initiated technical discussions in order to
identify possible compatibility issues between both
technologies as well as global interoperability.

 Main differences are:
* Encoding of the barcode

e VDS-NC contains signer certificate as well

* CSCA Masterlist and CRL required for verifying VDS-

NC

e Barcode Signer (as trustlist) and CSCA required for
verifying EU-DGC — only available to EU countries

** @
* @
A

*

A DIGITAL GREEN CERTIFICATE

> WILL FACILITATE
Y FREE MOVEMENT WITHIN THE EU

22
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Demonstration

PERSONAL
DETAILS

Name of Holder
Date Of Birth

Document Type

Document Number

Signature

ollection

u01932
éook Gera.ld
1990-01-29
2

E1234567P

"1 Days7 Hours 13~

Minutes 55 Seconds

23
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Demonstration Proof of Test
Normal reading and verification

What do you see?

A

VDS-NC Viewer

* Personal details with verification of signature and
verification of barcode signer against CSCA

e Time since specimen collection (for the
48-72 hour requirement) 10

* Details of the test facility, specimen and test result
date and time

Scan Barcode

* Type of test and sampling method and the result

G- ICAO  TRIP-NTWG

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Test

Verification fails due to unknown CSCA

What do you see?
* Proof of testing — unknown CSCA
e Barcode verification successful

e Barcode signer cannot be verified

1517 =@ 0B

A

VDS-NC Viewer

[=]i[m]

S

Scan Barcode

25

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Test

What do you see?

* Proof of Testing — Signature failure due to
tampering of data.

VDS-NC Viewer

* The date of sampling has been modified
(2021-05-20 - 2021-05-21). 100

e The Rest of the data is correct.

Scan Barcode

A= |ICAO  TRIP-NTWG

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Vaccination
Normal reading and verification

What do you see?

A

VDS-NC Viewer

e Same vaccine — two doses

e Shown as single Vaccination Event with two
separate doses.

]

* First dose has date of next dose

* For the second dose, date of the next dose is blank. e

G- ICAQ  TRIP-NTWG

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Vaccination
Normal reading and verification

What do you see?
* Two different vaccines for each dose. TDSNG Viewar

e Shows up as two vaccination events

* First is BionTech/Pfizer, next is Moderna.

i

* First dose inin UTO, second in SGP. Still signed by :
U TO . Scan Barcode

G- ICAQ  TRIP-NTWG

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Vaccination

A

VDS-NC Viewer

What do you see?

* Proof of Vaccination — signature failure due to
tampering of data

* Name of the person has been changed
(Smith Bill 2 Smith Ken).

* Anything else is correct.

Scan Barcode

G- ICAQ  TRIP-NTWG

Demo kindly
provided by
Auctorizium,
Singapore
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Visible Digital Seal - NC

Summary & Next Steps

* Accomplishing the task set out by ICAO CART Phase lll, a
global framework for the validation of testing and

vaccination records and/or certificates was developed by
ICAO TAG/TRIP and ISO experts.

e Specifications for a viable technical solution leveraging
existing infrastructures to provide for rapid
implementation and global interoperability were
published.

* The specifications can be found at
https://www.icao.int/Security/FAL/TRIP/Pages/Publications.aspx

* ICAO TAG/TRIP and ISO experts will be actively working
to ensure interoperability of the VDS-NC with relevant
global initiatives such as the WHO SVC and the EU DGC.

31

MACHINE READABLE
TRAVEL DOCUMENTS

TECHNICAL REPORT

VDS-NC

Visible Digital Seal for non-constrained environments
Version - 1.0
Date — April 23, 2021

ISOAEC JTCT SC17 WG3/TFS
FOR THE
INTERNATIONAL CIVIL AVIATION ORGANIZATION

File : WG3TF5_N0297 TR - Visible Digital Seal-NG V1.0.doc
Author ISOVIEC JTC1 SC17 WG3/TFS
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North American

Central American .

and Caribbean
(NACC) Office
Mexico City

ICAD
Headquarters
Montréal

South American
(SAM) Office
Lima

Thank You

Western and
Central African
(WACAF) Office

Dakar .

European and
North Atlantic
:DE‘I:E/NAT] Office Asia and Pacific
[APAC) Sub-office
. Beijing
Middle East
(MID) Office .
Cairo

Asia and Pacific
[APAC) Office
Bangkok

Eastern and
Southern African
(ESAF) Office
Nairobi




