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Aerospace: make flying safer, easier and more efficient

60% of air traffic in

' China is managed by
- Thales solutions.

1 m passengers use Thales

in-flight entertainment
. . systems every day.
Air traffic management: AMS

Training and simulation
Nose-to-tail aircraft Over 160 Air Traffic 2 OUt Of 3
7 i in the world
ConnectIVIt Management ContrOI centers alrcraﬂ: int
fliah y. around the world are equipped take off and land

In-flight services by Thales. using Thales equipment.

Between them, they cover more Training & simulation
0 for civil and military customers,

than 40 /0 of global ATM, helicopters and aircraft.
airspace.
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I Support efficient airspace operations
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Airport
Surface
Surveillance

Up to 5 NM

Terminal Manoeuvring En-Route
Surveillance Surveillance

SSR, ADS-B, Wide Area Multilateration (WAM), Hybrid WAM

Approach En Route
PSR PSR

Up to 100 NM Up to 250 NM

Thales adresses a global Surveillance

Oceanic
Surveillance

Space-Based ADS-B
(provided by partners)

Global
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I ADS-B key references & expertise
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Over 2,300 ADS-B Ground Stations delivered around the World
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I Accelerate the adoption of innovative solutions and technologies
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ADS-B Basics

- State of the Art Technology
- ADS-B functionality, coverage/range, probability of detection
- Fulfil safety case requirements
Advanced ADS-B features
- 1090 MHz Phase Overlay with additional future data items
- New Asterix category 53 (replacing cat21)
Security features
- RF Security
- Cyber Security

- GNSS Issues monitoring
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ADS-B  Detecting Cyber Security Issues

2 .. ADS-B out

E : ADS-B in . o\

g ADS-B out

2 ADS-B in

N

5 — / Aircraft use GNSS and/or

8¢ inertial navigation sensors

g% ADS-B to determine their own position

- Messages

5; ADS-B messages contain

5~ realtime data, like: Aircraft broadcast ADS-B messages

$. * position, periodically without being interrogated.

ZZ e altitude,

82 ; Cyber

£+ velocity vector, \i/

=2« intent. e System Output: ) Track

g ADS-B Aircraft reports Surveillance | Reports ATC
ES Ground . > Data » Display
g Station Asterix Cat 21 Processor System

ADS-B Ground Station provides Asterix Target Reports THALES
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ADS-B Detecting GNSS Issues

Constellation
Issues

ADS-B out
z Global ADS-B in
- Navigation ADS-B out
g # Satellite ADS-B in
System \
1 Aircraft use GNSS and/or
inertial navigation sensors
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ADS-B to determine their own position

Messages
ADS-B messages contain

. . Nearby GPS .
realtime data, like: / Aircraft broadcast ADS-B messages

* position, periodically without being interrogated.

+ altitude,

 velocity vector, \i/

* intent. System Output: : Track
ADS-B Aircraft reports Surveillance | Reports| ATC
Ground . > Data » Display
Station Asterix Cat 21 Processor System

ADS-B Ground Station provides Asterix Target Reports THALES

Building a future we can all trust

=



ADS-B Detecting GNSS Issues

[

ADS-B out
\ ADS-B in

ADS-B

Messages

=
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ADS-B
Ground
Station

ADS-B out
ADS-B in

Aircraft use GNSS and/or
inertial navigation sensors

to determine their own position

Nearby

ADsS-B Aircraft broadcast ADS-B messages

Transmitter

System Output:
Aircraft reports
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5 ADS-B messages contain
©:  realtime data, like:
o9 e

£ ¢ position,
S« altitude,

[ONe] .

£+ velocity vector,
=2+ intent.
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Asterix Cat 21

>

Surveillance
Data
Processor

periodically without being interrogated.

ADS-B Ground Station provides Asterix Target Reports

Track
Reports _ATC
» Display
System
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ADS-B Detecting Transponder Conformance Issues

Non-
< conformant
é ADS-B out Transponder
E ADS-B in
g ADS-B out
2 ADS-B in
< \
g Aircraft use GNSS and/or
g3 inertial navigation sensors
i ADS-B to determine their own position
23 Messages
;’}'z ADS-B messages contain
-~ realtime data, like: Aircraft broadcast ADS-B messages
> * position, periodically without being interrogated.
ZZ e altitude,
£+ velocity vector, \i/
-2+ intent. System Output: : Track
e ADS-B Aircraft reports Surveillance | Reports | ATC
25 Ground . > Data » Display
g2 Station Asterix Cat 21 Processor System

ADS-B Ground Station provides Asterix Target Reports THALES
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I ADS-B security investigations, with the right approach it will be safe
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| Developed in cooperation with DFS & Eurocontrol

| Thales ADS-B secured ground station proven to detect various

Spoofing
Jamming
Data Modification
Target suppression

threats > front end
» RF Security
» Cyber Security

Detects also anomalies —

» GNSS Issues monitoring great for conformance
monitoring

Additional security features on Thales Central processing

System > back end
» Data from Ground Stations are validated against ADS-B threats

» MLAT/ WAM configuration rejects threats

| ADS-B can be used securely with appropriate protection

THALES
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I Thales new ADS-B equipment

New generation of ADS-B ground station
» Single/dual channel

» Optimized Indoor configuration & Outdoor configuration

New ADS-B Key features benefits

+ Core component: new SPB4

+ High Performance Receiver

+ AL4/ED109A compliant Software
+ Fully DO260B compliant

(DO260C in progress, field upgradable)
Autonomous ADS-B Processing

+ Dual Asterix Cat21 Output

+ Integrated security features

+ Full WAM / MLAT Processing

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole orin
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I How to cope with non-ADS-B equipped aircraft in large airspace?

| Combined ADS-B & WAM

» Leverage on WAM inherent capability of Thales ADS-B

ground stations

| Innovate with ADS-B & Hybrid WAM

» Enlarge and extend your cross-border and shoreline
coverage by combining Space-based and Terrestrial
Systems

? Reduce site installations

» Achieve 100% coverage using ADS-B, Mode S, and Mode
A/C transponders

With limited investments you can increase
your Air Traffic Situation Awareness

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole orin
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I Thales solution for Sustainable Investments
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Easy and flexible installation facilitating and enabling ADS-B

implementation

Combining - integrating different kind of sources
(ADS-B, Mode S, Mode A/C, Space Based ADS-B)

to facilitate transition to ADS-B mandate

Delivering required Safety levels and reliable data

according to defined quality of service parameters

Future-proof, field upgradable to Phase Overlay

Implementation
Supporting controlled Data Sharing using ADS-B data server

Providing Cyber Security, Radio Frequency Security

protection features and GNSS Monitoring
THALES
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Let’s join us and discuss on the future of ATM and register to
the collaborative platform dedicated to ATCOs

https://bst.thalesgroup.com/better-skies-together
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[ Question & Answer

Thank you for your
attention

massimiliano.ferla@thalesgroup.com

holger.neufeldt@thalesgroup.com

www.thalesgroup.com
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