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Preface

1.1.

The scope of this guidance is to provide high level principles and necessary activities to implement
Ground-Based Augmentation System (GBAS) by mitigating threats associated with ionospheric
anomalies. Technical details such as necessary observation setup, detailed analysis techniques, or
interpretation of analysis results are out of the scope of this document. Such details may be included

in the GBAS Manual which is being considered by the ICAO Navigation Systems Panel.

Introduction

GBAS and its fundamental principles

GNSS (Global Navigation Satellite System) is expected to support seamless and flexible aircraft
guidance in all flight phases. However, the current GNSS lacks safety performances to support
precision approaches because it does not have any functions to timely detect its failure and alert it to
aviation users. ICAO defines safety requirements for navigation system as accuracy, integrity,
availability and continuity for each flight phases, which are en-route, terminal, non-precision
approach (NPA) and precision approach in Annex 10 to the Convention International Civil
Aviation [1]. To satisfy the requirements, three types of GNSS augmentation systems are introduced.
Ground-Based Augmentation Systems (GBAS) is one of them and its SARPs (Standards And
Recommended Practices) are defined in the Annex 10.

GBAS is a navigation system to support aircraft precision approach and landing. SARPs for CAT-I
precision approach have been effective since 2001, and ones for CAT-III (GAST D; GBAS Service
Type D) have been effective and applicable since 2018. These are based on the single-frequency GPS
and/or GLONASS signals at the L1 band. SARPs for GBAS with dual-frequency (L1 and L5 bands)
and multi-constellation (all the four standardized constellations including GPS, GLONASS, Galileo
and Beidou) GNSS signals are under development. GBAS is based on the "local" differential
positioning method which subtracts common error components from each GNSS ranging source
signals received at a user's onboard system. The GBAS ground subsystem generates differential
correction and integrity messages from three or more (usually four) sets of ground GNSS antenna and
receivers (see Figure 1). As major error sources, it is well known that there are satellite ephemeris and
clock errors, propagation delays due to the ionosphere and troposphere, where the refractivity is more
than one. It is an important fact that these remaining errors in each ranging source after the correction
are increased in accordance with distance from the GBAS ground subsystem, namely the centroid of
the ground GNSS receivers. Multipath effects are also an error factor for GNSS differential technique
on both ground and aircraft that do not increase with distance. However, they can be reduced by

averaging measurement data of ranging sources among the multiple ground receivers.




CNS SG/27
Appendix E to the Report
GBAS safety assessment guidance related to

1.2.

anomalous ionospheric conditions

g

—
GBAS messages

e
—_—

GNSS antennas
& receivers

Data VHF

Processor antenna
Figure 1. GBAS outline

Because it is necessary for an operational GBAS ground subsystem to meet the stringent safety
requirements defined by the SARPs in Annex 10, its validation only by monitoring continuous run
behavior is not enough for operational approval of the ground subsystem. A service provider has to
prove its system is able to meet the safety requirements specified by its state’s aviation safety

authority, and each country or regional’s regulator has to judge whether it satisfies them or not.

Scope: GBAS ionospheric threat model to mitigate anomalous ionospheric conditions

Although GBAS is designed to subtract common error components, spatial decorrelation of
ionospheric propagation delay is one of error sources for GBAS precision approaches as mentioned
above. Namely, effects of GBAS correction for ionospheric delay are worse at far points from GBAS
ground station than near ones. Therefore, GBAS takes its effects into account as evaluation
parameters, which are broadcasted from ground subsystem to airborne, for calculation reliability of
user’s final positioning solution. In other words, GBAS protects users from the spatial decorrelation
effects of ionospheric delay under "nominal" condition within a certain range that is covered by the
evaluation parameters. However, large spatial changes of ionospheric delay which exceed the range
assured by the broadcasted evaluation parameters cloud cause loss of integrity. Figure 2 shows an
example scenario of ionospheric delay anomaly, which cannot be detected by GBAS ground
subsystem. GBAS ground subsystem should protect users from any ionospheric anomaly in a case of
CAT-I approach service in contrast to CAT-III (GAST D), which requires ionospheric anomaly
monitors onboard in addition to ground subsystem.

Although a system is safer with consideration of more ionospheric anomalous cases and scenarios,

there should be an appropriate safe level enough to meet the targeted requirements. An ionospheric
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threat model is used to analyze and evaluate impacts of the ionospheric effects on GBAS. The threat
model is developed based on ionospheric effects on GBAS considering actual ionospheric
characteristics. It also describes threat space for safe GBAS design such as ranges of related
parameters to consider. Using the threat model, it is required to evaluate users' remaining integrity
risk including simulation analysis. If GBAS could not protect users with a targeted safe level against
all possible cases, it is needed to develop mitigation methods to satisfy the requirements. An integrity
monitor to detect and exclude anomalous ranging source affected by ionospheric disturbances is one
of such mitigation methods. Because GBAS safety requirements include not only integrity but also
continuity, required performances of an integrity monitor shall contain a false alert rate as well as a
missed detection rate. Note that decrease in available ranging sources due to satellite exclusion by
integrity monitor degrades system availability. Thus, the ionospheric threat model is used for
evaluation of impacts, development of mitigation method and validation of the final performances. It
is important to develop ionospheric threat model appropriate and adequate for safe system design [2].
Because the required integrity level is different between GAST C and GAST D, the threat model
parameters may be different in principle. However, as it is difficult to obtain enough amount of data
to distinguish between them, it is common to use the same threat model developed conservatively for
both GAST C and GAST D.
& &

\
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Figure 2. An example scenario of ionospheric delay anomaly for GBAS.

Ionospheric effects on GBAS

Propagation delay

In GBAS, the application of differential corrections by users almost completely removes ionospheric
delay under nominal condition. However, range errors due to ionospheric delay can become

significant if there is a large spatial gradient between ground station and user. If this gradient is large
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enough, it can create a large differential error (e.g., greater than 1 meter) in between the several
kilometers separating the ground system and users. This error is increased through "carrier
smoothing”, where carrier-smoothed pseudorange is calculated using changes in the carrier-phase
measurement to reduce the random noise in the code measurement [3]. This process increases
ionospheric range error because the ionosphere delays code pseudo range, whereas it advances carrier
phase. Because the absolute magnitudes of both effects are almost the same, ionospheric error almost
doubles in carrier-smoothed code under steady-state conditions. Also, the “memory” in this filter
extends the effective separation between ground station and user by a quantity roughly equal to the
distance the user aircraft moves horizontally (toward the ground station) over two smoothing time
constants. As mentioned above, the following equation gives us a typical magnitude of ionospheric

range error 8/ in slant direction under steady-state conditions:

6l = ﬂ (x + 2tv)
dx

, where x, dI /dx, T and v are separation distance between aircraft and ground station along approach
direction, ionospheric delay gradient, a time constant of carrier smoothing filter and aircraft velocity,
respectively. For example, a large ionospheric delay gradient of 425 mm/km could produce a range
error of about 8.5 meters in a case that a point of CAT-I decision height (DH) is 6 km away from
GBAS ground station [2].

Scintillation effects

It is known that active ionosphere often causes scintillation effects which disturbs power and phase of
GNSS signals. The strong scintillation sometimes causes loss of lock on GNSS signals from multiple
satellites simultaneously. The GBAS is not a countermeasure against scintillation and users should be
aware that availability and continuity of navigation may be degraded due to scintillation effects. A

useful guidance is: 'Guidance material on scintillation measurements', ISTF/3-WP/9 [4].

Ionosphere conditions to consider for GBAS safety analysis

Overview of relationship between GBAS safety assessment and ionospheric conditions

GBAS protects users under "nominal" or “typical” ionosphere conditions by differential correction
messages and an evaluation parameter for ionospheric error (0;,y,), Which is derived from the
broadcast parameter 0y, (sigma vertical ionospheric gradient) and used to compute the vertical and
lateral protection levels as defined in the ICAO Annex 10 Volume I [1] and RTCA LAAS MOPS, DO-
253D Change 1 [5]. The protection level bounds the errors in the position solutions of the aircraft at
the level of the integrity required for the corresponding operations. Therefore, anomalous ionosphere
conditions are required to be accounted for in GBAS ground subsystem safety design. Anomalous
conditions are those that spatial gradients generated are 6 times larger than the value of o, after

converting oy, from vertical (zenith) to slant gradients (i.e., multiplying by the satellite-elevation-
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dependent “obliquity factor” given by the RTCA LAAS MOPS, DO-253D Change 1 [5]). Under
anomalous ionospheric conditions, positioning errors larger than the computed protection levels may
occur, where these user-computed protection levels indicate upper bounds of user positioning error
for lateral and vertical directions derived from evaluation parameters broadcast in GBAS messages
[6][7]. To mitigate this ionospheric threat on GBAS, it is necessary to detect and exclude the affected
ranging sources at GBAS ground stations or to adjust the parameters broadcast by GBAS to reflect
possible anomalies. Therefore, it is important to evaluate both nominal and anomalous conditions for
a safe system design against ionospheric effects.

Nominal conditions bounded by PL (protection level)

Regarding nominal conditions, the equatorial anomaly is a dominant factor in determining background
ionospheric conditions in the low magnetic latitude region. Ionospheric delay dynamically changes
during both day time and night time. It has seasonal variation, with spring and autumn being more
active seasons. It also depends on solar activity, which has a cycle of about 11 years [8]. These effects
should be covered by the parameter a,,;; broadcast by GBAS, although the details depend on the
system safety design approaches. In general, 0,4 should be determined to bound a large population
of observed data [9][10][11][12]. Note that an analysis limited to observational data collected during
low solar activity period could lead underestimation of the appropriate value of 0y,;4 during more
active periods.

Anomalous conditions and ionospheric disturbances to consider

2.3.1. Storm enhanced density

Storm Enhanced Density (SED) is an extreme ionospheric density enhancement associated with
severe magnetic storms. It generally occurs in mid- to high latitude regions, and its occurrence rate

is relatively rare in low latitude regions [13].

2.3.2. Plasma bubble

Plasma bubble phenomenon is another type of disturbance that can be summarized as a depletion
(rather than enhancement) of ionospheric density relative to the surrounding environment. It has a
structure spread along the North-South direction and can produce steep ionospheric spatial gradients
and scintillation on GNSS signals [14][15][16]. It frequently occurs after sunset in high solar activity
periods around the magnetic equator and further develops toward higher latitudes. In the Asia Pacific
(APAC) region, its frequency of occurrence is highest during equinox seasons from March to April
and from September to October. It is known that characteristics of plasma bubbles are different along
longitudes. For example, plasma bubble activities in terms of the occurrence rate and the steepness
of the slope are known to be high in South America [17]. However, they can be considered similar

in longitude within the APAC region.
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2.3.3. Other

2.4.

2.5.

It is known that there are several phenomena with spatial ionospheric gradients such as TID
(Traveling Ionospheric Disturbance) and disturbances in sporadic E layer. However, these
phenomena do not produce significant effects on GBAS because of their variation amplitude
including spatial scales.
Ionospheric threat model for GBAS safety analysis
An ionospheric threat model that includes all possible ionospheric anomaly conditions is required for
a safe system design. An ideal threat model should mitigate most ionospheric effects on GBAS. Note
that underestimation of the threat model bounds might expose users to unmitigated (and therefore
unsafe) conditions, whereas overestimation of these bounds may degrade system availability. An
Ionospheric front is a model with an ionospheric spatial gradient and is referred as wedge model [18].
The model enables us to perform quantitative analysis on range error impacted by ionospheric
disturbances. Moreover, the model is required to find the worst case because an induced range error
depends on not only ionospheric delay spatial gradient but also geometrical relationship among
aircraft, ground station, ionospheric front and GNSS satellite path on equivalent ionospheric layer.
The primary parameters of the ionospheric front model are summarized as four parameters, which are
spatial gradient, front moving speed, width and drop. The last parameter means the maximum
ionospheric delay difference of ionospheric front, and it is also given by combination of upper bounds
for both spatial gradient and width [19]. Definition of the ionospheric front model is important to
describe threat space for GBAS safe system design.
Evaluation of requirements and performance, including integrity monitoring
Because ICAO SARPs define safety requirements of integrity and continuity for GBAS ground
subsystem together with accuracy and availability, it is important to evaluate ionospheric anomaly
impacts on such requirements with the ionospheric threat model. For example, integrity requirement
is defined to assure user's safety for any approach. In order to satisfy these requirements, it is required
to implement appropriate mitigation methods for ionospheric anomaly if it causes Hazardous
Misleading Information (HMI) for GBAS users. In general, integrity monitors to detect and exclude
fault satellites are simple methods to mitigate ionospheric threats. However, it is notable that false
alarm in the mitigation degrades continuity performance. Because integrity and continuity risks are
not only ionospheric anomaly, it is required to allocate a targeted level for each risk through GBAS
safety design to satisfy the requirements in total system. This risk allocation depends on each GBAS
system including threat models for integrity risks. For issues on ionospheric anomaly, allocated target
is converted to performance requirement for each integrity monitor in system design. Finally, total of

remaining risk should be less than the targeted level.
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2.5.1. Ranging errors induced by ionospheric anomaly

Because estimated user's range errors are different among various scenarios with the four
parameters, it is important to identify ranges for the four parameters to cover actual conditions with
a certain safety margin and find the worst case scenario. Simulation analysis provides ranging errors
induced by ionospheric anomaly using defined wedge model [6]. The simulation analysis should be

conducted by different ways for GAST C [6][7] or D [20].

2.5.2. Positioning errors in the final implementation

2.6.

3.1.

Regarding CAT-1 GBAS or GAST C, because ground subsystem has to evaluate not only user’s
ranging source errors but also their final positioning errors, it performs a kind of position domain
monitoring in real time called geometry screening in addition to integrity monitors for ranging
source anomalies [19][21][22]. Geometry screening is based on “potential” remaining ranging
source error using the threat model and it validates various satellite geometry subsets which include
impacted satellites. Since GBAS parameters are set against potential error based on threat model,
the system availability also depends on threat model. To reduce potential remaining ranging source
error, far filed monitor is one of solutions [23]. For GAST D, this process is not necessary for the
ground subsystem, because potential positioning errors are evaluated by the airborne subsystem by
using the potential range error provided by the ground subsystem in the GBAS message dedicated
for GAST D.

Other important descriptions

Except the four parameters of the ionospheric front model, there are some important parameters

originated form characteristics of each ionospheric disturbance. For examples, locations, dominant

season and/or time, occurrence rate and number of impacted satellites are key parameters. Using these

characteristics, it is possible to construct threat models with certain flexibilities.

Development and validation of the threat model

The development and utilization of the ionospheric threat model occurs in two stages. The first stage
is observation, in which data accumulated over a lengthy period is collected to describe and cover the
features of ionospheric impacts on GBAS. The results of observation are used to estimate the
bounding parameters of the threat model. The second stage is simulation, in which the completed
threat model is used in a simulation of GBAS ground station and user operation. The user errors
resulting from these simulations provide a basis for estimating the GBAS integrity risk and
determining the impacts of changes to the ground and airborne monitors.

Observation stage

In the observation stage, networks of GNSS stations located close together (e.g., typically within 10

to 50 km) are needed. Each observation is based on the difference in ionospheric delays between two
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nearby GNSS stations. In the case of dual frequency measurements for estimating ionospheric delay,
inter-frequency biases must be corrected before ionospheric delay differences can be calculated.
It is well known that the error component of the estimated gradient increases in short baseline analysis
because the gradient is calculated from difference of ionospheric delay divided by the baseline length
(separation between stations) [9]. Moreover, where possible, the baseline length should be comparable
with or smaller than the spatial scale of disturbances. Because SEDs are related to magnetic storms,
data filtering based on indices caused by magnetic storms are useful for extraction of events, meaning
identifying the times when large gradients are most likely to occur [18][24]. Plasma bubbles are
created by different ionospheric mechanisms. Therefore, such index parameters are not enough to
extract events, but local time filtering remains useful because plasma bubbles occur during local
nighttime. Solar activity with a period of about 11 years is also an important factor for observation-
based approach. To the degree possible, measurements should be taken near to the peak of this cycle
(maximum solar activity)and in the several years following it, as the largest gradients are likely to
occur during this period.
3.1.1. Tools like LTIAM (Long Term Ionospheric Anomaly Monitor)
It is important to construct database for safety analysis maintaining their compatibility and qualities
through long term monitoring of ionospheric anomalies [24]. The LTIAM tool has been developed
and used for the analysis [25]. The tool enables us to search events and extract important parameters
for ionospheric threat mode. One of the advantages to use such a tool is to maintain the same quality
for data process. Cross validation is also important issues and there is another evaluation tool based
on Single Frequency Carrier Based Code-Added (SF-CBCA) measurement [26]. This tool requires
only single frequency measurement data.
3.1.2. Time Step method
In general, ionospheric gradients are calculated from measurement data with a pair of station with
appropriate baseline length to targeted ionospheric disturbances. However, time step method is also
useful as an alternative method to station pair analysis especially for regions without dense GNSS

networks with consideration on its characteristics [9].




CNS SG/27

Appendix E to the Report
GBAS safety assessment guidance related to
anomalous ionospheric conditions
3.1.3  Summary of how to develop the ionospheric threat model
2 3 4
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Figure 3. Steps for developing the ionospheric threat model.

Steps for evaluating ionospheric variability and developing the ionospheric threat model are
summarized in Figure 3. Beginning with the step-1, the ionospheric threat model is developed with
information from collected GNSS data in the area planned for implementation. To make data sharing
and exchange easier, the GNSS data collected are recommended to be translated to RINEX
(Receiver Independent Exchange Format) format, which is composed of both observation (*.**0)
and navigation file (*.**n). The file name is recommended to follow the convention of RINEX
which indicated the station identification and date of observation. For example, VTBS001.220 and
VTBS001.22n are the observation and navigation file observed on 1 January 2022 at VTBS station.
If timing of data collection is limited, focus of GNSS data should be given during equinox months,
e.g., March, April, September and October during sunset and nighttime period since most
ionospheric activity and plasma bubble mostly occur during these periods. Close attention should
be given in the collection process since data is needed from all the receivers concerned, so faulty
electric supply can cause missing data leading to inadequate information on a given day, or physical
changes of the position of receivers can lead to incorrect judgement of gradient analysis. Moreover,
if diverse types of receivers are used, make sure the data used for validation is of the same type and
quality.

After adequate data is collected, there are various tools that could be used for the analysis in the
step-2, e.g., LTIAM, SF-CBCA, and Time-Step method, which could be used to derive candidate
parameters for the model, e.g., Front Width, Front Speed, Direction, Max Slope and Depth. For
efficiency, since most parameters are derived from events with extreme ionospheric activity,

collected data could be deduced first by techniques such as ROTI (Rate of TEC Change Index) to
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isolate events of which data is to be analyzed. Once candidate parameters have been chosen, there
is still the need to validate the chosen parameters by looking at the events that caused such values
again in the step-4. It is satisfactory to use parameters resulting from such analysis tools, but to
improve the model to match actual behavior, manual validation of individual events that may cause
a worst-case scenario should be further analyzed. Since candidate parameters that result from
ionosphere analysis tools sometimes come from an event of data jumping due to cycle-slip in a
carrier phase measurement when the receiver loss of signal tracking, a meeting with the ionosphere
experts and engineers is therefore conducted to confirm these candidate parameters. Once the
ionosphere threat model has been developed, the model should then be used in an actual GBAS
ground station to assess the operational limitations and availability as well as the integrity risk of
the system. Since ionospheric activities mainly cause by a solar activity of each solar cycle, it is

vital to monitor ionospheric activities continuously and regularly updated at least on an annual basis.

Simulation approach
In order to translate ionospheric threat model bounds into GBAS errors, simulations of GBAS ground
station and user operations (e.g., airborne precision approaches) are required. In these simulations, the
threat model is used to construct anomalous distributions of electron density according to the “front”
or “wedge” model described in Section 2.6 above. As this front and approaching aircraft both move
relative to the (static) ground station and the orbiting GNSS satellites, the impact of the ionospheric
anomaly on ground measurements, user measurements, and ground and user monitor algorithms are
recorded and evaluated. At the end of each approach simulation, the differential range and position
errors along the approach can be evaluated with respect to the integrity requirements for that
operation. If one or more monitors would have detected the anomalous ionospheric conditions prior
to the occurrence of hazardous errors, those errors would have been mitigated by the exclusion of the
affected GNSS satellite.
Three dimensional analysis
The ionospheric front model is based on two dimensional plan. However, actual distribution of
electron density in ionosphere is more complicated. Therefore, it was pointed out that data analysis
of SED with satellite signals from low elevation angle [27], simulation analysis concerning plasma
bubble [28].
Validation
Threat model should cover observational and simulation results of the ionospheric delay gradient with
appropriate safety margin.
GBAS ionospheric threat model for APAC region
The Ionospheric Studies Task Force (ISTF), which was established under the APANPIRG CNS
Subgroup in 2012 and disbanded in 2016, collected ionospheric delay gradient data in the APAC
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region and established the GBAS ionospheric threat model for APAC region [29][30]. It defines an
conservative upper limit of the ionospheric delay gradient as 600 mm/km. This model can be used in
the APAC region, though validation is necessary before actually used for individual GBAS
implementation. The ICAO APAC GBAS ionospheric threat model defines only about the spatial
gradient. Other parameters such as the front moving speed, width and drop are not defined in it, for

which some studies have been made [31].

Post-implementation activities

Because safety management requires monitoring and improvement even after implementation, long
term validation of ionospheric threat model has to be addressed. This means that additional
observation data should be collected and analyzed over time after the establishment of the original
threat model. Through this process, there are possibilities not only to find new ionospheric events
outside the original threat model but also to reduce threat space with improved safety margin (e.g., if
later observations suggest that the original bounds were too conservative). Solar cycles with different
levels of maximum activity are also an important viewpoint, considering the fact that dense networks
of GNSS continuous stations have only been deployed since the solar peak around 2000.

Monitoring of ionospheric activity

For long-term monitoring, it is important to consider solar cycle of about 11 years with consideration
of characteristics of the targeted ionospheric disturbances. Additionally, information on occurred
events are very important and useful for search similar events over neighboring area, i.e. such an event
list gives candidate dates for the neighboring area.

Maintenance of threat model

There are two viewpoints. The first is to search new events which are not covered by the current threat

model. The second is reconsideration of safety margin.
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Annexes
CONUS model
CONUS model is described in [2].
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Safety analysis for GBAS prototyping in Osaka
The ionospheric threat model is described in [32].
Other

Ionospheric threat model analysis is performed in such as [33].




