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Proposed amendments to incorporate IPS
3.1 DEFINITIONS





Detailed technical specifications for the ATN are provided in Doc. 9705
Application integrity check. A check of the message content integrity.
(ADD-ACP-WGW-01) 

Accounting management. An ATN systems management facility to monitor users for use of network resources 
ADS application. An ATN application that provides ADS-C data from the aircraft to the ATS unit(s) for surveillance purposes.

Aeronautical administrative communication (AAC). Communication used by aeronautical operating agencies relating to non-safety communications for the business aspects of operating their flights and transport services. .

Aeronautical operational control (AOC). Communication required for the exercise of authority over the initiation, continuation, diversion or termination of flight for safety, regularity and efficiency reasons. 
Note Secr.: check with Annex 6
Aeronautical passenger communication (APC). Communication relating to the non-safety voice and data services to passengers and crew members for personal communication.

AIDC application.  An application that provides ATS interfacility data communications between ATS units (ATSUs). 
Air traffic service. A generic term meaning variously, flight information service, alerting service, air traffic advisory service, air traffic control service (area control service, approach control service or aerodrome control service).

Note Secr.: Check with other Annexes
Application. The ultimate use of an information system, as distinguished from the system itself.

Application entity (AE). Part of an application process that is concerned with communication within the OSI environment. The aspects of an application process that need to be taken into account for the purposes of OSI are represented by one or more AEs.

Note Secr.: does this only apply to ATN/OSI
Application information. Refers to the application names (e.g. AE qualifiers such as ADS and CPC), version numbers, and addresses (the long or short TSAP, as required) of each application.

Note Secr.: What is CPC and TCAP and is this definition really required?
ATIS application. A FIS application that supports the D-ATIS.
Note Secr.:Not all ATIS applications are supported by D-ATIS; revise. Note that ATIS is typically a broadcast service
ATN directory services (DIR). A service which provides the capability for an application entity or user in the ATN community to query a distributed directory data base and retrieve addressing, security and technical capabilities information relating to other users  of the ATN . 

ATN security services. A set of information security provisions allowing the receiving end system or

intermediate system to unambiguously identify (i.e. authenticate) the source of the received information and to 

verify the integrity of that information.

ATN systems management (SM). A collection of facilities to control, coordinate and monitor the resources which allow communications to take place in the ATN environment. These facilities include fault management, accounting management, configuration management, performance management and security management.

Note Secr.:Is this definition required?
ATSC  class. . The ATSC class value is the  end-to-end transit delay at 95 per cent probability.

ATS communications (ATSC). Communications related to air traffic services including air traffic control, aeronautical and meteorological information, position reporting and services related to safety and regularity of flight. This communication involves one or more air traffic service units . This term is used for purposes of address administration.

ATS interfacility data communication (AIDC). Automated data exchange between air traffic services units, particularly in regard to co-ordination and transfer of flights.

ATS message handling service (ATSMHS). An application consisting of procedures used to exchange ATS messages in store-and-forward mode over the ATN such that the conveyance of an ATS message is in general not correlated with the conveyance of another ATS message by the service provider. (MOD-ACP-WGW-01)
Note Secr.:What does the second part of this definition means?
ATS message handling system(AMHS). The set of computing (?) and communication resources implemented by ATS organizations to provide the ATS message handling service. (ADD-ACP-WGW-01)
ATS unit (ATSU). A generic term meaning variously the air traffic control unit, the flight information centre or the air traffic services reporting office.

Note Secr.: What is the ATS reporting Office?
Authentication. A process used to ensure the identity of a person/user/network entity.

Authorized path. A communication path that the administrator (s) of the routing domain(s) has pre-defined as 

suitable for a given traffic type and category.

Automatic dependent surveillance (ADS). A surveillance technique in which aircraft automatically provide, via a data link, data derived from on-board navigation and position-fixing systems, including aircraft identification, four-dimensional position, and additional data as appropriate.

Note Secr.:Check with Secr. OPLINKP; we should refer here to ADS-C (contract)
Automatic terminal information service (ATIS). The automatic provision of current, routine information to arriving and departing aircraft throughout 24 hours or a specified portion thereof.

Note Secr.: Check with ATM
Data link-automatic terminal information service (D-ATIS). The provision of ATIS via data link.

Note Secr.: Is this not digital ATIS?
Voice-automatic terminal information service (Voice-ATIS). The provision of ATIS by means of continuous and repetitive voice broadcasts.

Configuration management. An ATN systems management facility for managers to change the configuration of remote elements.

Note Secr.: Do we need this?
Context management (CM) application. An ATN application that provides a log-on service allowing initial aircraft introduction into the ATN and a directory of all other data link applications on the aircraft. It also includes functionality to forward addresses between ATS units.

Note.— Context management is a recognized OSI presentation layer term. The OSI use and the ATN use have

nothing in common.

Note Secr.:Does CM only refers to OSI material?
Context management (CM) server. An ATS facility that is capable of providing application information relating to other ATSUs, to requesting aircraft.

Controller pilot data link communication (CPDLC). A means of communication between controller and pilot, using data link for ATC communications.

CPDLC application. An ATN application that provides a means of ATC data communication between controlling, receiving or downstream ATS units and the aircraft, using air-ground and ground-ground subnetworks, and which is consistent with the ICAO phraseology for the current ATC voice communication.

Data integrity. The probability that data has not been altered or destroyed.

D-METAR. The symbol used to designate data link aviation weather report service.

End system (ES). A system that contains the OSI seven layers or the full IPS (TCP/IP) protocol stack)and contains one or more end user application processes.
End-to-end. Pertaining or relating to an entire communication path, typically from (1) the interface between the information source and the communication system at the transmitting end to (2) the interface between the communication system and the information user or processor or application at the receiving end.

Entity. An active element in any layer which can be either a software entity (such as a process) or a hardware entity (such as an intelligent I/O chip).

Note Secr.:Note to be confused with application entity
Fault management. An ATN systems management facility to detect, isolate and correct problems.

Note Secr.:Do we need this?
FIS application. An ATN application that provides to aircraft information and advice useful for the safe and efficient conduct of flights.
Note Secr.: Should this not be D-FIS
Flight information service (FIS). A service provided for the purpose of giving advice and information useful for the safe and efficient conduct of flights.

Note Secr.: Check with ATM
Inter-centre communications (ICC). ICC is data communication between ATS units to support ATS, such as notification, coordination, transfer of control, flight planning, airspace management and air traffic flow  management.

Note Secr.: Is this different from AIDC
Intermediate system (IS). A system which performs relaying and routing functions. .

Note Secr.: This may also apply to IPS 
Internet communications service. The internet communications service is an internetwork architecture which allows ground, air-to-ground and avionics data subnetworks to interoperate. .

METAR application. A FIS application that supports the D-METAR.

Open systems interconnection (OSI) reference model. A model providing a standard approach to network design introducing modularity by dividing the complex set of functions into seven more manageable, self-contained, functional layers. By convention these are usually depicted as a vertical stack.

Note.— The OSI reference model is defined by ISO/IEC 7498-1.

Performance management. An ATN systems management facility to monitor and evaluate the performance of the systems.

Security management. An ATN systems management facility for access control, authentication and data integrity.

Subnetwork.  An actual implementation of a data network that employs a homogeneous protocol and addressing plan and is under control of a single authority.

Note Secr.: Is thisstill  correct when we introduce IPS?
System level requirement. The system level requirement is a high-level technical requirement that has been derived from operational requirements, technological constraints and regulatory constraints (administrative and institutional). The system level requirements are the basis for the functional requirements and lower-level requirements.

Transit delay. In packet data systems, the elapsed time between a request to transmit an assembled data packet and an indication at the receiving end that the corresponding packet has been received and is ready to be used or

forwarded.

Upper layers (UL) communications service. A term pertaining to the session, presentation and application layers of the OSI reference model.

Note Secr.: Do we need this?
Note Secr.: Do we have a definition of ATN?
3.2 INTRODUCTION

3.2.1 The aeronautical telecommunication network (ATN) comprises application entities and communication services which allow ground, air-to-ground and avionics data subnetworks to interoperate by adopting common interface services and protocols based on the Internet Protocol Suite as developed by the Internet Engineering Task Force (IETF). Alternatively, the ATN can based on the  International Organization for Standardization (ISO) open systems interconnection (OSI) reference model. 
3.2.2 The ATN and the associated application processes have been designed in support of the communications,

navigation, surveillance and air traffic management (CNS/ATM) systems. 
The ATN: 

a) is specifically and exclusively intended to provide data communications services to air traffic service provider organizations and aircraft operating agencies supporting the following types of communications traffic:



1) air traffic services communication (ATSC);



2) aeronautical operational control (AOC);





b) provides, in a manner transparent to the user, a reliable end-to-end communications service essential to support the provision of safe and efficient air traffic services, between:



1) airborne systems and ground systems; and



2) multiple ground systems;


c) provides a data communication service which is capable of meeting the security and safety requirements of the users;


d) is based on internationally recognized data communications standards which will facilitate the development of compliant systems and encourage the competitive provision of network services;


e) accommodates differing types/categories/classes of service (including preferred/selected air-ground subnetwork) required by the various applications;


f) defines an architecture that enables the integration of public and private subnetworks, both air-ground and ground-ground. This allows the use of existing/planned infrastructure and network technologies, as well as

giving implementors the freedom to scale the network to meet the increasing needs of the users; and


g) efficiently uses the bandwidth limited air-ground subnetworks and consequently reduces the associated costs.

3.2.3 The ATN applications presently defined have been developed to provide aeronautical communication, surveillance, and information services. These applications are intended to support the following air traffic management services.

a) air traffic services (ATS);



1) air traffic control service;



2) flight information service (FIS); and



3) alerting service.


b) air traffic flow management (ATFM); and


c) airspace management.

* All figures are located at the end of this chapter. 








3.3 GENERAL

3.3.1 The aeronautical telecommunication network (ATN) shall provide data communication services and application entities in support of:


a) the delivery of air traffic services (ATS) to aircraft;


b) the exchange of ATS information between ATS units; and


c) other applications such as aeronautical operational control (AOC)
Note 1.— Provisions have been made to accommodate the exchange of information such as weather, flight plans, notices to airmen (NOTAMs) and dynamic real time air traffic flow management between aircraft operating agencies’ ground-based systems and ATS units.

Note 2.— Provisions have also been made to AAC and  (APC).These communications are not for the safety and regularity of flight and can not be accommodated over radio-frequency spectrum allocated to the Aeronautical Mobile (R) Service.
3.3.2 When the ATN is used in support of air traffic services, it shall conform with the provisions of this chapter.

3.3.3 Requirements for use of the ATN shall be made on the basis of regional air navigation agreements.

3.3.4 Recommendation.— Civil aviation authorities should co-ordinate, with national authorities and aeronautical industry, those implementation aspects of the ATN which will permit its world-wide safety, interoperability and efficient use, as appropriate.

3.4 SYSTEM LEVEL REQUIREMENTS

Note.— The system level requirements are high-level technical requirements that have been derived from operational requirements, technological constraints and regulatory constraints (administrative and institutional). These system level requirements are the basis for the functional requirements and lower-level requirements.

3.4.1 The ATN shall use the standards (RFC) developed by the IETF, as further specified in Doc. XXXX  
Recommendation: The ATN may  alternatively use International Organization for Standardization (ISO) communication standards for open systems interconnection (OSI). Such use is considered as ATN sub-network
3.4.2 The ATN shall provide a means to facilitate migration to future versions of application entities and/or the communication services.

Note.— It is an objective that the evolution towards future versions facilitates the backward compatibility with previous versions.

3.4.3 The ATN shall enable the transition of existing AFTN or  CIDIN users and systems into the ATN architecture.

Note.— The transition from the AFTN or from the CIDIN to the ATN is handled by AFTN/AMHS and CIDIN/AMHS gateways respectively, which are defined in Doc 9705, Sub-volume III.

3.4.4 The ATN shall make provisions whereby only the controlling ATS unit may provide ATC instructions to aircraft operating in its airspace.

Note.— This is achieved through the current and next data authority aspects of the controller-pilot data link communications (CPDLC) application entity.
Note Secr.: ???



3.4.7 The ATN shall offer ATSC classes in accordance with the criteria in Table 3-1.*

Note 1.— When an ATSC class is specified by an ATN application, packets will be forwarded in the ATN internet

communications service on a best effort basis. Best effort basis means that when a route is available of the requested ATSC class, the packet is forwarded on that route. When no such route is available, the packet will be forwarded on the first known route of the ATSC class higher than that requested, or if there is no such route, first known route of the ATSC class lower than that requested.

Note 2.— The ATN communications service will not inform application entities if the requested ATSC class was not achieved. It is the responsibility of the application entity to determine the actual transit delay achieved by local means such as time stamping.

3.4.8 The ATN shall operate in accordance with the communication priorities defined in Table 3-2 and Table 3-3.

3.4.9 The ATN shall enable exchange of application information when one or more authorized paths exist.

3.4.10 The ATN shall notify the appropriate application processes when no authorized path exists.

3.4.11 The ATN shall provide means to unambiguously address all ATN end and intermediate systems.

3.4.12 The ATN shall enable the recipient of a message to identify the originator of that message.

3.4.13 The ATN addressing and naming plans shall allow States and organizations to assign addresses and names within their own administrative domains.

3.4.14 The ATN shall support data communications to fixed and mobile systems.

3.4.15 The ATN shall accommodate ATN mobile subnetworks as defined in this Annex.

Note Secr.: where? Does this refer to Ch. 3 and or Ch 6
3.4.16 The ATN shall make provisions for the efficient use of limited bandwidth subnetworks.

Note Secr.: including mobile subnetworks?



3.4.18 The ATN shall enable an aircraft intermediate system to be connected to alternative  ground intermediate systems.
Note Secr.: Is an aircraft not always an end system?

3.4.19 The ATN shall enable the exchange of address information between application entities.

3.4.20 The ATN shall support the context management (CM) application when any of the other air-ground applications are supported.

Note Secr.: Does this also apply to IPS networks?
3.4.21 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application

associations for the context management (CM) application.

Note Secr.: See above
* All tables are located at the end of this chapter.

3.4.22 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application

associations for the automatic dependent surveillance contract (ADS-C) application.

3.4.23 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application associations for the controller-pilot data link communications (CPDLC) application. 
3.4.24 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application

associations for the automatic terminal information service (ATIS) application.

3.4.25 Recommendation: The ATN  should be capable of establishing, maintaining, releasing and aborting application associations for the ATS message handling service (ATSMHS) application.

3.4.26 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application associations for the ATS interfacility data communication (AIDC) application.

3.4.27 Where the absolute time of day is used within the ATN, it shall be accurate to within 1 second of  universal time coordinated (UTC).

Note.— A time accuracy value may result in synchronization errors of up to two times the stated accuracy

value.

Note Secr.:  ??

3.4.28 The end system shall make provisions to ensure that the probability of not detecting a 255-octet message being mis-delivered, non-delivered or corrupted by the internet communication service is less than or equal to 10–8 per message.

Note.— It is assumed that ATN subnetworks will ensure data integrity consistent with this system level requirement.

3.4.29 ATN end systems supporting ATN security services shall be capable of authenticating the identity of peer

end systems, authenticating the source of application messages and ensuring the data integrity of the application messages.

Note.— Application messages in this context include messages related to ATS, systems management and directory services
.

3.4.30 ATN ground and air-ground boundary intermediate systems supporting ATN security services shall be capable of authenticating the identity of peer boundary intermediate systems, authenticating the source of routing information and ensuring the data integrity of routing information.

3.4.31 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application associations for the exchange of directory information.

3.4.32 ATN systems supporting ATN systems management shall facilitate enhanced continuity of ATN

operations, including the monitoring and maintenance of the quality of the communications service.

3.4.33 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application associations for the systems management (SM) application.

Note: The specific requirements and functions of SM should be determined on a national basis  

3.4.34 The ATN shall be capable of establishing, maintaining, releasing and aborting peer-to-peer application

associations for the aviation routine weather report service (METAR) application.

Note Secretary: The need and provisions for the system level requirements need to be addressed for detailed consideration on a per paragraph basis. Further comments on each of these requirements are invited
3.5 ATN APPLICATIONS REQUIREMENTS

Note 1.— Implementation of ATN application(s) within a State or region does not imply implementation of all of the ATN applications defined below.

Note 2.— The implementation of pre-defined subsets of the ATN application technical provisions in sub-networks based on the OSI reference model and standards  are allowed as detailed in Doc 9705.

3.5.1 System applications

Note.— System applications provide services that are necessary for operation of the ATN air-ground applications, ground-ground applications and/or ATN communication services.

3.5.1.1 CONTEXT MANAGEMENT (CM) APPLICATION

Note.— The CM application provides the capability for an aircraft to log on with an ATS ground system; in some

instances the ground system will request the aircraft to contact a specific ground system. Once an appropriate connection is established, CM provides for the exchange of information on each supported ATN application including the network address of each, as appropriate. For ATN systems supporting security services, CM also obtains and exchanges key and key usage information. CM also provides the capability to update log-on

information and the capability for an ATS ground system to forward log-on information to another ATS ground system. The registration function of the CM allows the sharing of information with other applications on the ground or on the aircraft.

3.5.1.1.1 The ATN shall be capable of supporting the following CM application functions:


a) log-on;


b) contact;


c) update;


d) CM server query;


e) CM server update;


f) ground forwarding; and


g) registration.

Note.— The technical provisions for the CM applicationare defined in Doc 9705, Sub-volume II.

3.5.1.2 ATN DIRECTORY SERVICES (DIR)

3.5.1.2.1 The ATN shall be capable of supporting the following DIR application functions:


a) directory bind;


b) directory information retrieval; and


c) directory information change.

Note 1.— The ATN Directory Service provides a capability for an application or user to query a distributed directory data base and to retrieve addressing, security and technical capabilities information. Directory Service provides a capability to special, authorized users to add, delete and modify parts of the directory data base for which they are responsible. The Directory Service is offered over the ATN to all applications and users complying with the technical provisions of Doc .ATN/IPS and for ATN/OSI subnetworks in   Doc 9705, Sub-volume VII .

Note 2.— Directory bind is the function of establishing an association between two directory components that support other directory functions. Directory bind sets up the application contexts and underlying communications connections for use in other directory functions.



3.5.2 Air-ground applications

Note.— The ground components of air-ground applications include functionality to support the forwarding of the contents of air-to-ground messages along ground-ground communications paths.

3.5.2.1 AUTOMATIC DEPENDENT SURVEILLANCE  Contract (ADS-C) APPLICATION

Note.— The ADS-C  application comprises an airborne and ground component. The airborne ADS-C  application component is capable of automatically providing, via the ATN communications service, to the ground component data derived from on-board navigation systems (e.g. aircraft identification, four-dimensional position, intent, and additional data as appropriate). The ADS-C  application provides service based on contracts established between its air and ground components (i.e. demand contract, periodic contract, event contract and emergency contract) and between two ADS-C  ground components (i.e. forward contract).

3.5.2.1.1 The ATN shall be capable of supporting the following ADS-C application functions:


a) demand contracts;


b) periodic contracts;


c) event contracts;


d) emergency contracts; and


e) forward contracts.

Note.— The technical provisions for the ADS-C  applicationfor ATN/OSI subnetworks  are defined in Doc 9705, Sub-volume II.

3.5.2.2
CONTROLLER-PILOT DATA LINK COMMUNICATIONS (CPDLC) APPLICATION

Note (1).— The CPDLC application, comprising an airborne and ground component, provides capability for data link communications between ATS units and aircraft under their control and/or aircraft about to come under their control. The CPDLC application has the capability to establish, manage, and terminate CPDLC dialogues for controller-pilot message exchange and for ground message forwarding.

Note (2). – The CPDLC application can also be supported, in addition to the standard CPDLC functions, by a protected mode for the user to verify the integrity and the correct delivery of each individual CPDLC message. (ADD-ACP-WGW-01)  

3.5.2.2.1 The ATN shall be capable of supporting the following CPDLC application functions:


a) controller-pilot message exchange;


b) transfer of data authority;


c) downstream clearance; and


d) ground forward.

Note.— The technical provisions for the CPDLC application, including the protected mode for ATN/OSI subnetworks  are defined in Doc 9705 – Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN),  Sub-volume II. (MOD-ACP-WGW-01)
3.5.2.3 FLIGHT INFORMATION SERVICE (FIS) APPLICATIONS

Note.— FIS applications provide flight information services to airspace users from ground FIS systems.

3.5.2.3.1 AUTOMATIC TERMINAL INFORMATION SERVICE  (ATIS) APPLICATION

3.5.2.3.1.1 The ATN shall be capable of supporting the following ATIS application functions:


a) aircraft-initiated FIS demand contracts;


b) aircraft-initiated FIS update contracts; and


c) both an aircraft- and ground-initiated FIS cancellation of contracts.

Note.— The technical provisions for the ATIS application for ATN/OSI subnetworks  are defined in Doc 9705, Sub-volume II.

3.5.2.3.2 AVIATION ROUTINE WEATHER REPORT SERVICE (METAR) APPLICATION

3.5.2.3.2.1 The ATN shall be capable of supporting the METAR application function for aircraft-initiated FIS demand contracts.

Note.— The technical provisions for the METAR applicationfor ATN/OSI subnetworks  are defined in Doc 9705, Sub-volume II.





3.5.3 Ground-ground applications

Note.— Ground-ground applications are defined as those ATN applications resident in ground-based systems which solely exchange information with peer applications also resident in other  ground-based systems. 
3.5.3.1 INTER-CENTRE COMMUNICATIONS (ICC)

Note.— The inter-centre communications applications set enables the exchange of information between air traffic service units.

Note Secr.: What with AIDC?

3.5.3.1.1 ATS INTERFACILITY DATA COMMUNICATION (AIDC)

Note.— AIDC is an ATN application that is used by two air traffic service units to enable the exchange of ATS information for active flights related to flight notification, flight coordination, transfer of control, surveillance data and free (i.e. unstructured) text data.

3.5.3.1.1.1 The ATN shall be capable of supporting the following AIDC application functions:


a) flight notification;


b) flight coordination;


c) transfer of control;


d) transfer of communications;


e) transfer of surveillance data; and


f) transfer of general data.

Note.— The technical provisions for the AIDC application for ATN/OSI subnetworks are defined in Doc 9705, Sub-volume III.

3.5.3.2 ATS MESSAGE HANDLING SERVICES (ATSMHS) APPLICATION

Note.— The ATS message handling service (ATSMHS) application  enables ATS messages to be exchanged between service users through the provision of generic message services. The ATSMHS application includes the definition of AFTN/ATN and CIDIN/ATN gateways. (MOD-ACP-WGW-01)
3.5.3.2.1 The ATN shall be capable of supporting the ATS message handling service application (ATSMHS). (MOD-ACP-WGW-01)
Note.— The technical provisions for the ATSMHS application for ATN/OSI subnetworks  are defined in Doc 9705, Sub-volume III.



3.6 ATN COMMUNICATION SERVICE REQUIREMENTS

Note.— The ATN communication service requirements define the requirements for layers 3 through 6, as well as part of layer 7, of the OSI reference model. These services take information produced by one of the individual ATN applications and perform the end-to-end communication service using standard protocols. These communication service requirements are divided into two parts. The upper layer communications service defines the standards for layers 5 through 7. The Internet communications service defines standards for layers 3 and 4. The requirements for layers 1 and 2 are outside the scope of ATN SARPs.

Note Secr.: This section needs to be generalized, if also applicable to ATN/IPS

3.6.1 Upper layer communications service

3.6.1.1 The upper layer communications service shall include the:


a) session layer;


b) presentation layer;


c) application entity structure;


d) association control service element (ACSE);


e) security application service object (ASO), for ATN systems supporting security services; and


f) control function (CF).

Note 1.— The technical provisions for the upper layer communications service for all ATN applications, except the ATS message service function of the ATSMHS application, are defined in Doc 9705, Sub-volume IV.

Note 2.— The technical provisions for the upper layer communications service for the ATS message service function of the ATSMHS application are defined in Doc 9705, Sub-volume III.

3.6.2 ATN Internet communications service

Note.— The ATN Internet communications service requirements are applicable to the end system and

intermediate system functional entities which together provide the ATN Internet communications service. The ATN Internet communications service is provided to its user (i.e. the upper layers) via the transport layer service interface.

3.6.2.1 An ATN end system (ES) shall be capable of supporting the ATN Internet including the:


a) transport layer; and


b) network layer.

3.6.2.2 An ATN intermediate system (IS) shall support the ATN network layer provisions as appropriate to the class of ATN IS under consideration.

Note.— A number of different classes of ATN intermediate systems for which network layer profiles are defined are contained in Doc 9705, Sub-volume V.

3.7 ATN NAMING AND ADDRESSING REQUIREMENTS

Note Secr.: This section needs to be reconsidered in the light of the IPS addressing methods currently under consideration

Note.— The ATN naming and addressing scheme supports the principles of unambiguous identification of information objects and global address standardization.

3.7.1 The ATN shall provide provisions for application entity naming.

3.7.2 The ATN shall provide provisions for network and transport addressing.

Note.— The technical provisions for ATN application entity naming are defined in Doc 9705, Sub-volume IV, the provisions for network and transport addressing are defined in Sub-volume V, and the provisions for registration services are defined in Sub-volume IX of the same document.

3.8 ATN SYSTEMS MANAGEMENT REQUIREMENTS

Note 1.— The ATN systems management (SM) application provides the capability for an SM manager to exchange information with an SM agent and/or another SM manager.

Note 2.— Support for the ATN SM services technical provisions may be required on a State or regional basis.

3.8.1 The ATN shall be capable of supporting the following systems management application functions:


a) fault management;


b) configuration management;


c) accounting management;


d) performance management; and


e) security management.

Note.— Examples for  technical provisions for ATN Systems Managementfor ATN/OSI subnetwork  are contained  defined in Doc 9705, Sub-volume VI.

3.8.1.1 ATN end systems and intermediate systems that support the ATN systems management application and SM managers shall support access to managed objects.

Note.— Examples for the SM application managed object definitions and access provisions for the ATN/OSI sub-network are defined in Doc 9705, Sub-volume VI.

3.9 ATN SECURITY REQUIREMENTS

3.9.1 The security of the ATN shall be achieved based on a combination of technical provisions, local physical security measures, and procedural security measures.

Note 1.— The technical provisions for ATN security for ATN/OSI subnetworks  are defined in Doc 9705, and the physical and procedural security measures are defined in Annex 17 and the Security Manual.

Note 2.— Support for the ATN security services technical provisions may be required on a State or regional basis.

3.9.1.1 Recommendation.— The following physical and procedural techniques should be used to provide security for ATN end systems, intermediate systems, network managers, directory servers and subnetworks:


a) restricted physical access to ATN end systems, intermediate systems, SM workstations, directory

servers and subnetwork switches, network managers, and other essential network sub-systems;


b) restricted user access to ATN end systems, intermediate systems, directory servers and SM workstations to only authorized personnel; and


c) non-use, or restricted use, of remote access to ATN ground end system, intermediate systems and SM

workstations.

3.9.2 ATN security policy

Note.— Communication monitoring and third party traffic analysis do not constitute safety hazards and are not

considered security threats for the ATSC. However, some ATS and/or non-ATS users and applications may have local, or organizational, policies wherein communication monitoring and third party traffic analysis would be considered security threats based on other concerns, such as economic considerations.

3.9.2.1 ATS messages shall be protected from masquerade, modification and replay.

Note 1. — This means that for data messages exchanged among ATN entities there will be a high level of assurance that a message comes from where it claims, has not been tampered with, and is not a repeat of an obsolete message.

Note 2. — The level of protection may vary by the type of security threat and by the level of ATN security service

selected by the user or application process.

3.9.2.2 A request for protection of ATS messages shall be honored.

Note.— A request for non-use of protection may be honored. This means that the use of security is the default

and negotiation to non-use is based on local policy.

3.9.2.3 The ATN services that support messages to and from the aircraft shall be protected against denial of service attacks to a level of probability consistent with the required application service availability as determined by local policies.

Note 1.— The term “denial of service” describes a condition where legitimate access to information or other ATN resources is deliberately impeded.dseeeeeeeeeeeeee`
(? conversion problem?)
Note 2.— This may mean having alternative communications paths available in case one path is subject to denial of service.
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Table 3-1. Transit delays for ATSC Classes
Maximum one-way ATN
end-to-end transit delay at
95% probability (seconds) ATSC Class
Reserved A
45 B
72 C
13.5 D
18 E
27 F
50 G
100 H
No value specified no preference

Note 1.— The value for the ATN end-to-end transit delay represents
approximately 90% of the value for the total end-to-end transit delay between the

ultimate users of the system.

Note 2.— The 95% probability is based on the availability of a route
conforming to the requested ATSC class.
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Corresponding protocol priority

Transport layer

Network layer

Message categories ATN application priority priority
Network/systems management SM 0 14
Distress communications 1 13
Urgent communications 2 12
High-priority flight safety messages CPDLC, ADS 3 11
Normal-priority flight safety messages AIDC, ATIS 4 10
Meteorological communications METAR 5 9
Flight regularity communications CM, ATSMHS 6 8
Aeronautical information service messages 7 7
Network/systems administration SM, DIR 8 6
Aeronautical administrative messages 9 5,
<unassigned> 10 4
Urgent-priority administrative and U.N. Charter 11 )
communications

High-priority administrative and State/ Government 12 2
communications

Nommal-priority administrative communications 13 1
Low-priority administrative communications and 14 0

aeronautical passenger communications

Note.— The network layer priorities shown in the table apply only to connectionless network priority and do

not apply to subnetwork priority.
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Corresponding mobile subnetwork priority (see Note 4)

VDL
ATN network VDL VDL Mode 4 SSR
Message categories layer priority AMSS Mode 2 Mode 3 (see Note 5) Mode S HFDL
Network/systems 14 14 see Note 1 3 high high 14
management
Distress communications 13 14 see Note 1 2 high high 14
Urgent communications 12 14 see Note 1 2 high high 14
High-priority flight safety 11 11 see Note 1 2 high high 11
messages
Normal-priority flight safety 10 11 see Note 1 2 high high 11
messages
Meteorological 9 8 see Note 1 1 medium low 8
communications
Flight regularity 8 7 see Note 1 1 medium low 7
communications
Aeronautical information 7 6 see Note 1 0 medium low 6
service messages
Network/systems 6 5 see Note 1 0 medium low 5
administration
Aeronautical administrative 5 5 not allowed | not allowed | notallowed | notallowed | not allowed
messages
<unassigned> 4 unassigned unassigned unassigned unassigned unassigned unassigned
Urgent-priority 3 3 not allowed | not allowed | not allowed | not allowed | not allowed
administrative and U.N.
Charter communications
High-priority administrative 2 2 not allowed | not allowed | notallowed | notallowed | not allowed
and State/Government
communications
Normal-priority 1 1 not allowed | not allowed | notallowed | notallowed | not allowed
administrative
communications
Low-priority administrative 0 0 not allowed | not allowed | notallowed | notallowed | not allowed

communications and
aeronautical passenger
communications

Note 1.— VDL Mode 2 has no specific subnetwork priority mechanisms.
Note 2.— The AMSS SARPs specify mapping of message categories to subnetwork priority without explicitly referencing ATN network layer

priority.

Note 3.—The term “not allowed” means that only communications related to safety and regularity of flight are authorized to pass over this

subnetwork as defined in the subnetwork SARPs.

Note 4.— Only those mobile subnetworks are listed for which subnetwork SARPs exist and for which explicit support is provided by the
ATN boundary intermediate system (BIS) technical provisions.

Note 5— The VDL Mode 4 subnetwork provides support for surveillance applications (e.g. ADS).
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