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FREQUENCY SPECTRUM MANGEMENT  PANEL (FSMP)

Thirty-Third meeting of Working Group F (Frequency)

Montreal, Canada, 24 to 28 August 2015


	Agenda Item 9  
	Any other business



Access to the Voice Switch for
Pilots of Remotely Piloted Aircraft 


(Presented by John Mettrop)



	[bookmark: summary_box]SUMMARY


	This paper recalls a statement made by the FAA about allowing direct access to the voice switch for pilots of remotely piloted aircraft and asks whether such an option has been fully thought through.
 

	ACTION


	WG-F is invited to:-
· Note the information provided
· Discuss the merits of allowing direct access to an air traffic control centres voice switch and the potential security issues.





[bookmark: beginning]INTRODUCTION
[bookmark: _GoBack]At the 31st meeting of Working Group F the FAA presented working paper 8 on the planning of unmanned aircraft (now referred to as remotely piloted aircraft) C2 or command and control terrestrial links. At the time there were questions raised about the apparently rather low required availability rate of 99.8%.  The answer given was that the intention of the FAA was to give remotely piloted aircraft pilots direct access to the ATC voice switch and hence the requirements of ATC relay did not need to be taken into account. 
[bookmark: _Ref102271517]discussion
At the time of the meeting the focus was on the availability figure although potentially the continuity figure is more important than the availability but that is an arguable point. What was overlooked and not considered, was the idea that you would not need ATC relay but could give pilots of remotely piloted aircraft systems (RPAS) direct access to an ATC voice switch which goes against the ideas established within the ICAO RPAS group. 
In principle giving access to the voice switch would appear to be a neat solution that reduces the level of integrity from the remotely piloted aircraft and the controlling ground station and may well work on a national basis where all parties are from within that nation.  However applying the idea in general could have a number of issues which may not have been thought through. 
The major issue I see is one of security.  If you apply the idea of allowing RPAS pilots access to the ATC voice switch then it implies that a pilot of an RPAS located in one country could have access to the ATC voice switch of another country whether those countries are on friendly or unfriendly terms. Assuming that that is not acceptable, on the basis of national security, then that would imply that any State should have direct control of any RPAS flying in that States national airspace, however this implies that the owner and controller of an RPAS is prepared to hand over control to each State that RPAS flies over.  Both of these options are unlikely to be acceptable on national security ground. 
The second issue is that opening the ATC voice switch to external agencies also makes the switch more vulnerable to hackers who may seek to disrupt or even jeopardise the smooth flow of air traffic for no other reason than they can or to make some political point.
The only solution on an international scale would therefore be for the ATC voice messages to be relayed via the RPAS as originally intended by the RPAS task force. National solution are of course the prerogative of the State involved however they need to be careful how such national solutions are indicated to ensure that they are not seen, necessarily, as a solution that could either be considered or applied by other States.  Without such action one State may well be put under pressure and even threatened with legal action if it does not adopt a solution that has been implemented in another state.
3.0	ACTION BY THE MEETING	
WG-F is invited to:-
· Note the information provided
· Discuss the merits of allowing direct access to an air traffic control centres voice switch and the potential security issues.
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