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	SUMMARY

	This WP discusses the rising increase in interference to GNSS and the deliberate spoofing that has resulted in a significant impact to established navigation procedure infrastructure in the aviation industry that has caused an impact resulting in decreased airspace efficiency, airport traffic flow capacity and a degradation to normal aircraft operations in continental airspace.



1. INTRODUCTION

The topic of GNSS interference has been raised and discusses in a variety of ICAO Panels, ANCs and Asemblies in recent years, even during a previous ACP WG-F-28 meeting held in Lima, Peru in 2015.

1.1 As aviation is heavily reliant on GNSS for area navigation, approach and departure procedures, the aircraft Flight Management Systems (FMS) requires GNSS timing for a large number of onboard functions including Terrain Avoidance Warning System (TAWS), Enhanced Ground Proximity Warning Systems (EGPWS) and the Flight Data and Cockpit Voice Recorders. Onboard avionics on commercial aircraft are highly integrated and are very dependent on GNSS timing data.

1.2 In some situations, commercial aircraft manufacture for domestic fleet usage may not be fitted with avionics for area navigation using terrestrial systems (VOR & ADF); accordingly they are completely reliant on GNSS for area navigation and the required transitioning to precision approach from RNAV STAR procedures to ILS. The opposite scenario also applies after departure and transition from RNAV SID procedures to the established flight plan enroute climb to predetermined waypoints.

1.3 Taking into account the continuous growth in the aviation industry in recent years, the need for enhanced airspace efficiency, airport traffic flow capacity and maintaining safety in aircraft operations on a global basis, the aviation industry has become extremely dependant on GNSS as a primary navigation source for PBN procedures.
1.4 With a high reliance and dependency on availability of GNSS for critical navigation functions and safe aircraft operations, the industry infrastructure has become increasingly vulnerable when GNSS services are either intentionally, un-intentionally interfered with, or deliberately spoofed. The effects of the loss or degradation of GNSS navigation has an impact on the airline industry when normal safe aircraft operations in either a large geographical area or within an aerodrome area of several tens of kilometres are constrained by the loss of GNSS navigation.    
2. DISCUSSION

2.1 Under the PBN concept, the family of the various RNAV specifications are identified in the ICAO PBN Manual (Doc 9613). For example, RNAV 10 is a specification for oceanic and remote continental navigation applications.  RNAV 5, referred to as Basic Area Navigation (B-RNAV), has been in use In Europe since 1998 and is mandated for aircraft using higher level airspace. It requires a minimum navigational accuracy of +/- 5nm for 95% of the time and is not approved for use below Minimum Sector Altitude. RNAV 1 is the specification for greater accuracy  It requires a minimum navigational accuracy of +/- 1nm for 95% of the time. Qualified aircraft systems must have the ability to fly accurate RNAV routes that must be extracted directly from the FMS data base and must be flown by linking the RNAV system to the aircraft FMS and autopilot. In addition, flight crews are restricted from manually adding waypoints to the route. This level of navigation accuracy can be achieved primarily by using GNSS, with occasional integration of DME where available. RNAV 1 is used to provide more routes and terminal area procedures that may be used down to the final approach fix (FAF) on designated approach procedures. This would also include availability of SID’s and STARS in the procedure designs that are being implemented worldwide. 
2.2 Global aviation is highly dependant on the procedural infrastructure that is being implemented throughout the various regions. The net effect of procedural navigation serves to increase airspace efficiency, enhance safety, promote a smoother flow of traffic arriving and departing to/from airports, and to increase traffic capacity. Another positive effect stemming from procedural design is a slight reduction in ATM communications workload. It can be realised that aviation’s dependency on GNSS based procedural infrastructure is of a critical nature as traffic continues to grow an average 5% each year.

2.3 With regards to the increasing incidents of deliberate or un-intentional GNSS jamming and sophisticated spoofing activities which can occur at any moment in time without notice, the effects of such activities or actions have a very serious impact to aviation operations on a significant scale.   
3. IMPACT TO AVIATION

3.1 Increasing incidents of GNSS jamming and spoofing that causes serious impacts to aviations procedural navigation infrastructure reinforces a strong realisation and acknowledgement of the need to retain our traditional terrestrial navigation and surveillance systems. The importance of ILS, DME, primary and secondary radar cannot be underestimated as the ongoing aviation backbone systems that continuously provide ATM with the assurance of airspace separation standards and radar vectoring capability during any loss of GNSS procedural operations, while also retaining precision approach availability/capability to aircraft operators. 
3.1 bis   
This need to maintain the services of ground-based legacy navigation systems may hinder the plans in some regions to migrate away from these in favour of GNSS.  Some States intend to end the life-cycles of their equipment, while others hope to introduce GNSS-based RNAV access to their airspace without installing legacy systems.

3.2 Considering the aforementioned impact to the aviation procedural navigation infrastructure during GNSS jamming and spoofing activities, this working paper suggests that there is an urgent need to consider any and all appropriate measures to counter such deliberate threats by taking immediate action at an international level such as the ITU, through ICAO and all Contracting States, other appropriate United Nations Agencies, IATA and other airline industry bodies to initiate coordinated mitigation measures and procedures to ensure the freedom from deliberate jamming and spoofing to GNSS navigation services.  
4. ACTION BY THE MEETING

4.1 The meeting is invited to:

4.2 Note and review the contents of this working paper

4.3 Endorse the proposed line of action in paragraph 3.2

4.3.1 Consider supporting the above action through your State Delegations to the upcoming ICAO 40th Assembly
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