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Protection of aeronautical systems
(Presented by John Mettrop)

	SUMMARY

	This flimsy is an early draft of a potential method for determining and justifying the level of protection required by a communication, navigation or surveillance system based on aircraft separation with the intent of inclusion in the handbook.

	ACTION

	The meeting is invited to take the following action:

· To provide feedback on the approach to determining the level of protection aeronautical systems require proposed in this flimsy.

· Support efforts to further elaborate and evaluate the approach.

· Continue to use worst case analysis with a safety margin in studies until an alternative approach has been developed that achieves the level of protection necessary to ensure the effective operation of aeronautical systems.




1. INTRODUCTION

1.1 The provision of air traffic management and the required supporting radiocommunication system infrastructure are generally recognised as a safety of life systems. In recognition of this the services under which they operate (aeronautical mobile (R), aeronautical mobile satellite (R), aeronautical radionavigation and aeronautical radionavigation satellite services) are regarded within the International Telecommunication Union as safety of life entitling those systems to additional protection through a number of special provisions within the Radio Regulations.

1.2 In carrying out sharing studies aviation traditionally has used a worst-case analysis and added a safety margin to cover factors that may be present but cannot, for practical reasons, be considered in a theoretical study.  However, as the pressure to fit an ever-increasing number of systems into the spectrum, thereby increasing the efficiency with which the radio spectrum is used so the arguments used by incumbent services such as aviation have come under greater scrutiny. Therefore, arguments aviation has used in the past are being questioned and evidence sought that justifies those requirements. Aviation has struggled to provide coherent supporting evidence for the arguments used which has led an increasing number of regulators to question the validity of aviation’s case.

2. discussion

2.1 If aviation as an industry is to remain credible within the radio regulatory environment, especially with the perceived spectral congestion, it must be able to justify not only the scenarios it proposes and its needs in terms of spectrum but also the levels of protection it requires in a traceable manner. Additionally, it needs to identify the impact failure to adhere to those requirements would have and why.

2.2 The purpose of airspace management is to ensure that safety is maintained at an acceptable level in line with a States, state safety programme and that any change to that management system and the environment within which it works either maintains that level or safety or improves it. Given the recent expansion in the ways in which airspace is planned to be used and the types of aircraft seeking access to that airspace ensuring that safety is not compromised will not be easy.

2.3 The aim of this flimsy is to float an idea, based around the “ATS Planning Manual” (Doc 9426), about how we can translate a separation standard into CNS systems requirements and as a result link performance requirements. If supported, then the concept can be further developed and eventually included in the spectrum handbook.

3. Proposal

3.1 From an airspace management perspective an aircraft will occupy a certain volume of airspace. That volume will depend on several factors such as the size & performance of the aircraft, accuracy & update rate of positional reports, etc. The aim of airspace management is therefore to ensure that one aircrafts volume of airspace will not overlap another aircraft’s volume of airspace. 

3.2 Therefore, the airspace management system must ensure that the volumes of airspace occupied by two aircraft do not overlap more than a certain percentage of time which is ideally zero.  In order to achieve this the separation standards are designed to place a sterile zone around the volume of airspace occupied by an aircraft such that the chance of an incident occurring where the two volumes of airspace overlap is kept to an acceptable level. The acceptable level needs to be consistent with the requirements of the state safety programme and is determined by a hazard analysis carried in accordance with ICAO Document 9859.  An extract of the UK CAA publication CAP 670 is contained in the annex to this document giving an example of a Risk/Severity/Probability Matrix and definitions. The size of the sterile zone will depend on several factors such as:

· Accuracy, latency and update rate of the surveillance systems

· Reaction time of controller/pilot

· Communication delay

· Performance constraints of the aircraft

· etc

3.3 Whilst the identification of a sterile zone would not be an easy process and involve several factors which if included in the diagram below would make it hard to understand, the simplified example below I hope helps understand this concept. 
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3.4 The exact determination of the sterile zone will depend on the identifications of the various hazards, their causes and potential mitigations as well as the impact of such a hazard if uncorrected as illustrated by the following diagram.
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3.5 Having determined the size of the sterile zone and knowing the maximum possible closing speed between 2 aircraft the timeframe within which a potential conflict must be identified and resolved can be determined.  That value and the associated probabilities can then be apportioned to the various process and systems involved in identifying and resolving a potential conflict.

3.6 Knowing the maximum latency and the percentage of occasions for which that latency must be applied the actual reliability, availability, continuity can be calculated. Having established the latency, reliability, availability and continuity of a system and knowing the performance of that equipment the required performance of the radio link combined with the required planning criteria can be determined.

4. Simple example

4.1 If we assume that the required separation is 5nmi, the volume of airspace occupied by an aircraft allowing for positional uncertainty is 0.1nmi, a closure rate of 300 knots, ACAS resolution advisory triggered at 3.3nmi (40s) and that we want to ensure that ACAS is only triggered 1% of the time. Then you would have 19.2s to identify and resolve the potential conflict before ACAS would issue a resolution advisory.

4.2 If the we further assume that the following chain of events need to be achieved in order to resolve a conflict:
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4.3 Apportioning the timing equally between the different processes the maximum time for each process will be 4.8s (19.2 ÷4) and for the probability of achieving that timing then each element would have to be achieved 99.7 % (4th root of 0.99).  Having determined those figures and knowing the performance of the communications and surveillance equipment in terms of how reliable the equipment itself is the latency, reliability, availability and continuity of the spectrum can be calculated taking into account the planning rules

5. Conclusion

5.1 Aviation needs to improve the way in which it justifies its arguments and protection criteria. In order to achieve that goal, it is proposed that the approach described in sections 3 & 4 of this flimsy be further expanded and the viability of the approach be further evaluated.

5.2 If the approach is viable and provides a method for justifying the level of protection required by aeronautical systems, then that methodology should be included in the Handbook.

5.3 Until we can follow an approach such as the one described in section 3 & 4 aviation can be shown to be viable aviation should continue to use a worst-case approach with an added safety margin in sharing/compatibility studies.

6. ACTION BY THE MEETING
6.1 The ACP WGW is invited to:

· To provide feedback on the approach to determining the level of protection aeronautical systems require proposed in this flimsy.

· Support efforts to further elaborate and evaluate the approach.

· Continue to use worst case analysis with a safety margin in studies until an alternative approach has been developed that achieves the level of protection necessary to ensure the effective operation of aeronautical systems. 

ANNEX
Example Risk/Severity/Probability Matrix
and Definitions
The requirements of a safety case are globally defined in ICAO Document 9859 “Safety Management Manual” as implemented through regional/national legislation requiring the production of a safety case.  In Europe this has been done through the 4th part of Eurocontrol Safety Regulatory Requirement (ESARR4) brought into legislation by the European Commission Implementing Rule (EU) No 1035/2011. The information below however is taken from CAP 670 but is based on the ICAO and EASA requirements

.

	Accident
	an occurrence associated with the operation of an aircraft which, in the case of a manned aircraft, takes place between the time any person boards the aircraft with the intention of flight until such time as all such persons have disembarked, or in the case of an unmanned aircraft, takes place between the time the aircraft is ready to move with the purpose of flight until such time it comes to rest at the end of the flight and the primary propulsion system is shut down, in which: 

●
a person is fatally or seriously injured as a result of: 

–
being in the aircraft, or, 

–
direct contact with any part of the aircraft, including parts which have become detached from the aircraft, or, 

–
direct exposure to jet blast, except when the injuries are from natural causes, self- inflicted or inflicted by other persons, or when the injuries are to stowaways hiding outside the areas normally available to the passengers and crew; or 

●
the aircraft sustains damage or structural failure which adversely affects the structural strength, performance or flight characteristics of the aircraft, and would normally require major repair or replacement of the affected component, except for engine failure or damage, when the damage is limited to a single engine, (including its cowlings or accessories), to propellers, wing tips, antennas, probes, vanes, tires, brakes, wheels, fairings, panels, landing gear doors, windscreens, the aircraft skin (such as small dents or puncture holes) or minor damages to main rotor blades, tail rotor blades, landing gear, and those resulting from hail or bird strike, (including holes in the radome); or 

●
the aircraft is missing or is completely inaccessible; 


	Serious Incident
	an incident involving circumstances indicating that there was a high probability of an accident and is associated with the operation of an aircraft, which in the case of a manned aircraft, takes place between the time any person boards the aircraft with the intention of flight until such time as all such persons have disembarked, or in the case of an unmanned aircraft, takes place between the time the aircraft is ready to move with the purpose of flight until such time it comes to rest at the end of the flight and the primary propulsion system is shut down.

	Major Incident
	An incident associated with the operation of an aircraft, in which the safety of the aircraft may have been compromised, having led to a near collision between aircrafts, with ground or obstacles.

	Significant Incident
	An incident involving circumstances indicating that an accident, a serious or major incident could have occurred, if the risk had not been managed within safety margins, or if another aircraft had been in the vicinity

	No Effect Immediately
	An incident where there is no immediate effect on safety


Table 1: Example Severity Classification Scheme

6.2 The tolerability of any particular is then assessed in accordance with a risk classification/tolerability matrix an example of which is provided below.

	ESARR 4

Severity
	Probability of Occurrence

	
	Extremely improbable
	Extremely remote
	Remote
	Reasonably probable
	Frequency

	
	<10-9 per hour
	10-7 to 10-9 
per hour
	10-5 to 10-7 
per hour
	10-3 to 10-5 
per hour
	1 to 10-3 
per hour

	Accidents
	Review
	Unacceptable
	Unacceptable
	Unacceptable
	Unacceptable

	Serious incident
	Acceptable
	Review
	Unacceptable
	Unacceptable
	Unacceptable

	Major incident
	Acceptable
	Acceptable
	Review
	Unacceptable
	Unacceptable

	Significant incident
	Acceptable
	Acceptable
	Acceptable
	Review
	Unacceptable

	No immediate effect
	Acceptable
	Acceptable
	Acceptable
	Acceptable
	Review


Table 2: Example Risk Classification/Tolerability Matrix

6.3 The tolerability of a risk being defined as follows:-

Acceptable - the consequence is so unlikely or not severe enough to be of concern. The risk is tolerable and the Safety Objective has been met. However, consideration should be given to reducing the risk further to as low as reasonably practical in order to further minimise the risk of an accident or incident.

Review - the consequence and/or likelihood is of concern; measures to mitigate the risk to as low as reasonably possible should be sought. Where the risk still lies within the 'Review' region after as low as reasonably possible risk reduction has been undertaken, then the risk may be accepted provided that the risk is understood and has the endorsement of the individual ultimately accountable for safety within the organisation.

Unacceptable - the likelihood and/or severity of the consequence is intolerable. Major mitigation or redesign of the system may be necessary to reduce the likelihood or severity of the consequences associated with the hazard. 

— END —
�situations The figures used are for illustrative purposes and do not necessarily represent real 
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