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	SUMMARY

	In December 2018 the UK Spectrum Regulatory Authority (UK Ofcom) and UK Civil Aviation Authority (UK CAA) released a joint communication indicating UK Ofcom’s decision to operate PMSE within the 960 – 1164 MHz band which is used by aeronautical radionavigation and surveillance systems.  
This decision is based on the acceptance of UK CAA of a Safety Assurance Case  (SAC) developed by UK Ofcom.  

Prior to UK CAA’s acceptance of the SAC document, the ICAO Secretariat had a brief opportunity to review it and provide comments.  In this context it should be noted that the SAC document is not considered equivalent to a Safety Case, which, according to the ICAO and EASA regulatory frameworks has to be developed by the affected Air Traffic Service Providers and approved by the national Civil Aviation Authority.

During the Secretariat review it was noted that the SAC  was based on a number of assumptions, concluding that it is only valid if those assumptions remain accurate.  The Secretariat reviewed the key assumptions contained in the SAC and found some of those not to be accurate.  The outcome of this brief review was promptly communicated to the UK CAA.

FSMP WG/8 is invited to review and comment on the SAC developed by UK Ofcom (Attachment 1) and the ICAO Secretariat review of it (Attachment 2).



INTRODUCTION
UK Ofcom has for some time been developing a SAC to assess and quantify the risks of introducing the operation of audio PMSE equipment in the 960 – 1164 MHz band in the UK.  This frequency band is used by a number of safety critical aeronautical communication, navigation and surveillance systems, including Distance Measuring Equipment (DME), Secondary Surveillance Radar (SSR) and Airborne Collision Avoidance Systems (ACAS), just to name a few. 
In accordance with the ICAO regulatory framework (ICAO Annex 11 “Air Traffic Services”, Annex 19 “Safety Management”, Doc 9734 “Safety Oversight Manual”, Doc 9859 “Safety Management Manual”) the development of Safety Cases is the responsibility of the Air Traffic Service Providers, as being the entities having full knowledge of the use and vulnerabilities of their systems and services.  Attachment 3 contains a few relevant excerpts from the ICAO provisions referenced above.
While the SAC developed by UK Ofcom is not considered the equivalent to a Safety Case, it is understood that Air Traffic Service Providers may be able to use information contained in the SAC when developing their own required Safety Cases. 
  A copy of the SAC was provided by UK CAA to the ICAO Secretariat in October 2018.  The Secretariat provided comments back, highlighting serious concerns with a number of key assumptions the SAC is based on.  To date, it is not known to which extent those comments were taken into account.
In December 2018, UK Ofcom and UK CAA released a communication, indicating that the CAA has reviewed the SAC and is satisfied that any proposed change to the radio spectrum environment can be implemented and maintained without interference to aeronautical services and that as a result, assignments to PMSE in the 960 to 1164 MHz band will commence in early 2019.

DISCUSSION
The SAC (Attachment 1) developed by UK Ofcom is “predicated on a number of assumptions relating to the environment and type of PMSE use and is therefore valid only if those assumptions remain accurate.” (Ref: Executive Summary of the SAC).
Two “critical assumptions include” (Ref: Executive Summary of the SAC):
“That PMSE users who will utilise equipment capable of tuning to this frequency range are professionals (only the largest events will require such equipment).”
“There will be around 945 assignments of PMSE equipment in the 960-1164 MHz band on a peak day.”
Analysis of the first assumption
The first assumption is made on the basis that PMSE is operated by professional sound stage engineers managing large venues.  However, no evidence is provided that only “professionals” will operate PMSE equipment in the frequency band 960 – 1164 MHz.
Contrary to the assumption, and as evident from the description of PMSE use on the UK Ofcom website, PMSE is also used for other public or private events, at any location, e.g. sporting, music, theatrical, religious, political, hobby and  corporate retailing.  
PMSE is used extensively by amateur performers, conferencing personnel and other users which are not required to have the training or skillset expected of professional sound stage managers in order to provide high fidelity reproduction of high profile events.  
The typical PMSE users are not frequency spectrum professionals and may not be aware of spectrum management rules, or even the web-based frequency-assignment licensing application as provided by UK Ofcom.  
There is no certification of competency or licensing requirement in order to purchase PMSE equipment.  No specific ownership certification or licensing is being proposed for PMSE equipment operating in the 960-1164 MHz band.  Hence anyone will be able to purchase and operate 960 – 1164 MHz PMSE equipment.  
In summary, the SAC only addresses the professional users, which may be assumed to possess a certain skillset and knowledge of their equipment as well as the associated frequency management rules and regulations to operate in accordance with the use cases contained in the study.  However since there is no certification requirement for the competency of users, and no licensing required for ownership of the equipment, the expectation clearly cannot be validated that all users will possess the required knowledge and skillset to operate inside of the licensing rules.  
The linked Report (page 27), available on the Ofcom website makes reference to “illegal” use.  Success/failure case analysis taking this fact into account is completely missing from the safety assurance study.
Analysis of the second half of the first assumption and the second assumption
Here it is assumed that the 960 – 1164 MHz band will be used as a top-up band only, by loading the existing 470 MHz band to capacity first, hence only a very small portion (7%) of all PMSE assignments would use the frequencies within the 960 – 1164 MHz band.
There is no PMSE equipment ownership licensing or enforcement mechanism being proposed that would steer the loading of the frequency bands.  It can be expected that a significant portion of the existing 700 MHz band equipment slated for removal from PMSE service will be replaced by 960-1164 MHz equipment.  It is also reasonable to expect that a significant portion of new PMSE equipment purchases will target this new band.  
The web-based licensing tool does not provide means to steer use towards the 470 MHz band first.  Users would utilize the tuning range of the equipment they have available before seeking additional equipment.  In other words, the distribution between the 470 MHz band and the new 960 – 1164 MHz band would be governed mainly by the proportional ownership of equipment in the two frequency bands.  
As evident from the above, it can safely be assumed that a much larger use of the 960-1164 MHz band will be expected than the one postulated in the SAC.
Review of the SAC as a whole
The quick review contained in Attachment 2 is not intended to reassess the assumptions contained in the SAC or the “success cases” and “failure cases” derived from those.  However, it is evident from the review of those assumptions, that there is a problem with a number of the core assumptions and that hence the outcome of the SAC as a whole is in doubt. 


ACTION BY THE MEETING
The meeting is invited to:
review the UK Ofcom SAC contained in Attachment 1 to this working paper; and
review and validate the ICAO Secretariat analysis of the UK Ofcom SAC contained in Attachment 2 to this working paper.


Attachment 1:
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Attachment 2:




Attachment 3:


— END —
(4 pages)
[bookmark: _GoBack]FSMP-WG08-WP09_UK_PMSE_safety_assurance_case-ICAO.docx


image1.emf
PMSE_SafetyAssuran ceCase.docx


PMSE_SafetyAssuranceCase.docx


Safety Assurance Case

Low power audio PMSE operating in the band 960 to 1164 MHz 






[image: ]







Publication Date: 10 December 2018









Executive summary



Use of mobile data services brings considerable benefits to UK citizens and consumers and demand for these services is likely to increase significantly in the future. There are a range of potential solutions to meeting the likely growth in demand, but making additional spectrum available is likely to be part of the solution. In October 2016 Ofcom published its decision to make the 700 MHz band (694 to 790 MHz) available for new mobile data services.

As a result of this decision, Programme Making and Special Events (PMSE) will lose access to the 700 MHz band in 2020. In order to mitigate this loss of access Ofcom, the Civil Aviation Authority (CAA) and the Ministry of Defence (MOD) have agreed to share parts of the 960 to 1164 MHz band (960 MHz band) with low power audio PMSE equipment[footnoteRef:1]; specifically, the sub-bands 961 to 1015 MHz, 1045 to 1075 MHz and 1105 to 1154 MHz. The 960 MHz band is allocated to the Aeronautical Radio Navigation Service (ARNS), the Aeronautical Mobile (Route) Service (AM(R)S), and in part to the Aeronautical Mobile-satellite (Route) Service (AMS(R)S) (Earth-to-space).  [1:  Wireless microphones and in-ear monitors operating with a maximum radiated power of less than 50 mW.] 


It is necessary to assess that sharing of the spectrum can be done safely from the perspective of civil aviation. This document provides a safety assurance case for the use of the 960 to1164 MHz frequency range by PMSE users. As the 960 MHz band is already shared with JTIDS there is precedent for this assessment, and this safety assurance case has been developed consistent with assumptions and data presented in the JTIDS safety case.

This document claims that the use of 960 to 1164 MHz band by the PMSE user group will be acceptably safe for civil aviation. This claim is based upon the following arguments:

Spectrum Management Rules (SMRs) are defined which, when applied correctly, ensure that the risk is reduced As Low As Reasonably Practicable (ALARP).

In the case of failure to apply the SMRs, the risk to civil aviation remains acceptably safe.

Similar to the JTIDS safety case, there are three principal areas of risk which are dealt with separately:

1. Interference with systems utilising 1030/1090 MHz 

2. Interference with systems utilising GNSS.

3. Interference with DME systems.



For risk 1, this safety assurance case argues that the probability of PMSE causing such interference is so low as to be non-credible (fault tree analysis indicates an indicative rate of 7.2E-13 per PMSE task[footnoteRef:2] [footnoteRef:3]). As a result of this analysis it was not necessary to assess the event side of the hazard. This is logical given the requirement for guard bands to be implemented in PMSE equipment, combined with the professional nature of PMSE use of the 960 to 1164 MHz band, and the imperative on PMSE to deliver interference free experiences for its own users.  [2:  PMSE tasks are those which may result in a single opportunity to cause interference with an aviation system (i.e. the combination of configuring, equipping and activating a PMSE device, and presence of aviation users). It is calculated, given the number of PMSE tasks conducted per year, that this represents a probability of interference of 2.5E-7 per year.]  [3:  For consistency across the document one decimal place is used for calculated figures. This should not be taken as a statement of precision of the figures, which are indicative only and subject to the same limitations as any safety case using estimates.] 


For risk 2, this safety assurance case also argues the probability of PMSE causing such interference is so low as to be non-credible (fault tree analysis indicates an indicative rate of 2.9E-10 per PMSE task, which equates to one occurrence every 9,900 years given 350,000 licence assignments per year). As with risk 1 it was deemed unnecessary to assess the event side of this analysis. It is noted that the risk relates to L5 (E5) GNSS frequency, standards for which are currently in development.

Risk 3 is assessed by considering the associated hazards, which are loss (including detected corruption) of a DME system, or undetected corruption of a DME system. As with the JTIDS safety case, it is argued in this safety assurance case that undetected corruption is not a credible outcome due to the nature of the systems, and this is evidenced from laboratory testing performed prior to this assessment. 

Having been subject to detailed assessment, the hazard of ‘loss of DME system’ is found to be acceptably safe, with a margin, using conservative assumptions (the target rate of 5.2E-6 failures per PMSE task was calculated, and fault tree analysis indicates the achieved rate is likely to be 1.1E-7 failures per PMSE task). This is logical, given the number of cross-checks built into PMSE licensing and use, and the imperative on PMSE to deliver interference-free experiences. The most likely route to hazard occurrence is through a PMSE end user (guest or performer) leaving a venue with an active microphone and travelling sufficiently far to potentially cause interference without the equipment manager, security, or themselves noticing.

The safety assurance case is predicated on a number of assumptions relating to the environment and type of PMSE use and is therefore valid only if those assumptions remain accurate. The critical assumptions include:

That PMSE users who will utilise equipment capable of tuning to this frequency range are professionals (only the largest events will require such equipment).

There will be around 945 assignments of PMSE equipment in the 960-1164 MHz band on a peak day. 
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Background

Role of Ofcom

Ofcom is the communications regulator in the UK and regulates the TV and radio sectors, fixed line telecoms, mobiles, postal services, plus the airwaves over which wireless devices operate. Ofcom operates under a number of Acts of Parliament, including in particular the Communications Act 2003 and the Wireless Telegraphy Act 2006.

The Wireless Telegraphy Act 2006 is the principal legislation on the regulation of radio spectrum in the UK and the enforcement powers available to Ofcom. We may take enforcement action against those operating without a licence or in contravention of their licence conditions, penalties for which include imprisonment and/or a fine.

Ofcom is also an enforcement authority for provisions contained in the Radio Equipment Regulations 2017 and Electromagnetic Compatibility (EMC) Regulations 2016 concerning the making available and putting into service of radio and electrical equipment (including fixed installations). Ofcom has a duty to enforce these regulations to such an extent required to protect and manage the radio spectrum. Ofcom can suspend sales and bring criminal prosecutions if it has reasonable grounds to suspect that a regulation has been contravened.

Change of spectrum availability for audio PMSE

Low power audio PMSE services currently have access to the spectrum band 470 to 790 MHz, sharing with DTT. As the 470 MHz band is the primary spectrum resource across Europe for low power audio PMSE, there is a well-developed market and equipment availability from all manufacturers.

In November 2014 it was decided to make the 700 MHz band (694 to 790 MHz) available for mobile data services. To effect this change PMSE (and DTT) has to clear the band and this reduces the amount of spectrum remaining for PMSE services.

In Ofcom’s analysis of the impact on PMSE of the release of the 700 MHz band (as detailed in its cost benefit analysis consultation [1]) it was concluded that the majority of PMSE users and events would be able to satisfy their spectrum requirements from the remaining spectrum between 470 to 694 MHz. The analysis showed that 93% of events required 24 or fewer assignments which could be accommodated in 20 to 24 MHz of spectrum. This level of demand can comfortably be met in the spectrum between 470 and 703 MHz[footnoteRef:4] that PMSE will continue to have access to after the release of the 700 MHz band. [4:  In November 2017 Ofcom published its decision to allow PMSE users to access the 700 MHz guard band, 694 to 703 MHz. This additional 9 MHz was not included in the original impact assessment.] 


The remaining 7% of events make up the peak demand that would start to be affected by the change of use of the 700 MHz band. However, for only a small subset of these events, with a high count of simultaneous (or near-simultaneous) co-located assignments, the remaining spectrum between 470 to 703 MHz may not be adequate. In these cases, productions may have to consider reducing their wireless requirement or make use of alternative spectrum, for example the 800 MHz duplex gap (823 to 832 MHz), the 1800 MHz duplex gap (1785 to 1805 MHz), 1517 to 1525 MHz or the 960 MHz band.



[image: ]



In the UK, for indoor use all spectrum is available for low power audio PMSE, but outdoor use is restricted in order to protect DTT reception. The 470 to 790 MHz band is the primary spectrum resource for low power audio PMSE services, however other spectrum is also available on a harmonised basis, i.e. 823 to 832 MHz, 1518 to 1525 MHz and 1785 to 1805 MHz. These harmonised bands were not included in the impact analysis of PMSE’s loss of access to the 700 MHz band as they were not available at the time. This spectrum would further mitigate the loss of access to the 700 MHz band.

The 700 MHz band will cease to be available to PMSE after May 2020. In order to mitigate this loss of access, an agreement was reached between Ofcom, the Civil Aviation Authority (CAA) and Ministry of Defence (MoD) to allow low power audio PMSE to share parts of the 960 to 1164 MHz band with civil and military aeronautical radionavigation and communication services. 

Any PMSE use of the 960-1164 MHz band is on the condition that it may not cause harmful interference to current or future ARNS or AM(R)S systems authorised to operate in the band.

Specific context

To decide if PMSE use of the 960-1164 MHz can be implemented safely from the perspective of civil aviation, a safety assurance case was commissioned by Ofcom, for assessment by the UK CAA.

Objective

The objective of this document is to set out an assurance case for the safety of PMSE use of the 960-1164 MHz frequency range within the UK.

Intended Use

This safety assurance case assesses the risk from the expected operation of low power audio PMSE equipment, such as wireless microphones and in-ear-monitors operating with a radiated power of less than 50 milliwatts, in the band 960 to 1164 MHz on the safe operation/navigation of aircraft. 

It is not intended to be a safety case for a specific actual implementation of the 960-1164 MHz frequency range by PMSE stakeholders. This safety assurance case demonstrates that, from a conceptual standpoint, based on a real understanding of PMSE stakeholder performance, the system will be safe.

The safety assurance case can therefore be utilised by ANSPs to demonstrate that operations will remain acceptably safe following the introduction of PMSE into the 960-1164 MHz frequency range.

Limitations

This safety assurance case is predicated upon a number of assumptions about the environment and usage under which PMSE use of 960-1164 MHz will operate. Its validity is therefore limited to the context in which these assumptions and usage remain accurate. These assumptions will be kept under review and this safety assurance case revised should the assumptions be assessed to be no longer valid.

This safety assurance case does not address aeronautical systems that may be introduced into the band, e.g. L-band Digital Aeronautical Communication System (LDACS). Any change of use in the band may require revision of the SMRs and this safety assurance case, in accordance with the procedures agreed between the CAA and Ofcom for maintaining the SMRs and their application [2].

Document structure

The remainder of this document is structured as follows:

Section 3 explains the methodology used to assess and present the safety assurance case.

Section 4 provides the description of the intended system, and the success case.

Section 5 presents the results of the failure case analysis.

Section 6 summarises the safety assurance case as a single safety argument.

Annex A1 provides references.

Annex A2 provides detailed descriptions of the aviation systems summarised in section 4.

Annex A3 records use cases of the PMSE element of the proposed system.

Annex A4 provides the detail of the failure case analysis.

Annex A5 describes the calculation method used within the risk evaluation

[bookmark: _Toc534367072]Safety assurance case development method

Overview

This safety assurance case sets out an argument, together with supporting analysis why the introduction of PMSE equipment into the 960-1164 MHz band will be acceptably safe for civil aviation. 

It has been developed in line with UK CAA guidance [3], and considers both the successful operation (success case) in accordance with the SMRs, and possible failures (failure case) in operation of PMSE equipment, operating outside the SMRs [4].

Success case

System Description

The system (the elements which make up both ATS and PMSE operation) is composed of equipment, procedures and people. They are described in detail in section 4, identifying the purpose, boundaries (external interfaces), environment and usage of the system. The description provides the basis against which the safety of civil ATS is assessed.

In describing the system, all elements are assumed to operate as intended (i.e. succeed, hence success case). The system is usually designed to address safety issues (in addition to meeting business needs), in this case the system is designed to mitigate the risk of interference of PMSE equipment with ATS equipment. This is principally achieved through control of spectrum assignments, which ensure users of PMSE equipment do not utilise a frequency at a location where it could cause interference with ATS equipment. It is important to identify which aspects of the system design are, in fact, safety requirements. This ensures that the requirements (which may be procedural, not just equipment) are adhered to from a conscious awareness of their importance to safe ATS operations.

Even with a successfully operating system, there can be safety risk inherent in the design. Thus, the success case is modelled to show that, when operating as intended, the system is safe (meaning it delivers an acceptable[footnoteRef:5] level of risk). Any areas where this is not true are identified, together with suitable mitigations (which are codified as additional safety requirements) such that the system description and requirements together define a safe system. Requirements may be qualitative or quantitative.    [5:  And ‘As Low As Reasonably Practicable’ (ALARP).] 


Failure case

Overview

Based upon the system description, a systematic assessment of the proposed change is conducted, based on the steps described below. This considers what consequences would arise if elements of the system were to fail, and identifies any mitigations needed to ensure the system remains safe.

Section 6 provides a summary of this analysis, and the full details are contained in Annex A4.

Hazard identification

A hazard is any condition, event, or circumstance which could induce an undesired end effect (such as an accident). Hazards need to consider equipment, humans and procedures both when a system is operating as intended (the ‘success case’) and when failures occur (the ‘failure case’).

Supporting the identification of hazards and their consequence are use cases describing the different operational use of DMEs, SSR, and other systems operating at 1030/1090 MHz such as ADS-B and ACAS, and GNSS in support of civil aviation. These are detailed in Annex A2. 

Risk assessment

Overview

Following the identification of hazards present in the system it is necessary to quantify the risk associated with them. Quantification of the risk allows assessment of the tolerability associated with failures, which leads to identification of necessary mitigations and ultimately the safety requirements. As with the success case there can be qualitative elements, which are also recorded. 

Severity estimation

Having identified hazards and their consequences it is necessary to estimate the severity of the consequence. Since the consequences under assessment in this safety assurance case are within civil aviation, the severity classification scheme from CAP 760 has been used. A safety case was previously produced for the introduction of a military system (JTIDS) into this frequency range [5]. It was agreed with the CAA that the consequence of interference by PMSE users in the band could have the same result as for the JTIDS safety case, and therefore, the severity estimation used in that safety case [5] is valid in this safety assurance case. This was presented at the CAA-run workshop held on the 8 June 2017 and aeronautical stakeholders did not raise any objections to the proposed approach.

Likelihood assessment

As for the severity estimation, the estimation of likelihood of a consequence is based on the probability classifications defined in CAP 760. This approach was presented to aeronautical stakeholders at the workshop on the 8 June 2017 where no objections were raised. 

Risk evaluation

Risk is defined as the combination of the severity and likelihood of a consequence as identified above. As set out in CAP 760, the acceptability of a risk is dependent on both the likelihood of it occurring and the severity of its consequences. This safety assurance case is based on the classification/tolerability matrix from CAP 760. 

[bookmark: _Toc506210810]Mitigation and requirements

Given the risk evaluation described above, a maximum acceptable probability (or safety objective) is set for each hazard.

Where unacceptable risks were identified, mitigations were identified to reduce the risk to an acceptable level. Mitigations can lead to the redesign of the system and/or the specification of safety requirements. Additional mitigation strategies include modification of operational procedures, changes to staffing arrangements; training of personnel; the development of emergency and/or contingency arrangements and plans; and ceasing operations. These are always concerned with reducing the likelihood since the severity cannot be changed.

Even for risks that are considered acceptable it should be considered whether the risks have been reduced As Low As Reasonably Practical (ALARP) which in turn may lead to the generation of additional safety requirements.

The full log of identified requirements is contained in Annex A5.

Arguments and evidence

[bookmark: _Toc506210812]Safety argument presentation

The safety argument is presented as an argument that the change introduced results in a system that remains safe, together with a series of claims with supporting evidence that complete the argument.

[bookmark: _Toc506210813]Presentation in this context

This safety assurance case is predicated upon assumptions about the number of audio PMSE frequency assignments and the operation of PMSE equipment. 

Information on PMSE frequency assignments has been developed through consultation with Ofcom and its analysis of PMSE licensing data on the number and location of events and venues, and the number of PMSE frequency assignments in use (see Appendix 1). 

Assumptions on operational practices, such as frequency planning and coordination, have been developed through consultation with PMSE experts and review of ECC Report 204 [6] (see Appendix 2). 

Since the decision to make the band available for PMSE use in 2016, PMSE users have carried out a number of trials using prototype equipment. These include trials by Sky at its studios in Osterley and the BBC at various locations across the UK. These trials are ongoing and have not resulted in any reported instances of interference into aeronautical systems.[footnoteRef:6]  [6:  PMSE stakeholders have carried out trials at the Mailbox Studios, Birmingham; Elstree Studios, Borehamwood; Cambridge Theatre, London; Sky Studios, Osterley; Pacific Quay Studio, Glasgow; and Question Time, Cirencester.] 


Ongoing monitoring of the system to validate assumptions and figures in the safety assurance case would be expected as part of a normal safety process. This will include continued oversight of the scale and type of user operating in the band to confirm the assumption on the expected use profile. 

Ofcom performs monitoring at selected events to ensure users are complying with the terms of their licence and will continue doing so when the new frequency range becomes available for PMSE users (see safety argument 0). Where possible the model has been validated through consultation with PMSE users, and information on their existing operations (for example, the development process for existing equipment, or security provided at existing events).

Note: calculated figures are provided to 1 decimal place for consistency. This is not intended to represent the level of precision to which the figures are known (in some cases this is unrealistic as they are based upon estimations), but rather to provide figures which can be followed by the reader. When analysing the results, the critical issue is always the order of magnitude.

[bookmark: _Toc534367073]System description
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Figure 1 (above) provides an overview of the 960-1164 MHz band’s existing use. This band is allocated on a worldwide basis for ARNS systems. These systems are critical to safety of life operations, allowing aircraft to fly safely by accurately determining flight paths during all phases of flight, including take-off and landing, and increase the pilot’s awareness of close aircraft by scanning the surrounding area. The 960 to 1164 MHz band has also been allocated to the aeronautical mobile (R) service (AM(R)S) which provide various air traffic and flight safety communications. Transmission power limits have been placed on AM(R)S systems below 1164 MHz to ensure compatibility and protection from harmful interference among the various safety of life systems. In addition, Radio Navigation Satellite Service (RNSS) systems, which operate in the adjacent band 1164-1215 MHz, should also operate in an environment free of harmful interference from emissions in the 960-1164 MHz band.

The following sub-sections describe each of the aviation systems (including ARNS systems) which could be affected by the provision 960-1164 MHz spectrum for PMSE use. These systems are:

DME (Distance Measuring Equipment - for channels X and Y). 

UAT (Universal Access Transponder - which is not currently in operational use in the UK or Europe). 

JTIDS (Joint Tactical Information Distribution System).

SSR (Secondary Surveillance Radar).

Multilateration.

ADS-B (Automatic Dependent Surveillance – Broadcast).

TCAS (Traffic Collision Avoidance System – a specific implementation of the generic Airborne Collision Avoidance System).

TACAN (Tactical Air Navigation System).

[bookmark: _Ref485808633]LDACS (L-band Digital Aeronautical Communications System, currently under development).

Detailed descriptions of the aviation systems which may be affected by PMSE use (upon which the above is based) are provided in Annex A2.

[bookmark: _Ref486189990][bookmark: _Toc506210816]GNSS context

Global Navigation Satellite System (GNSS) has become a significant element in the civil aviation navigation system. At present only GPS L1 band, together with Satellite Based Augmentation Systems (in this context the European Geostationary Navigation Overlay System) is certified for use in civil aviation. The L1 band is centred on 1575.5 MHz. This is sufficiently separated from the proposed PMSE use that it is not considered further.

The European GNSS system, Galileo, will be utilising the E5a band, together with modernised GPS (L5), which are adjacent to the proposed PMSE allocation (centred on 1176.45 MHz). This signal has a bandwidth of 24 MHz, and deliver a minimum of -124 dBm at the receiver. As GNSS signals are transmitted from satellites in Medium Earth Orbit (MEO, around 20,000 kilometres) the received signal is relatively weak, even compared to background noise. Receivers therefore employ a significant amount of filtering (particularly against pulsed interference sources) in order to function.

It is noted that at the present time use of the adjacent band (L5/E5a) is relatively limited. However, Eurocae Working Group 62 is developing guidance and MOPS on the use of GPS/Galileo and L1/L5 E1/E5a antenna in an aviation context. Although not yet defined, it is conceivable that high accuracy RNP procedures may in future utilise multifrequency GNSS to meet requirements.

The key characteristics of GNSS (L5/E5a above 1164 MHz in the context of this safety assurance case) are:

Key civil aviation navigation enabler.

Very low received power (typically less than -120 dBm).

Limited use at present, but more expected in future.

[bookmark: _Ref485807885][bookmark: _Toc506210817]JTIDS context

The full JTIDS system description is contained in reference [5], and is therefore not replicated in its entirety here. However, a simplified summary of the key elements is reproduced here as an aid to the reader. More details are provided in Annex A2.

JTIDS is a military aviation communication system, which operates in the 960-1164 MHz band, specifically between 960 and 1215 MHz.

As this is a safety assurance case for civil aviation, the impact of PMSE equipment on JTIDS is not under assessment, however, the effect of JTIDS on civil aviation is included in the assessment. In particular interference testing was conducted in a simulated environment which included JTIDS [7], and system description and identified hazards are harmonised with the JTIDS safety case [5]. This is important, as it means that the whole environment under which PMSE may operate has been taken into consideration.

[bookmark: _Ref485807919][bookmark: _Toc506210818]UAT context

UAT is an L-band air-ground communications protocol, which supports ADS-B and related services. It operates on a wideband channel at 978 MHz.

UAT is not currently in use in the UK. It is therefore not in scope of this safety assessment.

[bookmark: _Toc506210819]L-band Digital Aeronautical Communications Systems context

L-band Digital Aeronautical Communications Systems (L-DACS) is a communication system which is currently under development. It is expected to introduce L-DACS to the 960 to 1164 MHz band under the AM(R)S allocation. The timescale for implementation of L-DACS is uncertain and is projected to be after 2025.

It is not possible to assess the safety of spectrum sharing with this technology, since it is not defined. However, sharing between PMSE and L-DACS will need to be assessed at a future time when there is greater clarity on L-DACS introduction. The CAA will be responsible for notifying Ofcom of developments relating to the introduction of L-DACS so that appropriate spectrum management can be developed and implemented.

[bookmark: _Ref485892145][bookmark: _Toc506210820]PMSE context

[bookmark: _Toc506210821]Overview

As noted in the introduction, the 960 to 1164 MHz band has been made available for low power audio PMSE use. Such use will be subject to licensing and equipment restrictions, and is therefore regulated.

While it is generally assumed that PMSE use is itinerant and short term, licensing data shows that approximately 90% of PMSE frequency assignments (for wireless microphones and in-ear monitors) on any given day are long-term (greater than 300 days) duration, fixed assignments (i.e. fixed installations in studios and theatres). Therefore, when discussing events below, it should be noted that this also applies to fixed installations such as broadcast studios and theatre venues.  

An overview of the use cases for a PMSE user ultimately utilising the 960 to 1164 MHz band is provided in Appendix 1 and operational practices of PMSE users is provided in Appendix 2. Further details on PMSE are summarised below.

[bookmark: _Toc506210822][bookmark: _Ref486187732]Equipment development

PMSE equipment placed on the European Market has to comply with the essential requirements of the Radio Equipment Directive (RED). Compliance with the RED may be achieved through applying a relevant European Harmonised Standard cited in the Official Journal of the European Union (OJEU) (presumption of conformity). Harmonised Standards are written by the European Telecommunications Standards Institute (ETSI) and specify detailed requirements for compliance and testing to ensure devices meet tight requirements relating to frequency use. The ETSI Harmonised Standard for wireless microphones is ETSI EN 300 422. More details are described in Annex A3.

[bookmark: _Ref486350883][bookmark: _Toc506210823]PMSE event

The following describes the expected use of the 960 to 1164 MHz band at a PMSE event. As this is not possible today and not yet formally defined, the description below is based upon current procedures, factoring in expected changes.

For the purpose of this safety assurance case, it is assumed that events requiring more than 50 audio channels are those that may make use of the 960 to 1164 MHz band. This is based on the assumption that the 470 to 703 MHz spectrum available to PMSE post 700 MHz clearance will be sufficient to accommodate demand up to 50 PMSE channels (see [1]). Further detail of the scale and type of events that may make use of the 960 MHz spectrum is provided in Appendix 1 and Appendix 2. Examples of the types of event and venue include:

large scale television productions (e.g. studios and media parks),

theatres 

live music festivals, and,

high end corporate audio visual (e.g. international conferences).

These large events (and fixed installations) will be planned, managed and run by highly professional organisations and individuals who have the capability and reputation to deliver the required audio coverage. Appendix 2 provides details on the operational practices of PMSE. However, the following provides a summary of PMSE operational practices.

As noted above, about 90% of events/venues use long-term frequency assignments in fixed installations at venues. Frequencies and equipment are planned, programmed and managed across the duration of the licence, which may extend over a number of years as the licence is renewed each year at the venue. 

For a PMSE event, a production company/venue owner will procure sufficient radio microphone (and reception) equipment, and channels to cover the expected requirement. Typically, they will also procure several contingency devices and channels to mitigate any risk of failure, e.g. interference.[footnoteRef:7] For large events, this is likely to be planned months in advance - in many cases in coordination with Ofcom - to ensure spectrum availability. The production company may procure this through their in-house capability (in the case of the largest media organisations), or through a small number of reputable external contractors. [7:  PMSE users have stated that events/venues with high channel counts, or high-profile events, will always include spare channels to mitigate the risk of interference, as there is little time during an event to investigate and rectify problems, including interference. Licence fees are not a barrier to securing spare channels. For smaller events e.g. fewer than 10 channels, spares are not typically included but this use case is not considered likely in the 960 MHz band.] 


When they have determined their spectrum requirements the supplier will book suitable frequency assignments for the event. This will typically include several contingency channels to ensure they can deliver clean (free from interference) audio. PMSE users have a very low tolerance of interference from any source, including incumbent use, because it impacts audio quality.

Prior to deployment, the PMSE equipment (radio microphones and related receiver/control equipment) will be initially configured. During setup (again, prior to the event/performance) the audio system will be tested and put into its final configuration to ensure interference-free operation. For fixed, long-term assignments this final configuration will likely remain in place for the duration of use which could run into years for long-running plays or use by broadcasters and studios. For these fixed installations, the audio system will be tested prior to every use to ensure the system’s performance provides the high audio quality needed, particularly for professional use.

On the day, a ‘floor manager’ will be responsible for ensuring that each guest/performer is set up with the microphone. This is highly unlikely to involve any configuration changes (as this could have consequential effects on the intermodulation-free spectrum plan), and when a person is set up, it is very unusual to want to access the microphone at all. During the event, there is likely to be an audio equipment monitoring function (especially for large events), and there will always be someone controlling the audio equipment overall. The monitoring and control functions will ensure that frequencies used are in-line with the event channel plan (i.e. the devices, with their associated channels, are used in accordance with the frequency schedule to avoid self-interference), and that the system is free from interference (in which case planned backup equipment/channels may be used).

As the event finishes/guests leave, the floor manager is responsible for recovering the microphones. They are already highly incentivised to do so, because the equipment is expensive, and they do not want to risk causing interference with their own/related systems by leaving microphones transmitting unnecessarily (as they may be using co/adjacent channel devices in later/nearby productions). 

Further details of operational practices are discussed in Appendix 2.

[bookmark: _Ref486350884][bookmark: _Toc506210824]Licensing 

Ofcom and the CAA have developed the Spectrum Management Rules (SMRs)[footnoteRef:8] (see reference [4]). Ofcom will apply the SMRs to derive spectrum availability at any particular location (or venue) for a specified time period. PMSE licences will be assigned on a geographical and frequency basis determined by the SMRs.  [8:  The SMRs may be amended from time to time in response to changes in the sharing criteria. Any amendment will be agreed by Ofcom and the CAA.] 


The SMRs have been developed through laboratory testing, including simulation of a conservative worst-case interference environment (for example including the interference effect from JTIDS). They have further been developed in consultation with the UK CAA and aviation stakeholders to ensure that all civil aviation systems have been adequately considered. The SMRs represent a set of rules which ensure that, when followed, civil aviation systems will not be negatively affected by low power audio PMSE systems.

[bookmark: _Ref505954498][bookmark: _Toc506210825]Assignment process for PMSE use of the 960 to 1164 MHz band

PMSE users will book a frequency assignment through a web booking system. This system applies the SMRs in a tested software system, ensuring that frequency assignments are made in strict accordance with the SMRs.

The spectrum availability software tool which implements the SMRs is a business-critical model and is recorded on Ofcom’s Business Critical Model list. Business Critical Models (BCMs) are assured in line with the recommendations made in the Macpherson report, the review of quality assurance of Government analytical models [8]. Accordingly, Ofcom’s BCMs:

have appropriate quality assurance of their inputs, methodology and outputs in the context of the risks their use represents; 

are managed within a framework that ensures appropriately specialist staff are responsible for developing and using the models as well as quality assurance;

have a single Senior Responsible Owner (“Model SRO”) through its lifecycle, and clarity from the outset on how QA is to be managed. Key submissions using results from the model should summarise the QA that has been undertaken, including the extent of expert scrutiny and challenge; and

are included on the list of business-critical models

The PMSE user (likely to be the equipment supplier pre-booking frequency assignments for an event) specifies the location for their assignment from a database of known locations (or in some cases they may manually enter a specific postcode). Having entered the location, the system will confirm that the correct venue has been identified through a map display. 

The user is presented with a list of allowable frequencies, which are automatically calculated from the availability tool which applies the SMRs. This may be further limited depending upon the capabilities of the equipment the user has specified they are using and by existing PMSE frequency assignments which have been issued. 

The user will specify a date and duration for the assignment to be applied (on some occasions a time may also be specified). As shown in Appendix 2, Table 2, Ofcom estimates that approximately 90% of PMSE frequency assignments (for wireless microphones and in-ear monitors) on any given day are long-term (greater than 300 days), fixed assignments (i.e. fixed installations in studios and theatres). However, it is noted that some PMSE assignments may be for a single day or a few hours in duration.

Once the constraints are determined, a licence specifying the frequency, location and timeframe is generated and emailed to the user (presenting them with an additional opportunity to check the constraints are correct). The system will also display a ‘splash screen’ (a prominent notice, developed with the CAA’s input, to appear on screen to reinforce the importance of operating in accordance with the licence, and of notifying Ofcom if licensees encounter interference on correctly assigned frequencies).

On the above basis, this safety assurance case makes the following claim:

A.	The SMRs, when correctly applied, ensure that the use of the 960-1164 MHz band by PMSE users is safe for civil aviation, and furthermore the risk is reduced As Low As Reasonably Practicable (ALARP).

This claim is supported by the following arguments:

[bookmark: _Ref486386540]A.1.	The SMRs are agreed between Ofcom and the CAA and have been developed with suitable testing and stakeholder consultation to ensure they are a complete and consistent set of rules.

The SMRs include suitable protections for frequency sharing:

[bookmark: _Ref486386547]A.2.	The agreement includes the interference thresholds, protection criteria, guard bands at 1030 and 1090 MHz and above 1154 MHz and the modelling approach required to minimise the risk of harmful interference to incumbent aeronautical systems in the 960 – 1164 MHz band. 

In addition to the spectrum guard bands, fixed geographical constraints have been placed:

[bookmark: _Ref490060889]A.3.	To provide enhanced protection to systems receiving on 1090 MHz a set of exclusion zones have been agreed with the CAA for different frequency separations. These are applied in the SMRs.

It is Ofcom’s responsibility to implement the SMRs to derive spectrum availability in the band 960 – 1164 MHz for PMSE: 

[bookmark: _Ref486386560]A.4.	Ofcom is a suitably qualified and experienced agency to undertake implementation of SMRs and manage the data and systems associated with it. 

Under these rules Ofcom will clearly identify what spectrum can and cannot be used for each location/venue and for which a WT Act licence can be granted. The parameters and data upon which this identification is made will be subject to change on advice from, and with the agreement of, the CAA, to ensure that it remains up-to-date with any changes in the aviation context: 

[bookmark: _Ref486386568]A.5.	The CAA will inform Ofcom, in a timely fashion, of any information relating to changes in aeronautical use of frequency which affect the 960-1164 MHz band.

Access to the spectrum will be authorised on a coordinated licensed basis which will be location, frequency and time/date specific for that particular assignment: 

[bookmark: _Ref486386576]A.6.	Any unauthorised use is an offence and Ofcom can take enforcement against anyone operating otherwise than in accordance with the appropriate licence.

For each specific venue and with the latest data on the aeronautical system (therefore effectively, for each licensed assignment), all channels deemed to exceed interference thresholds for DMEs are excluded (this includes both interference against interrogations at the ground station and replies at the aircraft). The methodology and examples of analysing potential interference are provided in [4]. 

Ofcom anticipate performing monitoring of the 960-1164 MHz band at events using PMSE equipment to ensure no unauthorised transmissions are taking place. This is a periodic activity and is not expected to occur at every event utilising PMSE equipment:

[bookmark: _Ref486386581]A.7.	Ofcom will perform periodic monitoring of the 960-1164 MHz band at PMSE events to ensure conformance with the SMRs.

It is additionally noted that the SMRs do not prescribe limits of operation on aeronautical systems and services.

[bookmark: _Toc506210826]Intended mitigations

Table 1, below, summarises the spectrum used by existing 960-1164 MHz systems, and the primary mitigation proposed to avoid interference by PMSE equipment.



		[bookmark: _Ref484448247][bookmark: _Toc509932782]Existing Technology

		Frequency

		Primary proposed mitigation



		SSR

		1030/1090 MHz

		±15 MHz guard band



		ACAS

		1090 MHz

		As SSR



		WAM

		1030/1090 MHz

		As SSR



		ADS-B

		1090 MHz

		As SSR



		VOR

		100 MHz band

		Not affected/not applicable



		DME

		960-1215 MHz

		Geographical restrictions (see below)



		TACAN

		962-1214 MHz

		In the UK there are no TACAN systems currently approved to provide a civil air navigation service, therefore TACAN is not assessed in this safety assurance case. Ofcom and MOD agreed that TACAN is sufficiently similar to DME as to be considered the same in terms of compatibility rules and will be protected with geographical restrictions as for DME.[footnoteRef:9] [9:  In accordance with the guidance in ACP 190, air-to-air TACAN assignments can be superimposed on top of other ground-based TACAN and DME assignments and therefore PMSE assignments do not need to consider the presence of air-to-air TACAN.] 




		GNSS

		1164 MHz and above

		10 MHz guard band



		JTIDS

		969-1206 MHz

		Military system – out of scope of this assessment.



		UAT

		Not used in UK

		Not in scope of this safety assessment



		LDACS

		960-1164 MHz

		Not in scope as it is not a current technology. Spectrum management will need to be addressed at a future time when there is greater clarity on L-DACS introduction  







Table 1: Primary mitigation for interference into 960-1164 MHz systems

[bookmark: _Toc506210827]Identified safety requirements 

The requirements which have been identified within the system description and relating to safety (sometimes referred to as success case safety requirements), are listed below. These are in addition to the system design referenced above. These requirements have been identified as crucial to the arguments made in this safety assurance case, but not otherwise recorded in the SMRs.

[bookmark: _Ref486386686]R.1.	Frequency assignment shall be conducted through an automated tool only (not manually). This is currently the case in other spectrum bands allocated for PMSE use.

[bookmark: _Ref486386692][bookmark: _Ref490060917]

R.2.	The automated tool shall be subject to quality assurance procedures (i.e. in accordance with Ofcom’s QA framework for Business-Critical Modelling) prior to it being put into use. This is currently the case in other spectrum bands allocated for PMSE use.



[bookmark: _Ref486386697]R.3.	Any updates to the spectrum assignment tool shall be made in accordance with Ofcom’s QA framework for Business-Critical Modelling, i.e. that appropriately specialist staff are responsible for developing and using the models.



[bookmark: _Ref486386706]R.4.	The system shall separately (from the web tool interface) email any licence granted to the user (giving a further, independent opportunity to check information is correct). This is currently the case in other spectrum bands allocated for PMSE use.

[bookmark: _Toc534367074]Failure case

Overview

The following sub-sections identify and assess the potential effects which PMSE use could theoretically cause to ARNS CNS systems. They are organised by the ARNS CNS system. Note that where no hazard is identified, the rationale is recorded.

As the impact on aviation of interference with aviation systems is the same regardless of cause[footnoteRef:10], the hazards identification and risk evaluation have been based on that of the JTIDS safety case [5]. The hazard objectives set by the CAA in the JTIDS safety case [5], take into consideration the severity and likelihood of the hazard consequences, given that the hazard has occurred. [10:  For example, loss of a DME for a given period of time will have the same effect regardless of whether it is caused by PMSE, JTIDS, or equipment failure within the aviation system itself.] 


Based on this assessment, this safety assurance case makes the following claim:

[bookmark: _Ref486386777]B.	In the case of failure to correctly apply the SMRs, the risk posed to civil aviation by PMSE use of the 960-1164 MHz band remains acceptably safe.

[bookmark: _Ref486354742][bookmark: _Toc506210830]ARNS

[bookmark: _Toc506210831]SSR/WAM/ADS-B/TCAS

Hazard identification

The SMRs [4], state a ±15 MHz guard band to protect services operating on the 1030 and 1090 MHz channels. Additionally, the SMRs include a 10 MHz guard band to protect adjacent GNSS systems, meaning a guard band is in place from 1154 MHz. This rule (agreed with the CAA) when applied ensures that civil aviation operations remain safe in the presence of PMSE equipment. 

Failure to respect these guard bands could result in the potential interference with several safety critical, civilian aviation surveillance systems. Therefore, the following hazard has been identified.

[bookmark: _Ref486188912]Interference with 1030/1090 MHz systems

[bookmark: _Ref490126896]Risk assessment

The JCSys testing [7] recommended that PMSE should not be operated within ±10 MHz of 1030 MHz or 1090 MHz. This will remove the potential impact of PMSE on the surveillance services operating on these frequencies (see paragraph 14.2.1 of [7]). Following public consultation and review of ICAO SARPS and minimum operational performance standards, guard bands of ±15 MHz were agreed by the CAA and Ofcom. There are a number of safety critical civil aviation systems at 1030/1090 MHz, and it has therefore been agreed that credible interference with 1030/1090 MHz systems could not be tolerated. 

The analysis of failure modes indicates a probability of 7.2E-13 per PMSE task. Annex A5 shows that even if it is assumed that every day is a peak, this would represent less than 350,000 frequency assignments per year. 

[bookmark: _Hlk489475954]This results in a probability of PMSE failure resulting in interference with a 1030/1090 MHz system of 2.5E-7 per year (350,000 frequency assignments each with a probability of 7.2E-13 of resulting in interference with 1030/1090 MHz systems). 

The above is also true for GNSS since it has the same protections in the PMSE system, i.e. that PMSE equipment is prevented from tuning to the guard band above 1154 MHz. Whilst there is no official definition of a probability low enough to infer ‘non-credible’, it is argued that the figure above represents a non-credible risk, therefore this safety assurance case argues that:

[bookmark: _Ref489453122]B.1.	The probability of failure modes which may cause interference with 1030/1090 MHz systems is so low that it is considered non-credible and therefore further analysis (event analysis) is not required.

[bookmark: _Toc506210832]VOR/DME

Hazard identification

As described in Annex A2, VORs operate in a separate frequency range (outside of that which PMSE devices will be capable of transmitting on), and therefore this safety assurance case argues that:

[bookmark: _Ref486386818]B.2.	There is no credible risk posed to VOR operations.

DMEs occupy frequencies which will be made available to PMSE users. Therefore, DMEs could potentially suffer from interference from PMSE equipment. 

As identified within the JTIDS safety case [5], there are two possible hazards which relate to interference with DMEs:

[bookmark: _Ref485933053]Loss of DME facility (including detected corruption and delay)

[bookmark: _Ref485933076][bookmark: _Ref486189721]Undetected corruption of a DME facility

The JCSys test report [7], identified cases where a false lock was achieved (corruption) in a DME interrogator. These cases were only when the DME system was operating outside its specification (received signal below requirements). Furthermore, the resulting distance indication was not credible (alternating between 0 and 400 NM, when the actual distance should have been 200 NM). As a result, undetected corruption is not considered credible. This was also argued in the JTIDS safety case [5].

Therefore, only H2 is considered to be credible.

[bookmark: _Ref486386825][bookmark: _Hlk486188466]B.3.	Interference from PMSE equipment has the potential to cause loss or detected corruption in the DME system but would not cause undetected corruption.

[bookmark: _Ref489475231]Risk assessment

[bookmark: _Hlk489266695]As described above, only H2 Loss of DME facility (including detected corruption and delay) is considered to be credible, and therefore only H2 is subject to further risk assessment. 

The most stringent maximum permissible rate for H2 is one occurrence 1E-6 per DME operational hour. This was provided by the CAA in the JTIDS safety case [5], and accounts for other top-level hazard causes. It is noted that due to the age of the JTIDS safety case, this target provided by the CAA assumed that DMEs were the only source of navigation aid. However, this is no longer the case with the increasing use of GNSS navigation by civil and commercial air traffic. Given this increasing use of GNSS, DME is often not the only source of positioning data used by aircraft, therefore the target (1E-6 per DME operational hour) is considered to be conservative, and the true system will therefore include additional safety margin.  

Converting from DME operational hours to PMSE tasks gives a maximum permissible rate of 5.2E-6 per PMSE task (configuration and or deployment of PMSE device). Full details of this calculation are provided in Annex A5. Note the target risk only applies in the case where an aircraft does not use GNSS and is reliant solely on DME. This safety assurance case assumes the worst case (all aircraft reliant solely on DMEs) and therefore is considered a conservative approach.

The potential risk of PMSE tasks leading to ‘Loss of DME facility’ (including detected corruption and delay) has been assessed as 1.0E-7 per PMSE task, the analysis is described fully in Annex A4. Therefore, it is argued that:

[bookmark: _Ref489453128]B.4.	The risk of PMSE use of 960-1164 MHz frequency range causing loss of DME facility (including detected corruption and delay) is acceptably safe.

[bookmark: _Toc506210833]GNSS

Since the use of L5/E5a GNSS (the part of GNSS spectrum which is adjacent to the proposed frequency range for PMSE use) is not currently certified for aviation, and no civil aviation operational procedures exist with dependency, but it is known that work is actively underway to develop standards for the use of L5 GNSS signals within civil aviation.

A guard band of 10 MHz is implemented within the SMRs [4] (paragraph 3.2) to protect potential GNSS applications operating above 1164 MHz, and the following hazard has been identified.

[bookmark: _Ref486189704]Interference with GNSS systems

As the PMSE system design for this guard band is functionally identical to the 1030/1090 MHz guard bands, the risk assessment of this hazard is included within the assessment of H1, and consequentially it is argued that:

[bookmark: _Ref489453242]B.5.	The probability of interference with GNSS systems adjacent to the allowable band (960-1164 MHz) is so low that it is considered non-credible.

[bookmark: _Toc506210834]JTIDS

As noted in section 4, the effect on JTIDS (or other military systems) by PMSE users is out of scope of this safety assurance case. However, it is noted that many of the arguments made in relation to civil aviation systems would equally apply. In the specific case of JTIDS, this would be further mitigated by the JTIDS system design and operation (specifically JTIDS’ frequency hopping capabilities).

[bookmark: _Toc506210835]UAT 

As noted in section 4, UAT is not in use in the UK and PMSE to UAT compatibility tests have not been performed. Consequently, acceptance criteria have not been defined for UAT and is therefore not in scope of this safety assessment. 

It should be noted that any change to this situation would require this safety assurance case being revisited. This is also true of any other, as yet unknown, future systems. It is therefore argued that: 

[bookmark: _Ref486386832]B.6.	The safety assurance case is not valid in the presence of UAT, and shall be revisited if, and when, UAT technology is planned for deployment within the UK.

[bookmark: _Toc506210836]LDACS

Since the system is not defined, there are no rules applied in respect of this technology. There is therefore no success or failure case to assess. In the event of development of this technology, this safety assurance case will need to be revisited in accordance with the agreed processes and procedures for maintaining the SMRs and their application [2]. It is therefore argued that:

[bookmark: _Ref486386837]B.7.	The safety assurance case is not valid in the presence of LDACS, and shall be revisited if, and when, LDACS technology reaches a mature definition.

[bookmark: _Toc506210837]Mitigations, requirements and recommendations

[bookmark: _Toc506210838]Identification of requirements

Annex A4 describes, in detail, the likelihood assessment which has been undertaken. This was based upon fault tree analysis. The fault tree analysis itself is based upon the use cases captured in Annex A3 together with consultation with PMSE stakeholders (both prior to and during the safety assurance case development).

It is important to note that the failure case analysis is predicated on the following assumptions, which if not met, would invalidate this safety assurance case:

[bookmark: _Ref486386951]ASM1.	PMSE users who will be licenced to use 960-1164 MHz band PMSE equipment are expert users, belonging to highly professional and reputable organisations.



[bookmark: _Ref486386958]ASM2.	PMSE equipment in the 960-1164 MHz band has to comply with the Radio Equipment Directive and this is typically achieved through applying the relevant ETSI harmonised standard.

[bookmark: _Ref486386962][bookmark: _Ref490061075]

ASM3.	The peak number of PMSE frequency assignments authorised[footnoteRef:11] in the 960-1164 MHz band is in the order of 945 per day. [11:  Assignments operating will typically be much fewer than the number of assignments authorised as assignments will not be concurrently operating or be in continuous use.] 


[bookmark: _Ref486386970]

ASM4.	Reputational damage due to event failures[footnoteRef:12], together with monitoring performed by Ofcom, provides sufficient incentive to ensure PMSE users take due care in complying with licences (i.e. for a PMSE user the potential severity of a failure to comply with SMRs would be equivalent to CAP 760 ‘Serious Incidents’ [3] due to the reputational damage it would cause them). [12:  See Appendix 2.] 


[bookmark: _Ref486386975]

ASM5.	As detailed in the report on PMSE wireless microphone development in the band 960-1164 MHz[footnoteRef:13], some manufacturers considered that there would be a price premium on equipment in this band (compared to currently available equipment) to amortise the costs of development and new product introduction. Also, additional infrastructure, such as antennas and radio frequency distribution systems, will need to be developed and deployed further increasing costs. Therefore, it is assumed that only those users who need additional spectrum (e.g. large events and professional users) are likely to acquire them and will be aware of the commercial and technical issues.[footnoteRef:14] [13:  Document P1867A-R-005 v2.4 carried out by Cambridge Consultants Ltd on behalf of Ofcom.]  [14:  Interviews with equipment manufacturers indicate that there is limited interest in producing the equipment and the business case for doing so is not yet clear. Potential users have indicated that only the largest events will require them, meaning that the potential market for such devices is relatively small.] 


[bookmark: _Ref486386914]

ASM6.	PMSE users will continue to operate sufficient security to prevent unauthorised persons using PMSE devices. This includes the disposal of equipment as equipment is typically held until failure to maximise the return of investment. In responses to Ofcom’s 2017 consultation on funding support for PMSE equipment owners that have to vacate the 700 MHz band, stakeholders stated that:

the resale value of PMSE equipment diminishes quickly;

professional users are reluctant to buy second hand equipment; and

there is no established market for second-hand PMSE equipment.

To support arguments B.1 and B.5 the following requirement has been identified:

[bookmark: _Ref489453967]R.5.	PMSE equipment shall prevent users from selecting frequencies within the 1030/1090 MHz and GNSS guard bands.

To support the argument B.4 the following requirements were identified:

[bookmark: _Ref486386908]R.6.	The licence tool user shall be prompted to confirm they have correctly selected location, via an independent view (i.e. using an independent/alternative view not by simply showing the same address or venue name), during licence application.

[bookmark: _Toc534367075]Safety argument summary

This section summarises the key elements of the safety argument into a single list for the convenience of the reader. Everything here is described fully above or in the following annexes.

The claim is made that:

A.	The SMRs, when correctly applied, ensure that the use of the 960-1164 MHz band by PMSE users is safe for civil aviation, and furthermore the risk is reduced As Low As Reasonably Practicable (ALARP).

This is supported by the following arguments:

A.1.	The SMRs are agreed between Ofcom and the CAA and have been developed with suitable testing and stakeholder consultation to ensure they are a complete and consistent set of rules.



A.2.	The agreement includes the interference thresholds, protection criteria, guard bands at 1030 and 1090 MHz and above 1154 MHz and the modelling approach required to minimise the risk of harmful interference to incumbent aeronautical systems in the 960 – 1164 MHz band.



A.3.	To provide enhanced protection to systems receiving on 1090 MHz a set of exclusion zones have been agreed with the CAA for different frequency separations. These are applied in the SMRs.



A.4.	Ofcom is a suitably qualified and experienced agency to undertake implementation of SMRs and manage the data and systems associated with it.



A.5.	The CAA will inform Ofcom, in a timely fashion, of any information relating to changes in aeronautical use of frequency which affect the 960-1164 MHz band.





A.6.	Any unauthorised use is an offence and Ofcom can take enforcement against anyone operating otherwise than in accordance with the appropriate licence. [footnoteRef:15] [15:  The maximum penalty varies depending on the specific offence committed, where in the UK it is committed and whether it is tried by a Magistrates Court or in the Crown Court, but both imprisonment and large fines are possible. See section 35 of the Wireless Telegraphy Act for more information.] 




A.7.	Ofcom will perform periodic monitoring of the 960-1164 MHz band at PMSE events to ensure conformance with the SMRs.

These arguments are further supported by the requirements described in the SMRs [4], and the following additional safety requirements:

R.1.	Frequency assignment shall be conducted through an automated tool only (not manually). This is currently the case in other spectrum bands allocated for PMSE use.



R.2.	The automated tool shall be subject to quality assurance procedures (i.e. in accordance with Ofcom’s QA framework for Business-Critical Modelling) prior to it being put into use. This is currently the case in other spectrum bands allocated for PMSE use.



R.3.	Any updates to the spectrum assignment tool shall be made in accordance with Ofcom’s QA framework for Business-Critical Modelling, i.e. that appropriately specialist staff are responsible for developing and using the models.



R.4.	The system shall separately (from the web tool interface) email any licence granted to the user (giving a further, independent opportunity to check information is correct). This is currently the case in other spectrum bands allocated for PMSE use.

The further claim is made that:

B.	In the case of failure to correctly apply the SMRs, the risk posed to civil aviation by PMSE use of the 960-1164 MHz band remains acceptably safe.

This is supported by the following arguments:

B.1.	The probability of failure modes which may cause interference with 1030/1090 MHz systems is so low that it is considered non-credible and therefore further analysis (event analysis) is not required.



B.2.	There is no credible risk posed to VOR operations.



B.3.	Interference from PMSE equipment has the potential to cause loss or detected corruption in the DME system but would not cause undetected corruption.



B.4.	The risk of PMSE use of 960-1164 MHz frequency range causing loss of DME facility (including detected corruption and delay) is acceptably safe.



B.5.	The probability of interference with GNSS systems adjacent to the allowable band (960-1164 MHz) is so low that it is considered non-credible.



B.6.	The safety assurance case is not valid in the presence of UAT, and shall be revisited if, and when, UAT technology is planned for deployment within the UK.



B.7.	The safety assurance case is not valid in the presence of LDACS, and shall be revisited if, and when, LDACS technology reaches a mature definition.

These arguments are further supported by the following requirements:

R.5.	PMSE equipment shall prevent users from selecting frequencies within the 1030/1090 MHz and GNSS guard bands.



R.6.	The licence tool user shall be prompted to confirm they have correctly selected location, via an independent view (i.e. using an independent/alternative view, not by simply showing the same address or venue name), during licence application.

Finally, the safety argument is predicated on the following assumptions:



ASM1.	PMSE users who will be licenced to use 960-1164 MHz band PMSE equipment are expert users, belonging to highly professional and reputable organisations.



ASM2.	PMSE equipment in the 960-1164 MHz band has to comply with the Radio Equipment Directive and this is typically achieved through applying the relevant ETSI harmonised standard.



ASM3.	The peak number of PMSE frequency assignments authorised in the 960-1164 MHz band is in the order of 945 per day.



ASM4.	Reputational damage due to event failures, together with monitoring performed by Ofcom, provides sufficient incentive to ensure PMSE users take due care in complying with licences (i.e. for a PMSE user the potential severity of a failure to comply with SMRs would be equivalent to CAP 760 ‘Serious Incidents’ [3] due to the reputational damage it would cause them).



ASM5.	As detailed in the report on PMSE wireless microphone development in the band 960-1164 MHz, some manufacturers considered that there would be a price premium on equipment in this band (compared to currently available equipment) to amortise the costs of development and new product introduction. Also, additional infrastructure, such as antennas and radio frequency distribution systems, will need to be developed and deployed further increasing costs. Therefore, it is assumed that only those users who need additional spectrum (e.g. large events and professional users) are likely to acquire them and will be aware of the commercial and technical issues.



ASM6.	PMSE users will continue to operate sufficient security to prevent unauthorised persons using PMSE devices. This includes the disposal of equipment as equipment is typically held until failure to maximise the return of investment. In responses to Ofcom’s 2017 consultation on funding support for PMSE equipment owners that have to vacate the 700 MHz band, stakeholders stated that:

the resale value of PMSE equipment diminishes quickly;

professional users are reluctant to buy second hand equipment; and

there is no established market for second-hand PMSE equipment.



References

[1] 	Ofcom, “Consultation on future use of the 700 MHz band - Cost-benefit analysis of changing its use to mobile services,” 2014.
[2] 	CAA and Ofcom, “Processes and procedures for maintaining the SMRs and their application,” 2018.
[3] 	CAA, “CAP 760 Guidance on the Conduct of Hazard Identification, Risk Assesssment and the Production of Safety Cases,” www.caa.co.uk, 2010.
[4] 	Ofcom, “Spectrum Management Rules (as agreed between Ofcom and CAA),” www.ofcom.org.uk, 2017.
[5] 	MoD and CAA, “JTIDS/MIDS MOD/CAA Frequency Clearance Agreement SMS Part 3: Baseline Safety Case for Aeronautical Radio CNS Systems,” MoD and CAA, 2013.
[6] 	ECC, “ECC Report 204 - Spectrum use and future requirements for PMSE,” 2014.
[7] 	JCSys, Test Report for the Coexistence of PMSE with Aeronautical Services in the Band 960-1164 MHz, 2015. 
[8] 	HM Treasury, “Review of quality assurance of Government analytical models,” 2013.
[9] 	CAA, “CAP 670 Air Traffic Services Safety Requirements,” www.caa.co.uk, 2014.
[10] 	Ofcom and CAA, “Ofcom/CAA joint communication on PMSE sharing in the 960-1164 MHz band,” www.ofcom.org.uk, 2016.
[11] 	Ofcom, “New Spectrum for Audio PMSE - consultation,” www.ofcom.org.uk, 2015.






[bookmark: _Toc534367079]Detailed aviation system descriptions

Overview

This section provides more detailed descriptions of the various aviation systems that either are the subject of this safety assurance case (current civil aviation systems) or have some relevance to the safety assurance case (military aviation systems and potential future aviation systems). This is a supplement to section 4.

[bookmark: _Toc506210843]VOR/DME

[bookmark: _Ref489438031][bookmark: _Toc506210844]Technical

Very High Frequency (VHF) omnidirectional range (VOR) and Distance Measuring Equipment (DME) are aeronautical radio navigation technologies which enable an aircraft to calculate bearing (VOR) and distance (DME) from the ground station.

VOR operates in the VHF band and is therefore not affected by the change under safety assessment. They are identified within this safety assurance case as many of the UK’s DMEs are collocated VOR/DMEs, and often used in combination with DMEs. Similarly, a great many of the UK’s DME’s are collocated with Instrument Landing Systems (ILS), which are also unaffected by this change.

DMEs operate within the portion of the ARNS band has been made available to PMSE. They are the systems most likely to be affected by the change.

DME is a transponder-based navigation technology, it enables an aircraft to accurately measure the direct distance between the aircraft and a DME ground station (slant-range). The aircraft will interrogate a ground station with a series of pulses, and the ground station replies with its own set of pulses, after a precisely timed (and specified) delay. The aircraft then measures the time to receive a response and calculates its distance from the ground station.

Each aircraft uses its own sequence of pulses, and the ground station replies with a matching sequence, so that the aircraft can be certain it is measuring the time for replies to its interrogations only. There is a more intensive interrogation rate as the aircraft acquires the ground station, which is lowered when the aircraft has ‘locked on’.

The key characteristics of DME’s (from the perspective of this safety assurance case) are:

126 channels for interrogation, and 126 channels for reply, spaced at 1 MHz intervals, between 962 MHz and 1215 MHz.

Interrogations and replies separated by 63 MHz.

Two operational channel types (X and Y) – both use the same interrogation frequency, but different reply frequencies.

Interrogation pulse spacing of 12 µS and 36 µS (X and Y respectively).

Reply pulse spacing of 12 µS and 30 µS (X and Y respectively).

50 µS nominal delay between interrogation and replies.

DME beacons typically have transmit at around 100 W (terminal) or 1 kW (en-route).

Aircraft interrogators transmit between 50 W and 250 W.

Receiver sensitivity -95 dBm (ground station) and -84 dBm (aircraft).

Accuracy of DME/N is 0.183 NM + 1.25% of the distance (ICAO Annex 10 Volume 1, paragraph 3.5.4.5).

Serve up to 200 aircraft.

[bookmark: _Toc506210845]Operational

The use of the DME depends upon the equipment on-board the aircraft. It can be a stand-alone instrument, combined with other instruments (such as VOR), or part of an integrated electronic navigation display. However, in all cases, the use of DME is to identify the distance between the aircraft and the ground station.

Depending on the phase of flight, DMEs are used in different ways: 

In the en-route phase, the pilot is employing Area navigation (RNAV) principles to navigate between two fixed points on the earth’s surface. Typically, location information is built up from various sources including Inertial Reference Systems, updated by radio navigation aids (VOR/DME, DME/DME or GNSS). Where there is adequate ground infrastructure, RNAV 5 (meaning keeping with ±5 NM of the reported position or better 95% of the flight time) can apply when using DME/DME or VOR/DME area navigation.

When approaching an aerodrome, an instrument approach procedure up to the final approach fix may be used. This will use RNAV 1 or 2, based on DME/DME (not VOR/DME) and can only apply if there is adequate ground infrastructure. This is specified on a per procedure basis, and GNSS is typically used where ground infrastructure is insufficient. As part of pre-flight planning, the pilot should check for Notice to Airmen (NOTAMs) on the availability of critical DMEs if they are planning to use this technique. Furthermore, they should assess their capability to navigate in the case of failure of a critical DME while airborne.

Interference with a DME signal, such that the number of interrogation replies received falls below the required level, results in no measurement output from the given DME. Corrupted signal could result in an incorrect measurement being output, although the probability of this being credible is limited, as large changes in the measurement would not be credible.

The result in presentation to the pilot depends upon the sophistication of systems being used. The simplest allow a single DME to be tuned to, and display, the current distance only. More complex systems utilise DME as an input to the Flight Management System (FMS). In this case the system may use more than one DME at a time, and as part of multiple other navigation system inputs. In this case, the result of failure of an individual DME input is much harder to define, but considerably mitigated by other sources.

In terms of safety impact, the use of DME at top of descent is considered the most critical. This is because the aircraft may be relying on the DME to compute its descent fix. If it loses the DME input it would then delay the descent, which would require a higher than optimal descent rate or failure to achieve operational constraints (e.g. sector coordination).

It is important to note that use of GNSS for aviation navigation is increasing owing to its ubiquity, accuracy and that it does not require ground infrastructure (other than when using SBAS). From a safety perspective interference with DMEs would be mitigated by GNSS, however this has not been taken into account in this safety assurance case (i.e. the safety assurance case assumes the worst case that an aircraft is solely reliant on DME for navigation).

[bookmark: _Toc506210846]TACAN

Tactical Air Navigation (TACAN) is a military navigation system that operates in the L-Band 962-1214 MHz to provide bearing and slant-range distance to aircraft. The airborne equipment comprises an interrogator transmitter/receiver that establishes slant-range distance using an identical technique to DME, but the receiver also contains a demodulator circuit to calculate bearing based on the phase difference between groups of amplitude-modulated reference pulses.

For Air-to-Ground TACAN, the slant-range element uses an identical frequency plan, reply delay and signal-in-space characteristic as DME. Therefore, the two systems are fully compatible. A DME interrogator can receive slant-range information by interrogating a TACAN beacon and vice versa. However, in the UK there are no TACAN systems currently approved to provide a civil air navigation service.

As noted in Table 1 (section 4), in accordance with the guidance in ACP 190, air-to-air TACAN assignments can be superimposed on top of other ground-based TACAN and DME assignments and therefore PMSE assignments do not need to consider the presence of air-to-air TACAN.

The key characteristics for consideration in this safety assurance case are:

Identical frequency usage to DME within the 960-1164 MHz frequency band.

Not in use for civilian air navigation services.

In the UK there are no TACAN systems currently approved to provide a civil air navigation service, therefore TACAN is not assessed in this safety assurance case. However, Ofcom, CAA and MoD agreed that TACAN is sufficiently similar to DME as to be considered the same in terms of compatibility rules and will be protected with geographical restrictions as for DME.

[bookmark: _Toc506210847]Aviation Surveillance context

[bookmark: _Toc506210848]Overview

In addition to navigation, there are a number of surveillance technologies used within aviation that operate in the 960-1164 MHz band. These systems all operate with 1030 MHz transmissions from ground systems (received in the air) and 1090 MHz transmissions from the airborne systems (received in the air and on the ground).

There are also several technologies which operate outside this band, but they are not described here as they are not affected by the change under assessment.

[bookmark: _Toc506210849]SSR

Secondary Surveillance Radars (SSR) are transponder-based surveillance systems, used by Air Traffic Control (ATC) to detect and measure the position of aircraft. The ground station periodically interrogates aircraft at a frequency of 1030 MHz. This is performed through a rotating antenna. When an aircraft’s transponder receives the interrogation, it will reply with the requested data on a frequency of 1090 MHz. The ground station processes the reply and outputs the decoded data to the surveillance processing system (which may be anything from a simple display to a multi-source tracker) and is ultimately provided to ATC users.

The range of the aircraft is determined from the round-trip-timing delay between the interrogation and reply. The aircraft azimuth is determined essentially from the direction of the antenna when the replies are received.

Most modern SSRs are Mono-pulse Radars (MSSR) as opposed to the older sliding window type. They use a Large Vertical Aperture (LVA) antenna comprising a series of independently fed vertically-polarised dipoles. A MSSR derives the aircraft azimuth by measuring the phase difference at each dipole element. This gives a significant improvement in azimuth accuracy and allows the MSSR to theoretically calculate the aircraft position from a single reply. This technology enabled interrogation rates to be reduced thereby reducing the amount of mutual interference.

There are two types of SSR in operation, Mode A/C and Mode S, with Mode S being the newer type, which is largely replacing Mode A/C. The key characteristics of SSRs for this safety assurance case are:

Transmission and reception on 1030 MHz and 1090 MHz.

200-300 interrogations per second for Mode A/C, and around 50 for Mode S.

Ground station transmission power is typically in the kW range, with peak pulse power up to 9 kW.

Airborne transponders typically transmit in the range of 125 W to 500 W (peak pulse at the antenna), although transponders used solely below FL150 can use 70 W.

Mode-S transponders (on board aircraft) also transmit a regular unsolicited reply (1090 MHz). These come in two forms: 

acquisition squitter, a source for Airborne Collision Avoidance Systems (ACAS) and Wide Area Multilateration systems (WAM), and, 

extended squitter, which contains additional data used by surveillance systems (in particular Automatic Dependent Surveillance-Broadcast [ADS-B]).

It is noted that with low power transponders under consideration, and the rise of Unmanned Aircraft Systems (UAS), the future of this surveillance technology, particularly ADS-B, could potentially grow substantially. 

[bookmark: _Toc506210850]Wide Area Multilateration

In addition to SSRs, there are a number of technologies which operate using 1030 and 1090 MHz. These systems are interoperable but offer different surveillance solutions within aviation.

Multilateration (MLAT) is a surveillance technology that identifies and locates aircraft by computing the Time Difference of Arrival (TDOA) of a transmission from the aircraft’s transponder at a number of receivers. As with SSRs the technology relies upon the aircraft’s transponder to receive a signal (unlike primary radar) but calculates the position of the target independently. Unlike SSRs, MLAT systems can also identify an aircraft’s altitude.

Another advantage of MLAT is that it does not rely upon precise response times from the aircraft’s transponder in order to calculate its position. The system effectively operates as a simultaneous equation, the solution provides the aircraft’s position within a given error margin (the more lines in the equation the more accurate the result, limited by the precision of time synchronisation across the receivers).

MLAT systems in operation today use 1090 MHz aircraft transmissions and may be used at an airport level or over a wide area, referred to as Wide Area Mulitlateration (WAM). When used at an airport the system is used for monitoring aircraft on the ground as well as in the air, which infers a different antenna gain pattern. Within the UK there is a WAM system in the North Sea, but more frequently MLAT is used at the airport level (although often incorporating wider area surveillance). Other countries (such as Norway and Austria) have country-wide en-route WAM systems, and it is possible that the UK may adopt further WAM systems in future.

WAM may be active or passive but generally some level of active interrogation occurs. Passive WAM systems are advantageous in terms of spectrum use but therefore rely on other interrogation sources or ADS-B/TCAS. An active WAM system generally interrogates at a relatively low rate from an omni-directional or sectored antenna system, but supplements this by passive reception of transponder surveillance and Automatic Collision Avoidance System replies and acquisition or extended squitter transmissions. WAM interrogations can be Mode A/C format, Mode S “roll-call”.

The electrical characteristics of WAM receiver systems are likely to vary depending on the specific role of the system. However, a set of typical values are as follows:

Typical receiver minimum triggering level: –80 dBm.

Typical receiver MTL for extended range: –85 dBm.

Receive antenna gain up to: 14 dBi.

Antenna typically omnidirectional.

Transmission power ~150 W for MLAT.

WAM receivers are also able to decode Mode S and ADS-B transmissions.

[bookmark: _Toc506210851]Automatic Dependent Surveillance – Broadcast

Automatic Dependent Surveillance – Broadcast (ADS-B) is a technology which allows aircraft to provide their position (and other) information to outside parties (typically air traffic management or other aircraft). The position information is calculated on-board the aircraft, with GNSS being a significant source.

The technology is automatic in the sense that it requires no external or pilot input – the system transmits messages periodically. It is dependent upon the aircraft’s navigation systems. The transmissions are broadcast to all potential receivers, rather than on a one-to-one basis (e.g. SSR replies).

Transmissions are on 1090 MHz for ADS-B Mode S ES (or 978 MHz for ADS-B UAT).

There are also plans for the use of space-based assets for receiving ADS-B transmissions. In the context of this safety assessment: PMSE will not interfere with space-based ADS-B reception due to the geometry and transmission powers involved (PMSE transmit at much lower power and will not be functionally closer to the satellites than the aircraft).

For certain aircraft ADS-B compliance is mandated in Europe under Regulation (EU) No 1207/2001. ADS-B equipage is also mandatory in Australia and will be within the US by 2020.

[bookmark: _Toc506210852]Airborne Collision Avoidance System / Traffic Collision Avoidance System

An airborne collision avoidance system (ACAS) operates independently of ground-based equipment and air traffic control in warning pilots of the presence of other aircraft that may present a threat of collision. If the risk of collision is imminent, the system initiates a manoeuvre that will reduce the risk of collision.

ACAS II is an aircraft system based on SSR transponder signals. ACAS II interrogates the Mode C and Mode S transponders of nearby aircraft ('intruders') and from the replies tracks their altitude and range and issues alerts to the pilots, as appropriate. Non-transponding aircraft are not detected.

TCAS (Traffic Alert and Collision Avoidance System) is a specific implementation of the ACAS (Airborne Collision Avoidance System) concept.

[bookmark: _Toc506210853]JTIDS

JTIDS is a military aviation communication system, which operates in the 960-1164 MHz band, specifically between 960 and 1215 MHz.

JTIDS operates with several Interference Protection Feature (IPF), which are designed to prevent a JTIDS system from interfering with civil 960-1164 MHz systems. These are principally focussed on ensuring the 1030/1090 MHz guard bands are observed, and that the equipment is not exceeding any of its design thresholds (including transmit power and time, frequency use and pulse width). These features are performed by JTIDS terminals’ Built-In-Test (BIT) capability which runs tests at start-up, during operation and on user demand.

Finally, the use of JTIDS is controlled via an off-line Network Design process. This ensures that the ‘network load’ is balanced enabling each platform to fulfil its operational mission. This also ensures conformance with the Frequency Clearance Agreement between the MoD and the CAA.

[bookmark: _Toc534367080]Use cases

[bookmark: _Toc506210855]Ofcom activities

[bookmark: _Toc506210856]Management of SMRs

It is recognised that the SMRs and how they are applied will need to be refined and updated from time to time. This could be as a result of:

Changes to DME assignments and/or operational coverage areas either in the UK or in neighbouring countries;

Incorporating new technical information relating to compatibility between current incumbent aeronautical systems and PMSE; and

Incorporating compatibility criteria relating to the introduction of new aeronautical systems in the band.

The CAA and Ofcom are working together to develop a process and set of procedures for ongoing maintenance, updating and application of the SMRs. This will be of the form of a change management process and will identify the triggers for change and who is responsible for implementation and checking.

The CAA and Ofcom will jointly own the process with each having defined areas of responsibility, in accordance with the agreed processes and procedures for maintaining and the SMRs and their application [2]. The CAA will have responsibility for advising Ofcom that there is a change to DME assignments expected and therefore an updated version of COM3 data (the database of frequency assignments to radio navigation aids in the bands 108-118, 960-1215 and 5031-5091 MHz which the assignment tool uses to apply the SMRs) will need to be incorporated. Any changes will be subject to version control and verification before agreement. Update procedures will be agreed between the CAA and Ofcom.

[bookmark: _Toc506210857]Monitoring of frequency use at PMSE event

Ofcom attend a number of events every year to provide enhanced spectrum management services to the event and/or to carry out spectrum monitoring. Examples include Glastonbury, Reading Festival, Media City, Britain’s Got Talent, Rugby World Cup, G8 Summits, Royal Weddings, State funerals etc. (see Appendix 1).

Ofcom attendance is typically for the largest events and may cover the whole period or shorter visits during the event. The team has monitoring equipment, including spectrum analysers, and information on all the licences and frequency assignments which are assigned at the event. During the event, they will monitor the actual spectrum usage to ensure that it conforms to the licences. 

Unauthorised use of a wireless telegraphy station or apparatus (operating otherwise than in accordance with the terms and conditions of a licence) is an offence, against which Ofcom have the power to take enforcement action/prosecute. This is a process which Ofcom already undertakes, and no new process, competencies or equipment will be required to continue carrying out this responsibility under the proposed change.

In addition to Ofcom monitoring, the CAA and Ofcom have agreed that the CAA will conduct its own monitoring activities where appropriate. The CAA will also engage with PMSE stakeholders periodically to ensure the assumptions regarding operational practices remain valid.

[bookmark: _Toc506210858]PMSE user activities

[bookmark: _Toc506210859]Purchase equipment

For a contractor, providing (configured) equipment for an event, the equipment represents a significant investment, and they are dependent upon it for their livelihood. Even for larger organisations, the equipment represents a significant investment. As a result, equipment will be procured carefully to ensure it meets standards required (e.g. in compliance with the RED), and the needs of the events serviced.

Most events will not require access to the 960 MHz band, as existing frequency allocated for PMSE users will be sufficient for the number of channels required, i.e. outside the 960-1164 MHz band (see Appendix 1).

It is possible that a large organisation, such as the BBC, ordering a significant number of devices may be required to do so via the OJEU process. This requires detailed procurement procedures to be undertaken, including the provision of clear requirements. This further reinforces the need for any 960-1164 MHz equipment to be high quality and robust.

[bookmark: _Toc506210860]Booking a licence through eCom (online PMSE licensing tool)

As previously noted, the 470 to 790 MHz band is the primary spectrum resource for audio PMSE with a well-developed market and equipment availability from all manufacturers.  Since users will be familiar with the radio frequency environment in the existing allocated band (700 MHz), and have equipment which utilises that band it will remain their primary frequency resource. In the case where the existing equipment and frequency availability does not suffice they may look to procure licences in the 960 to 1164 MHz band. Ofcom (and stakeholders consulted) estimate this will only be in the largest events (where more than 50 PMSE channels are required).

Given a requirement has been identified, a licence booking is made through a web booking system or via the in-house PMSE licensing team. The licence booking system is mostly automated and allows PMSE users to obtain a licence quickly. The licensing process begins with the user specifying a location for the licence.

The user is prompted to select a known location from the locations database but can input a (new) location not in the database. The location is confirmed via a map view and a final confirmation that the location is correct. 

The user is presented a list of allowable frequencies (that are automatically queried from the DME allowability service) that are available (if the user has specified equipment then the choices may be narrowed to the allowable frequencies which work with the equipment). 

Once a frequency is selected the licence containing the frequency is generated and the system will display a ‘splash screen’ (a prominent notice, developed with the CAA’s input, to appear on screen to reinforce the importance of operating in accordance with the licence, and of notifying Ofcom if licensees encounter interference on correctly assigned frequencies). The licence is then emailed to the user. 

Modal confirmatory steps are included in the assignment process which include map views, the splash screen and additional steps to check that frequencies inside any of the guard bands are rejected. 

As detailed in section 4, large PMSE events are highly planned, including the booking by PMSE users of contingency channels. However, Ofcom’s PMSE Licensing Team provide a mobile phone number for emergency out-of-hours frequency co-ordination in support of PMSE licensees. The online licensing tool and emergency number both allow for a quick response (for example, the co-ordination and assignment of alternative frequencies) for PMSE licensees who encounter interference on correctly assigned channels.

[bookmark: _Toc506210861]Typical Use of 960-1164 MHz band at an event

Requirement

Prior to an event, the production company or contractor will identify a spectrum plan for the event (this may also involve Ofcom’s PMSE frequency planners, especially for major events). This will include identifying the number of devices that will be needed, and procuring the licences as required (following the procedure above). Typically, a suitable number of spare channels (licences and configured devices) are included to mitigate any equipment failure, including any unexpected interference.

Configuration

Equipment will be initially configured prior to installation for a short-term event/production or for a fixed, long-term deployment. In either case, on-site testing will be performed prior to use of the device to ensure equipment is delivering audio free from interference.

Test

Depending on the level of operation, and equipment capability the test procedures may be relatively simple or very detailed. In the most basic case, the reception of clean audio will be tested, by the receiving device (note that if the microphone is configured to the wrong frequency it will not be received as expected). For fixed, long-term installations, the system is typically tested prior to each occasion of use.

In more complex setups there may be spectrum analysis equipment, and control boards that monitor the entire spectrum environment used.

Operation

Typically, the equipment is attached/given to the guest/performer who will be using it for the duration of the event. In some cases, for example a weather reporter, may take the device on and off multiple times during the day. In some cases, it may be difficult to remove a device as they may be wearing prosthetic makeup or simply costume.

Teardown

Following completion of the event, a floor manager (or equivalent) will be responsible for ensuring the equipment is returned to storage. As the equipment is expensive, and typically will be needed again this is a critical task for the floor manager. In addition, there are likely to be security staff around who would also attempt to recover the microphones if they noticed them. 

Further details of operational practices are discussed in Appendix 2.

[bookmark: _Toc506210862]Storage of equipment

Equipment is typically stored behind multiple levels of security with access only to authorised persons. This is to be expected, given that an error from the equipment would directly affect the livelihoods of those responsible – through severe reputational damage (in the case of a production company or contractor).

[bookmark: _Ref489460945][bookmark: _Toc506210863]PMSE equipment manufacture 

Currently equipment manufacturers are building business cases for the development of equipment. Some have indicated that at present they are not even certain they will manufacture devices capable of tuning to the 960-1164 MHz range.

PMSE audio equipment is developed in-line with European Telecommunications Standards Institute (ETSI) standards for wireless microphones. In particular, EN 300 422 applies, as it extends up to 3 GHz.

This standard provides methods for compliance with technical requirements (detailing down to the level of the model chosen for testing, and conditions for the tests). It specifies requirements for out-of-band measurements, spurious emissions, intermodulation distortion, frequency stability, and output power (amongst others). As would be expected for a standard on radio devices, the standard is thorough, complete and well tested. 

Equipment will ensure guard bands are protected by disabling selection of channels in the protected range. In some devices this will mean the device is physically unable to tune to the given range, in others it will be controlled by firmware in the device. One manufacturer indicated that they are likely to restrict the device to channels under 1015 MHz (i.e. the device will tune to 960-1014 MHz), as they believe most of the usable frequency is in this range and prefer this option to the ability to ‘skip’ over the guard bands.

Two manufacturers have provided declarations that their equipment will not be able to tune to the guard bands at 1030/1090 MHz and above 1154 MHz. 

Safety assurance case: low power audio operating in the band 960 to 1164 MHz
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[bookmark: _Ref489475132][bookmark: _Toc506210864][bookmark: _Toc534367081]Failure case analysis (fault/event trees)

[bookmark: _Toc506210865]Overview

The detailed fault tree analysis is provided in this section. Since much of the failures (causal factors) relate to human performance, it would have been impossible to achieve an assessment without a scheme for quantifying such. Quantifying human performance is not precise, and therefore only orders of magnitude have been considered. In all cases conservative approaches have been taken. Estimates have been verified by PMSE experts and, where possible, validated against data that exists (typically based on reported incidents against order of magnitude estimates of opportunities). In most cases the user type is an engineer performing a task in an unconstrained timescale. 

		Title

		Failure rate (per task)

		Description



		Expert

		1E-3

		This is a task which the individual is trained to perform or has sufficient experience and has no time constraints performing, or the task is simple. The individual is considered an expert in this task, and it is likely to be a primary function of the role. Furthermore, in many cases their own, and company, reputation is likely to be at stake.

Example given:

Sound engineer failing to detect transmitter and receiver channels being different.



		Moderate

		1E-2

		This is a task which the individual is very familiar with and is unconstrained in time, or is expert at, but there are complicating factors (such as moderate complexity).

Example given:

Testing (QA process) for software parameter change failing to identify a fault.



		Unusual

		1E-1

		This is a task which the individual is not expert in or has high complexity. This may be a simple task which is complicated by extraneous factors (such as another issue being their primary task). Examples include:

Guest/performer forgetting to remove a microphone before leaving a venue. 





[bookmark: _Toc509932783]Table 2: Human performance estimation[footnoteRef:16] [16:  These are based on “Generic human error rates” from CAA Paper 2009/06.] 


Text in italics are the names of specific events or gates within the fault trees. Capitalised AND, and ORs represent their namesake in terms of logic gates. The gates represent combination of events leading up to them, whereas events are failures that can occur during a specific task. Each of these has an identifier, which is prefixed with GT (gate) or EV (event). These identifiers are sometimes referenced in the text.

[bookmark: _Toc506210866]H1 and H4: Interference with 1030/1090 MHz and Interference with GNSS systems (H1/4)

This hazard relates to the transmission by PMSE equipment within ±15 MHz of 1030/1090 MHz, or frequency above 1154 MHz. It is noted that some manufacturers may only produce devices which are physically incapable of transmitting above 1015 MHz, as they believe most of the usable spectrum will be below this. For the purpose of this safety assurance case, it is assumed that the devices will implement firmware configured guard bands (i.e. disabling selection of frequencies between 1015-1045 MHz, 1075-1105 MHz and above 1154 MHz).

As stated in Section 5 the intention is to assess whether or not the likelihood of the hazards occurring is credible, and from the perspective of PMSE barriers they are functionally identical. The diagram below shows the top-level (to branch) fault tree analysis for these hazards:

 [image: ]

		Initial Event / Output

		Description

		Probability

		Rationale



		EV-DEV-SELECT-GF

		Equipment selects frequency in the guard bands

		0.4

		Based upon the number of channels within guard bands vs the total number in the 960-1164 MHz band (70 channels protected, out of 204 channels total rounded up to be conservative)



		EV-USER-REC-GF-FAIL

		PMSE user fails to notice transmitter and receiver are on different channels

		1E-3

		In this case the PMSE user is an expert and would notice the receiver is not receiving a signal from a transmitter operating in the guard band



		EV-L-MISREAD

		PMSE users misreads the licence which would not authorise use in the guard bands

		1E-3

		PMSE user is considered to be an expert (1E-3 from Table 2) and would check and understand the licence schedule



		H1

		Output probability of PMSE operating in the 1030/1090 MHz guard bands

		7.2E-13

		Output



		H4

		Output probability of PMSE operating in the 1154 to 1164 MHz guard band

		2.9E-10

		Output





[bookmark: _Toc509932784]

Table 3: Initial events for H1/4 fault tree

Overall, for a PMSE device to interfere with aeronautical systems within the guard bands the PMSE device must transmit on [the] guarded frequency (GT-TX-GUARD) AND when they test the reception Interference from aero systems [must be] undetected (GT-INTF-UNDETECT, Figure 3), AND there must be Aero systems in range (GT-AVIA-IN-RANGE, Figure 4).

For H1 the probability is 7.2E-13 as shown in Figure 2, but for H4 the probability is calculated as 2.9E-10. The gate GT-INTF-UNDETECT is not applied for H4 as detectable interference into PMSE from GNSS is unlikely.

Transmission within the guard bands (GT-TX-GUARD) may occur if the Equipment accidently selects a protected frequency (when the user did not intend it), OR the user conducts Deliberate selection of guarded frequency (deliberately chooses a frequency they are not authorised to use), OR the user managed Accidental selection of a guarded frequency (i.e. because they didn’t realise they should not do so). In all cases, this would be prevented unless the Equipment fails to block guard bands (GT-GB-FAIL expanded in Figure 6). Due to the number of built in mitigations GT-TX-GUARD is assessed to have a probability of 2.9E-9, and is low as to equate to a non-credible event (it is achieved through the specific requirement to have equipment-based prevention of guard band selection).

Equipment accidently selects a protected frequency (GT-DEV-SELECT-GF) could happen if the equipment fails to block the guard band  (see Figure 6) AND the User fails to notice (receiver on different channel) AND the equipment selects a protected frequency . The probability of that equipment accidently selects a guard band frequency (GT-DEV-SELECT-GF) is calculated as 8.0E-10 and is considered to be non-credible.

Deliberate selection within guard bands (GT-DELIB-SELECT-GF) explores the possibility that a user intentionally tunes to frequencies within the guard bands. As users require interference free frequencies for delivery of clear audio and are spectrum aware, it is unlikely that they would attempt to do so. GT-DELIB-SELECT-GF requires Deliberate misuse (assessed in Figure 9 (GT-DELIBERATE)) AND the equipment fails to block the guard band (GT-GB-FAIL, Figure 6). This branch (GT-DELIB-SELECT-GF) is not a critical path and is assessed as non-credible (2E-13). Note: in this context Deliberate misuse is not intended to infer malicious intent to cause interference with aviation systems, it simply represents a user deliberately using a frequency in a guard band for which they do not have an applicable licence. Malicious interference with aviation systems is an existing risk not limited to PMSE equipment. It has been explored in the analysis of this safety assurance case and judged to be unchanged by the introduction of PMSE equipment capable of tuning to 960-1164 MHz, as existing equipment (e.g. software defined radio) will remain less expensive and easier to acquire and use for such purposes.

Accidental selection within guard bands (GT-ACCIDENTAL-SELECT-GF) is, relatively, the most credible scenario. For this to happen a user has to either misunderstand licence (for example mis-reading the frequency, EV-L-MISREAD) or the assignment tool must provide a licence incorrectly specified (GT-LICENCE-FAIL). The latter is explored in its own branch below (see Figure 7) and is not the critical path. The former is considered to be a 1E-3 probability (in accordance with Table 2), as the user is an expert conducting the configuration in a time unconstrained setting which will involve cross-checking. Again, this would still not result in the hazard unless the equipment fails to block the guard band (GT-GB-FAIL). The probability of Accidental selection of guard bands (GT-ACCIDENTAL-SELECT-GF) is assessed as 2E-9.

The Interference from aero systems undetected branch is shown below (note that this applies to H2 (Loss of DME facility) as well as H1):
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		Initial Event / Output

		Description

		Probability

		Rationale



		EV-PMSE-INTF-UNDETECT

		PMSE user does not notice interference from aeronautical systems

		1E-3

		PMSE user is an expert (probability from Table 2). In operation PMSE transmitter and receiver are on the same channel. A co-channel aviation system would cause audible interference into PMSE. Given the requirement for high QoS this value is considered conservative 



		EV-NO-ADD-DETECT

		PMSE user does not have additional equipment to monitor spectrum environment

		0.5

		On the assumption that 50% of the systems/venues used will be sufficiently high-end to incorporate such equipment. This is a conservative estimate as it is common practice for PMSE engineers to have additional equipment such as spectrum analysers. Many PMSE systems have spectrum analysis functions built into equipment used to configure and setup the PMSE channel



		EV-ALLOW-INTF

		PMSE users detects interference but chooses to ignore it

		1E-3

		Based on the PMSE user being an expert. This is considered a conservative estimate as the it is critical to the PMSE user to provide interference free transmissions



		EV-NO-AVIA-TX

		There are [no airborne aeronautical] transmissions detectable [by PMSE]

		1E-2

		Based on the number of DME channels (in the order of 100), and therefore the likelihood of inadvertently selecting the receive channel of a nearby DME ground station. This is not applicable to ground DME transmissions as it explores the probability of there being no DME transmissions detectable at the start of an event/production but then interference (to PMSE) being received during the performance. This requires a change in the spectrum environment which is considered only likely from aircraft and not static ground infrastructure.

In the case of 1030/1090 MHz systems are ubiquitous and constantly in use when there is an aviation system present therefore conservative for H1



		EV-AVIA-IN-RANGE

		Aircraft transmissions come in to range of the PMSE receiver during the event/performance

		1E-1

		Spectrum monitoring and PMSE trials indicate that airborne transmissions are typically present (as expected from the database of DME frequency assignments), and the probability is less than that assumed. However, it has been conservatively assessed and is consistent with EV-AVIA-AIR-IN-RANGE (see Table 5)



		GT-INTF-UNDETECT

		Interference from aero systems [into PMSE] undetected

		2.5E-3

		Output







Table 4: Initial events for Interference Detection fault branch

This fault branch assesses the likelihood that a PMSE user would not detect interference into their system (GT-INTF-UNDETECT). There are three possibilities for the user, having configured a PMSE system to a protected channel, would fail to notice interference. Either the User fails to notice interference, OR User operates with interference, OR No interference detected.

User fails to notice interference explores the probability that a PMSE user fails to notice interference into their system. The PMSE user will configure a PMSE receiver to the same channel as the transmitter. If it was co-channel with a nearby aviation system it would experience audible interference. The probability that the User does not detect interference on receiver (EV-PMSE-INTF-UNDETECT) has been assessed as 1E-3. Some systems/venues also include additional equipment such as spectrum analyser which would provide another opportunity for the user to identify the issue (EV-NO-ADD-DETECT). This branch has been calculated as 5E-4. This does not affect the end result, as the branch is not the critical path.

The second possibility is that the User operates with interference. In this case the user has detected interference but has decided to take no corrective action. This is considered unlikely as their primary (expert) function is provide interference free transmissions.

The final possibility is No interference detectable (GT-NO-INTF-TO-DETECT). This branch assesses the likelihood of interference from aeronautical transmission in to PMSE not being present during setup and occurring during the event/performance. In the specific case of the 1030/1090 MHz guard bands this is considered non-credible as the frequencies are universally used and has shown to be the case from spectrum monitoring. However, in the GNSS guard band it is credible as interference from GNSS transmissions to PMSE would likely be undetected. Furthermore, this branch of the analysis also applies to H2 (loss of DME facility).

In the case of H2, there are two scenarios to consider, firstly, PMSE being co-channel with the airborne interrogator, and secondly, PMSE being co-channel with the DME transponder.

In the first scenario where a PMSE user is co-channel with an airborne interrogator and in proximity to the ground station, the PMSE user may not detect interrogations (if they are from distant aircraft) and would not detect the DME transponder as it will reply on a different frequency. This is geometry dependent and would be unlikely to remain stable for a long period of time – eventually an airborne interrogator would enter sufficient range to cause interference to PMSE, at which point it would be detected.

Secondly, the PMSE system could be co-channel with a DME ground station and risk causing interference to an airborne DME receiver. In this scenario, PMSE may be shielded from the ground station transmissions and not receive interference. In this scenario the RF environment is static i.e. signal levels from ground-based transmissions will remain constant during PMSE setup and operation.

The gate GT-NO-INTF-TO-DETECT only applies to airborne interference to PMSE and relies upon two events: firstly, There are no [airborne aeronautical] transmissions detectable [by PMSE] (EV-NO-AVIA-TX), and secondly, Location [of PMSE receivers] in range of aero transmitters (EV-AVIA-IN-RANGE).

No interference detected (EV-NO-AVIA-TX), is assessed on the likelihood of inadvertently selecting the receive channel of the nearby DME ground station. Note: in the case of 1030/1090 MHz systems there are two mitigating factors which make the use of the above probability (for consistency with H2) very conservative for H1:

1030/1090 MHz systems are ubiquitous and constantly in use when there is an aviation system present, therefore the probability of there being no interference to detect (even though an aviation system is present) is negligible.

[bookmark: _Hlk509577250]the SMRs stipulate exclusion zones and venues are not typically close to aero facilities as noted in safety argument 0. 

In the case of H4 (interference into GNSS due to PMSE transmitting in the guard band above 1154 MHz), this branch does not apply, as the signal level from GNSS would not be detected by the PMSE receiver. This increases the probability of the hazard H4 occurring to 2.88E-10 , which is considered to be non-credible: using the same calculation described in Section 5, based on 350,000 licence assignments per year, the probability of the hazard (PMSE transmitting in the 1154 to 1164 MHz guard band) is 1E-4 per year (or one occurrence every 9,850 years). There is a key mitigating factor:

No aviation equipment currently exists which utilises L5/E5 GNSS frequencies as the 1176.45MHz standards are not yet completed. When they are completed the standards will be for dual frequency (L1/L5, or E1, E5a in the case of Galileo), with equipment expected to be multi-band/multi-constellation. As such interference on the L5 frequency would not lead to loss of GNSS on-board the aircraft in any case.

A related branch of the fault tree considers the probability that an Aero receiver [is] in range. This is because the hazard is predicated on interference being caused, rather than merely transmission within guard bands. This branch is shown Figure 4 below.
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		Initial Event / Output

		Description

		Probability

		Rationale



		EV-L-LOC-FAIL

		PMSE user selects wrong location when applying for a licence

		1E-2

		Although the PMSE user is likely to be expert (1E-3) at applying for a licence it has been conservatively assumed to be 1E-2 on the basis that the application may be made by an administrator



		EV-L-LOC-MISREAD

		PMSE users misses error in location when reviewing application (map view)

		1E-2

		Although the PMSE user is likely to be expert (1E-3) at applying for a licence it has been conservatively assumed to be 1E-2 on the basis that the application may be made by an administrator



		EV-L-CONFIRMATION-FAIL

		PMSE user does not notice error on licence

		1E-2

		Although the PMSE user is likely to be expert (1E-3) at applying for a licence it has been conservatively assumed to be 1E-2 on the basis that the licence may be checked by an administrator



		EV-AVIA-AIR-IN-RANGE

		Airborne receiver in range

		1E-1

		From the JTIDS safety case [5], there are typically 262 aircraft in flight over the UK at any given time.[footnoteRef:17] Given the volume of UK airspace, and the range within which PMSE equipment could conceivably interfere with 1030/1090 MHz aviation equipment (50 mW maximum transmission power for PMSE vs 70 W minimum for aviation) the probability is conservatively estimated [17:  This figure is based on 2.3 million flight hours per year derived from UK Aviation Trends, Q4 2008. Comparing data from 2008 to 2016, the number of all commercial flights to and from the UK is largely constant, varying between 1.9 and 2.3 million flights per year.] 




		GT-AVIA-IN-RANGE

		Aeronautical system receiver in range of PMSE

		1E-1

		Output







 Table 5: Initial events for Aeronautical system receiver in range fault branch

To have Aero systems in range (GT-AVIA-IN-RANGE), there are two possibilities, either a Ground receiver [is] in range, (GT-AVIA-GND-IN-RANGE) OR an Airborne receiver [is] in range (EV-AVIA-AIR-IN-RANGE). 

GT-AVIA-GND-IN-RANGE considers that either the licence system fails to enforce the geographic guard bands (see Figure 7), OR the user selects the wrong location when acquiring a licence and fails to notice OR the user deliberately operates outside their licence (see GT-DELIBERATE, Figure 9). The gate GT-L-INPUT-FAIL and its causal events are common to H2, and are described there (see Figure 10) – the diagram indicates this gate is a common cause to multiple hazards with the small adjacent triangle and the calculations take this into account. This entire branch is not on the critical path, and so does not contribute to the achieved failure rate, meaning the overall result is not sensitive to the assumptions and quantifications used here.

EV-AVIA-AIR-IN-RANGE considers the probability that an airborne receiver is in range. This has simply been given a conservative estimate of 1E-1. It is difficult to quantify, but the JTIDS safety case [5] identifies that there are typically 262 aircraft in flight over the UK at any given time.[footnoteRef:18] Given the volume of UK airspace, and the range within which PMSE equipment could conceivably interfere with 1030/1090 MHz aviation equipment (50 mW maximum transmission power for PMSE vs 70 W minimum for aviation) the estimate probability of 1 in 10 is considered extremely conservative. This (EV-AVIA-AIR-IN-RANGE) is the critical path for this branch. [18:  This figure is based on 2.3 million flight hours per year derived from UK Aviation Trends, Q4 2008. Comparing data from 2008 to 2016, the number of all commercial flights to and from the UK is largely constant for each year, varying between 1.9 and 2.3 million flights per year.] 


It is noted that GT-AVIA-IN-RANGE is the same order of magnitude as in H2, EV-AVIA-F-USE (frequency in use by aviation at same location and time as PMSE) in Figure 8, loss of DME facility.

Perhaps the most important branch within the H1/4 fault tree is Equipment fails to block guard bands, and the Operational failure sub-branches. These are described in Figure 5 and Figure 6 below.

 [image: ]

[image: ]

		Initial Event / Output

		Description

		Probability

		Rationale



		EV-GB-SOFT-CC

		Credible software fault with digital PMSE equipment causes it to tune to guard frequency

		1E-6

		This has been assumed to be similar to a design failure in its potential causes, i.e. would require a design/implementation failure (1E-3) AND a quality control failure (1E-3)



		EV-GB-HARD-CC

		Credible memory corruption digital PMSE equipment causes it to tune to guard frequency 

		1E-9

		This has been assessed on the basis that there would need to be a memory corruption (1E-3), that this would lead to a credible frequency being generated (1E-3) and the frequency/channel would not be displayed (1E-3). Extremely high levels of quality and reliability is typical of semiconductor devices therefore the assumption of memory corruption is considered very conservative



		EV-GB-PLL-UNLOCK

		Phase lock loop (PLL) unlocks

		1E-4

		Engagement with PMSE users did not identify experience of failure but have taken a conservative assumption to reflect that although unlikely, we consider the risk that this condition could occur and assume a reasonable probability



		EV-GB-INHIBIT-FAIL

		Inhibit function on voltage-controlled oscillator or phase frequency detector fails to power down VCO

		1E-4

		Engagement with PMSE users did not identify experience of failure but have taken a conservative assumption to reflect that although unlikely, we consider the risk that this condition could occur and assume a reasonable probability



		GT-GB-OUTPUT-FAIL

		Operational failure

		1E-6

		Output







Table 6: Initial events for Operational failure of equipment fault branch

For Operational failure (GT-GB-OP-FAIL) we consider the scenario whereby a PMSE transmitter, through a failure of the equipment, tunes to a protected guard band frequency. For both analogue and digital equipment, we consulted with PMSE stakeholders including manufacturers, hire companies, broadcasters, individual sound engineers and internal Ofcom PMSE operational experts, with a combined experience of over 100 years in the industry. 

Through this engagement not a single occasion was identified whereby a PMSE transmitter in operational use, through equipment failure, tuned to an incorrect or different frequency that is excluded by design (e.g. country specific variants of equipment that shares the same basic architecture but excludes various sub-bands depending on the variant). In analogue equipment, some examples of frequency drift have been experienced, particularly with older crystal-controlled equipment (which is no longer manufactured), but this has been over a few kilohertz and was not unnoticed as the audio output became degraded. It was also highlighted that some equipment mutes the RF output should the frequency oscillator lose lock in order to protect the output amplifier.

It is therefore considered that operational failure leading to transmission on a guard band frequency is, in reality, a non-credible event. However, for the purposes of this safety assurance case we have included the potential for operational failure for completeness. We consider the probabilities assumed in this branch to be conservative and do not factor into this branch any consideration that the user will likely be aware that an incorrect frequency is in use.

For phase lock loop failure, PLL failure (GT-GB-PLL-FAIL), it is assumed that PLL unlocks AND Inhibitor fails[footnoteRef:19]. Although there is no evidence of failure (leading to transmission on a frequency that his excluded by design) we have taken a conservative assumption to reflect that although very unlikely, we consider the risk that this condition could occur. [19:  Inhibitor is assumed to either apply to the voltage-controlled oscillator (VCO) inhibit function to stop oscillation and power-down or the inhibit of the output amplifier.] 


For Digital system error (GT-GB-DIGITAL-FAIL) there needs to be either a Credible software fault (EV-GB-SOFT-CC) OR Credible memory corruption and display unaffected (EV-GB-HARD-CC). This latter event has been assessed as 1E-9.

This leaves the critical path, and only credible event as a Credible software fault. This is very much like a Design failure in its potential causes (implicitly a design/implementation AND quality control failure would be required).



		Initial Event / Output

		Description

		Probability

		Rationale



		EV-GB-IMP-FAIL

		Implementation of the guard bands in equipment would fail or not occur

		1E-3

		The Interface Requirement IR2038 contains the requirements for the licensing and use of radio equipment for PMSE. It is a condition of such a licence that to be installed or used in the UK, the equipment must meet the minimum requirements specified in the IR. Since manufacturers of PMSE equipment are professional, producing high-cost equipment for sophisticated it is assumed that they will abide with UK regulations. There are no known examples of microphone manufacturers not complying with UK regulations. On the basis that manufacturers are expert the probability has been assumed in accordance with Table 2



		EV-GB-QA-FAIL

		Quality control failure on checking equipment does not transmit in the guard bands

		1E-3

		Manufacturers are experts in producing equipment under established QA processes



		GT-GB-FAIL

		Equipment fails to block guard bands

		2E-6

		Output







Table 7: Initial events for Equipment fails to block guard bands fault branch

For Equipment fails to block guard bands to occur, there has to be a Design failure (GT-GB-DESIGN-FAIL) OR Operational failure (GT-GB-OP-FAIL) of the equipment. Since manufacturers of PMSE equipment are professional, spectrum aware, and producing high-cost equipment for sophisticated users, it has been assumed that design (EV-GB-IMP-FAIL) AND quality control (EV-GB-QA-FAIL) would need to occur for design failure (GT-GB-DESIGN-FAIL) to affect a released product. 

The final branch of this fault tree is for a Licence incorrectly specified, this would be caused by a failure in Ofcom’s assignment tool and is assessed in Figure 7, below.
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		Initial Event / Output

		Description

		Probability

		Rationale



		EV-L-IMP-FAIL

		Implementation of the SMRs into the licensing platform

		1E-2

		Implemented by Ofcom experts (from Table 2), however a conservative assumption has been made in this case



		EV-L-QA-FAIL

		Error in QA procedure to review and ensure licensing platform correctly implements the SMRs

		1E-2

		Licensing tool is included in Ofcom’s list of Business-Critical Models and subject to those QA procedures, however a conservative assumption has been made in this case



		EV-L-FAIL-CREDIBLE

		Failure of the licensing tool leads to a credible incorrect frequency assignment

		1E-1

		There are 133 channels theoretically available (in practice the lowest frequency used by DMEs is 962 MHz, meaning 132 channels could be shared). Each DME system will effectively use 2 channels (one interrogator and one reply channel). The probability is therefore > 1 in 100, so the next order of magnitude (1 in 10) is chosen



		EV-L-DATA-COPY-FAIL

		Error in copying/updating COM3 data

		1E-2

		The process for updating the COM3 data is defined in the process and procedures for ongoing maintenance and will be subject to Ofcom’s Business-Critical Model QA. Ofcom is an expert (1E-3) however a conservative assumption has been made in this case



		EV-L-DATA-TEST-FAIL

		Error in QA procedure to review and ensure COM3 data has been updated correctly

		1E-2

		Licensing tool is included in Ofcom’s list of Business-Critical Models and subject to those QA procedures, however a conservative assumption has been made in this case



		EV-L-DATA-CC

		Error in copying/updating COM3 data leads to a credible frequency assignment failure 

		1E-1

		As for EV-L-FAIL-CREDIBLE



		EV-L-PARAM-FAIL

		Error in updating SMR parameters

		1E-2

		The process for updating the SMRs is defined in the process and procedures for ongoing maintenance and will be subject to Ofcom’s Business-Critical Model QA. Ofcom is an expert (1E-3) however a conservative assumption has been made in this case



		EV-L-PARAM-TEST-FAIL

		Error in QA procedure to review and ensure SMR parameters have been updated correctly

		1E-2

		Licensing tool is included in Ofcom’s list of Business-Critical Models and subject to those QA procedures, however a conservative assumption has been made in this case



		EV-L-PARAM-CC

		Error in updating the SMR parameters leads to a credible frequency assignment failure

		1E-1

		As for EV-L-FAIL-CREDIBLE



		GT-LICENCE-FAIL

		Licence incorrectly specified

		3E-5

		Output













































Table 8: Initial events for licence assignment failure fault branch

The assignment tool is not complex software: it takes two inputs from the user (location and date/time), and one data set (aeronautical assignment data), and operates a static calculation based upon predetermined and tested parameters. It is extensively tested before releases, and the methods for acquiring and updating data are well controlled in accordance with the QA framework for Business-Critical models.

In all cases updates are performed by a spectrum aware expert at Ofcom and subject to QA. Each of these events has been given a conservative estimate of 1E-2 inferring some complexity in the task, or it is not the primary/sole role of the individual. In practice, these could equally have been assessed 1E-3, however the overall result is not sensitive in this branch, and a more conservative approach was taken. 

Licence incorrectly specified (GT-LICENCE-FAIL) has been assessed with a probability of 3E-5. An incorrect licence would either require Design fail (DT-L-DESIGN-FAIL) OR Data failure (GT-L-UPDATE-FAIL). There are three possible failure modes:

Design failure, meaning a systemic issue resulting in frequencies being credibly, but incorrectly assigned (DT-L-DESIGN-FAIL).

Failure updating COM3 data, meaning the data on aeronautical systems is credibly corrupted during the update (GT-L-UPDATE-FAIL).

Failure updating aeronautical parameters, meaning the SMR parameters are credibly corrupted (GT-L-PARAM-FAIL).

Design fail (DT-L-DESIGN-FAIL) has been assessed with a probability of 1E-5 as it would need to have Implementation failure (EV-L-IMP-FAIL) AND Testing/QA failure (EV-L-QA-FAIL) AND Failure is credible (EV-L-FAIL-CREDIBLE).

Data failure (GT-L-DATA-FAIL) has been assessed with a probability of 2E-5. Data failure could occur for either Failure updating COM3 data (GT-L-UPDATE-FAIL) OR Failure updating aeronautical parameters (GT-L-PARAM-FAIL).

 GT-L-UPDATE-FAIL requires three events:

EV-L-DATA-COPY-FAIL AND EV-L-DATA-TEST-FAIL AND EV-L-DATA-CC

GT-L-PARAM-FAIL also requires three events:

EV-L-PARAM-FAIL AND EV-L-PARAM-TEST-FAIL AND EV-L-PARAM-CC

[bookmark: _Ref489452110][bookmark: _Toc506210867]H2: Loss of DME facility including detected corruption

This hazard relates to the interference with DME systems caused by PMSE transmissions.

As stated in Section 5 the maximum acceptable frequency of the hazard occurring is 5.2E-6 (per PMSE task). The diagram below shows the top-level (branch 1) fault tree analysis for these hazards:

 [image: ]

		Initial Event / Output

		Description

		Probability

		Rationale



		EV-AVIA-F-USE

		Frequency in use by aviation at the same location and time as PMSE

		1E-1

		There are 133 channels theoretically available (in practice the lowest frequency used by DMEs is 962 MHz, meaning 132 channels could be shared). Each DME system will effectively use 2 channels (one interrogator and one reply channel). The probability is therefore > 1 in 100, so the next order of magnitude (1 in 10) is chosen



		H2

		Loss of DMR facility (including detected corruption

		1E-7

		Output







Table 9: Initial events for H2 Loss of DME facility

The loss of a DME facility could only occur if both a Potentially interfering frequency is used (the SMRs are not correctly applied (GT-INT-F-USED), AND the frequency [is] in use by aviation at [the same] location (EV-AVIA-F-USE). The latter is dependent upon the number of channels available.

The probability is assessed as 1E-1 by way of a conservative approach. It is noted that this is the same order of magnitude as GT-AVIA-IN-RANGE from Figure 4 (aeronautical system in range).

In order that a Potentially interfering frequency is used (GT-INT-F-USED), either the SMRs [are] not correctly applied (GT-SMR-FAIL), OR there is an external cause. The only credible external cause identified was Failure to remove device from guest/performer (GT-STRAY-DEV). This would mean the person equipped with the microphone accidentally leaving the venue with the microphone still engaged, and therefore circumventing the location restriction of the SMRs. It is credible that the person may be travelling to an airport, and the microphone is likely to have battery sufficient to last for several hours. This is the critical path for this branch and is explored below, see Figure 11.

In order that the SMRs [are] not correctly applied, the Wrong frequency or location (GT-WRONG-PARAMS) must be used, AND Interference from aero systems [be] undetected (GT-INTF-UNDETECT, see Figure 3 ). Wrong frequency, location could occur from Deliberate misuse (GT-DELIBERATE) OR Accidental misuse (GT-ACCIDENTAL). These are explored in Figure 9 and Figure 10, below:

[image: ]
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		Initial Event / Output

		Description

		Probability

		Rationale



		EV-USER-DELIB-SMR-FAIL

		PMSE user deliberately decides to operate on a frequency not derived from the SMRs 

		1E-3

		Operating outside the SMRs would be an offence. Considering this and the users are experts this is assessed in accordance with Table 2



		EV-F-MAIN-FAIL

		Some issue on PMSE frequency channel

		1E-2

		Frequency planning at events is needed to ensure no interference, however there is the potential for other issues e.g. equipment failure, low battery etc. Although planning, testing and equipment quality are assumed to be ‘expert’ (1E-3) a conservative assumption of failure has been made



		EV-BACKUP-F-FAIL

		Some issue on spare/backup PMSE frequency channel

		1E-2

		A backup channel will likely be used less than a main. The probability of failure is assumed to be the same as for the main PMSE frequency



		GT-DELIBERATE

		Deliberate misuse by PMSE user

		1E-7

		Output







Table 10: Initial events for Deliberate misuse fault branch

Given the pressure on a PMSE equipment provider to deliver a clean audio experience, there may be times where they are tempted to simply find a clear frequency to utilise. This would happen if, and only if they had Some issue on the pre-booked frequency (EV-MAIN-F-FAIL) AND Some issue on any backup frequency (EV-BACKUP-F-FAIL). The probability of GT-DELIBERATE is calculated to be 1E-7. 

Should there be an issue on all booked frequencies (both main and backup channels), the PMSE user would have to consciously decide to go ahead and ignore the SMRs (which is an offence). This was considered to be unlikely and is conservatively assumed to be 1E-3.

		Initial Event / Output

		Description

		Probability

		Rationale



		EV-L-LOC-FAIL

		PMSE users accidently selects wrong location in licensing process

		1E-2

		Although the PMSE user is likely to be expert (1E-3) at applying for a licence it has been conservatively assumed to be 1E-2 on the basis that the application may be made by an administrator or a typographical error is made



		EV-L-LOC-MISREAD

		PMSE users misses error on readback of application (map display in this case)

		1E-2

		Although the PMSE user is likely to be expert (1E-3) at applying for a licence it has been conservatively assumed to be 1E-2 on the basis that the application may be made by an administrator



		EV-L-CONFIRM-FAIL

		PMSE user does not notice error when checking licence

		1E-2

		Although the PMSE user is likely to be expert (1E-3) at applying for a licence it has been conservatively assumed to be 1E-2 on the basis that the licence may be checked by an administrator



		EV-F-SELECT-FAIL

		PMSE user accidently selects wrong transmit frequency

		1E-3

		Equipment setup is carried out by experts and the probability is assumed to be in accordance with Table 2



		EV-REC-DETECT-FAIL

		PMSE users fails to detect incorrect frequency in receiver 

		1E-3

		Equipment setup is carried out by experts and the probability is assumed to be in accordance with Table 2



		EV-SEC-DEV-FAIL

		Security failure allows access to PMSE equipment

		1E-5

		There is typically a number of security barriers between unauthorised users and equipment. This is to be expected given the cost of the equipment. The probability was modelled on the assumption there would likely be three opportunities for security[footnoteRef:20], each at the level of 1E-2 (from ‘Moderate’ in Table 2, an expert in a moderately difficult situation), and increased by one order of magnitude removed to ensure the model is conservative [20:  In this instance it is security preventing unauthorised access to equipment.] 




		EV-UNAUTH-USE

		Unauthorised user takes device and attempts to use it

		0.1

		This has been conservatively assessed on the basis that an unauthorised person may decide to use the equipment, take the device to a different location or change the frequency



		GT-ACCIDENTAL

		Accidental misuse by PMSE user

		3E-5

		Output







Table 11: Initial events for Accidental misuse fault branch

Accidental misuse would require either the Wrong location used to acquire licence (i.e. the incorrect details are used in the licence application), OR Incorrect frequency used (i.e. the licence is incorrectly applied), OR the Licence [be] incorrectly specified (GT-LICENCE-FAIL from Figure 7).

For Wrong location used to acquire licence (GT-L-INPUT-FAIL), the following events are assumed: the user has to make a mistake on application, User selects wrong location in licence process (EV-L-LOC-FAIL) AND User misses error on readback (EV-L-LOC-MISREAD) AND User does not notice error on licence (EV-L-CONFIRMATION-FAIL).. 

Incorrect frequency used (GT-F-FAIL), results from either Accidental use of wrong frequency (GT-F-SELECT-FAIL) OR Use by unauthorised persons (GT-UNAUTH-USE). Accidentally selecting the wrong frequency in configuration would require setting both the transmitter and the receiver to the same, incorrect frequency AND the user failing to detect the mis-configuration. For Use by unauthorised persons, the only credible scenario identified required Security failure allows access to devices AND Unauthorised person takes device and attempts to use it.  Within the PMSE events where the system might be used there is an inverse relationship between the number of security barriers or security personnel (e.g. at a large media organisation’s centre, there will be building security, room security, and even an equipment locker. At an outdoor touring event, there will be multiple security personnel. This is to be expected given the cost of the equipment. A failure rate of 1E-5 was modelled on the basis that there would likely be three opportunities for security[footnoteRef:21], each at the level of 1E-2 (from ‘Moderate’ in Table 2, an expert in a moderately difficult situation), and increased by one order of magnitude removed to ensure the model is conservative. Finally, an unqualified person would then need to decide to actually use the equipment (and either take the device to a different location or change the frequency) in order to potentially cause interference. [21:  In this instance it is security preventing unauthorised access to equipment] 


Finally, the most critical path on this hazard relates to the failure to remove device from guest/performer (this also includes PMSE equipment attached to instruments, e.g. guitar packs): 
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		Initial Event / Output

		Description

		Probability

		Rationale



		EV-FM-GUEST-FAIL

		Floor manager fails to stop guest leaving with microphone

		1E-3

		This is one of the primary functions of the floor manager, and failure to do so risks problems with self-interference, completing the event, and loss of equipment (which is valuable)



		EV-SEC-GUEST-FAIL

		Security fails to stop guest/performer

		1E-1

		This is not the main function of security, i.e. checking for equipment on performers and has been assessed based on Table 2 (‘unusual’)



		EV-GUEST-FAIL

		PMSE user does not notice that they still have microphone (only applies to body worn equipment)

		1E-1

		User is not an expert and may not notice that they still have the microphone attached (this is only for body worn microphones)



		EV-OTHER-GUEST-FAIL

		Other equipment being present, such as spectrum/channel monitors which would indicate the signal level reducing as the performer moved away

		1

		This cannot be quantified and is therefore set to 1 and does not affect the result. None-the-less it is noted as it remains a potential barrier to the hazard



		EV-GUEST-TRAVEL-FAR

		Guest moves far enough with the microphone (while it is still active) into range of another DME that is utilising the frequency on which the PMSE device is configured

		1E-1

		The probability of this is difficult to quantify. The assignment process considers all DMEs within 500 km of the PMSE location. Given the size of DOC areas and the multiple overlaps, a user would have to travel a considerable distance to cause any interference. It has therefore been conservatively assessed with a probability of 0.1 and is consistent with Fig 4 (GT-AVIA-IN-RANGE)



		EV-GUEST-INTF-O-PMSE

		Guest moves to a location and therefore causes interference into another PMSE users, for example at studio complexes such as Media City, Salford.

		1

		As with EV-OTHER-GUEST-FAIL, this cannot be quantified and is therefore set to 1 and does not affect the result. None-the-less it is noted as it remains potential a barrier to the hazard



		GT-STRAY-DEV

		Failure to remove device from guest/performer

		1E-6

		Output







Table 12: Initial events for Accidental misuse fault branch

Failure to remove device from guest/performer (GT-STRAY-DEV) has been assessed to have a probability of 1E-6. For this to occur the following barriers are assumed:

Floor manager fails to stop guest (EV-FM-GUEST-FAIL) AND;

Security fails to check/stop (EV-SEC-GUEST-FAIL) AND;

User does not notice (EV-GUEST-FAIL) AND;

Other detection/disable not activated (EV-OTHER-GUEST-FAIL) AND;

Guest moves enough to cause interference with aviation systems (EV-GUEST-TRAVEL-FAR) AND;

Guest movement does not cause interference in other PMSE equipment (EV-GUEST-INTF-O-PMSE).



[bookmark: _Toc534367082]Risk Evaluation

As described above, in order to assess H2 Loss of DME facility (including detected corruption and delay) it is necessary to determine the maximum acceptable probability of the hazard occurring. 

The JTIDS safety case [5] showed that the most stringent safety objective relates to interference causing loss of DME during top of descent phase of flight, even when factoring in the time aircraft spend in different phases of flight. Therefore, the maximum permissible rate of H2 is 1E-5 per DME operational hour (as defined by the CAA in the JTIDS safety case [5]). When accounting for other hazard sources the JTIDS safety case assumed an order of magnitude was required (i.e. 10 top-level hazard causes), to be consistent the same approach is applied here, therefore the target rate of H2 is 1E-6 per DME operational hour.

As noted in Section 5, the target provided by the CAA assumes that DMEs are the sole source of navigation aid. However, this is no longer the case with the increasing use of GNSS navigation by commercial air traffic. Thus, the objective below is conservative, and the true system will have additional safety margin.

The actual failures that may happen in the PMSE system are configuration and deployment tasks of PMSE equipment in support of an event. In assessing the performance of the PMSE system against an aviation safety objective it is, therefore, necessary to translate from ‘per DME operational hour’ to ‘per PMSE task’[footnoteRef:22] units. This calculation is shown below, it has been performed stepwise, by first calculating from ‘DME operational hour’ to elapsed hour, and then elapsed hour to ‘PMSE task’. [22:  PMSE task is defined as an action which must be undertaken, which could lead to incorrect use of the PMSE equipment. This may be a configuration action, which at most happens once per device per day, or an action of the end user (guest or performer), which would typically happen once per event per device.] 


In calculating the permissible failure rate this safety assurance case has used the following figures (assumptions or calculations), specified by the JTIDS safety case [5]:

		Figure

		Value

		Description



		PTOD

		0.1

		Probability the aircraft is at the top of descent per operational hour



		HDME per H

		262

		Number of DME systems (comprised of an airborne interrogator and ground station used to measure distance on board the aircraft) operational hours per elapsed hour. The number infers that in one hour there will be 262 hours of DME system usage.



		Aircraft per DME

		2.2

		Number of aircraft a DME is typically serving at any given time





[bookmark: _Toc509932785]

Table 13: Figures from the JTIDS safety case used here

For this hazard to occur, an aircraft must be in the specific phase of flight, in this case the top of descent (PTOD), for which there is a 0.1 probability per operational hour (therefore, the target must be divided by 0.1 to account for the probability an aircraft is at top of descent to be affected). A single hour of elapsed time represents 262 DME operational hours across the UK (therefore to convert a permissible probability from DME operational hours to elapsed hours across the UK, multiply by 262 (i.e. if 1E-6 failures per DME system operational hour are acceptable, and there are 262 DME systems operational, then 1E-6 x 262 DME system failures is acceptable per real hour). 

A DME beacon typically serves 2.2 aircraft concurrently, and since a PMSE system can only credibly interfere with one DME beacon or aircraft at a time, then depending on which is affected, either beacon or aircraft, one PMSE failure will result in either 2.2 or 1 DME system failures respectively. Assuming equally likely interference of either, this results in an average of 1.6 DME failures per PMSE failure (this is the same approach taken in the JTIDS safety case [5]). Therefore, to convert from DME failures to PMSE failures, divide by 1.6. 

The typical battery life of a PMSE transmitter is 8 hours. It is therefore assumed that a device failure could last for a maximum of this time (conservative estimate). Therefore, to convert from one DME system failure per hour to a single PMSE failure occurrence, divide by 8. 

Combining the above results in a target of 2.05E-4 PMSE failures per elapsed hour.





To convert from PMSE failures per elapsed hours, to PMSE task failures, the number of PMSE tasks per elapsed hour must be calculated.

Ofcom estimates that only events with more than 50 PMSE licences will require the use of 960-1164 MHz equipment. Therefore, only venues with greater than 50 PMSE licences are expected to use the 960-1164MHz frequency range, and then only the additional devices beyond the 50th do so (i.e. the first 50 devices will use existing equipment). The average number of venues with 50-99 PMSE license assignments on any given day is 25.9, with 66.8 assignments each (based upon analysis from current licence data provided by Ofcom), yielding 435.12 assignments in the DME band per day ({66.8-50}x25.9). Similarly, for venues with >99 assignments on a day, 6.4 venues averaging 125.0 assignments each, yielding 510 assignments in DME band per day ({125-50}x6.8). Assuming each licenced PMSE device is configured once per day (one “task” per day), and tasks are distributed randomly throughout the 24hrs, 39.38 tasks in the 960-1164MHz range per hour are expected ({435.12+510}/24)[footnoteRef:23].  [23:  Figures for PMSE calculations provided by Ofcom. Based on a sample of 9 days chosen to represent variations in PMSE use (winter, summer, weekend and weekdays), and specifically incorporating known busy days such as during London Marathon, Glastonbury festival and Silverstone and Wimbledon (both active on the same day). It is therefore argued that the figures represent a representation of typical peak days.] 






Note that this ignores the possibility that PMSE tasks (which are more concentrated at night) do not overlap evenly with flights. 

This is also conservative as many of the actions on the fault trees happen on an annual basis (e.g. configuration of a device which is assigned for a long term), whereas the calculation assumes all events on the fault tree happen each day the PMSE device is used.

Sensitivity analysis - Maximum tolerable failure rate of PMSE devices for 700 aircraft

To assess the effect on the safety assurance case where a larger number of concurrent aircraft are in flight, this sensitivity analysis considers 700 aircraft operating over the UK at any one time. 

Following the approach detailed above, for 700 aircraft the maximum tolerable failure rate of PMSE devices increases from 5.2E – 6 to 6.5E - 6.

For 700 aircraft, a single hour of elapsed time represents 700 DME operational hours across the UK (therefore to convert a permissible probability from DME operational hours to elapsed hours across the UK, multiply by 700 (i.e. 1E-6 failures per DME system operational hour are acceptable, and there are 700 DME systems operational, then 1E-6 × 700 DME system failures is acceptable per real hour). 

Based on the assumption of 120 DME beacons, a DME beacon would serve 5.8 aircraft concurrently, and since a PMSE system can only credibly interfere with one DME beacon or aircraft at a time, one PMSE failure will result in either 5.8 or 1 DME system failures respectively. Assuming equally likely interference of either, this results in an average of 3.4 DME failures per PMSE failure. To convert from DME failures to PMSE failures, divide by 3.4.

Combining the above results in a target of 2.6E-4 PMSE failures per elapsed hour.



To convert from PMSE failures per elapsed hours, to PMSE task failures, based on the assumptions above regarding the use of the 960 to 1164 MHz band, 39.38 tasks in the 960-1164 MHz range per hour are expected. Therefore, for when considering 700 concurrent flights, the maximum tolerable failure rate of PMSE devices is:



The above sensitivity analysis demonstrates that the assumption of 262 concurrent flights (in this safety assurance case) provides a robust assessment of risk as the maximum tolerable failure rate of PMSE devices is less than when considering a greater number of concurrent flights.
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Figure 2: H1/4 Top-level fault tree
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Figure 3: Interference detection (input to
H1/4, Figure 2, and H2, Figure 8)
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Figure 4: Aeronautical system receiver in
range (input to H1 / 4, Figure 2, and
relevant to H2)
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Figure 5: Operational failure of equipment
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Figure 6: Equipment fails to block guard
bands

From Fig. 5
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Figure 7: Licence assignment failure
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Figure 8: H2 Loss of DME facility
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Figure 9: Deliberate misuse
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Figure 10: Accidental misuse

From Fig. 7
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Figure 11: Failure to remove device from guest/performer i
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Safety Assurance Case - Low Power Audio PMSE Operating in the Band 960 to 1164 MHz

Appendix 1 – PMSE statistics
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Introduction

The risk evaluation set out in the Safety Assurance Case requires an assumption of PMSE usage in the band. The Safety Assurance Case assumes that there will be around 945 PMSE frequency assignments in the 960 to 1164 MHz frequency band on a peak day. This appendix provides a breakdown of that assumption.

Background/context

The spectrum band 960 to 1164 MHz has been made available for use by low power audio PMSE equipment. This is typically wireless microphones (either hand-held or body worn) and in ear monitors (which provides audio foldback to the performer).

As noted in the Safety Assurance Case there is no commercial or operational need for the majority of PMSE users to migrate any use into the 960 MHz band as there will remain sufficient spectrum to meet their requirements within the remaining interleaved (with DTT) spectrum in the 470 to 703 MHz band. It is therefore expected that only those users where the production requirements create an operational and commercial imperative to utilise the 960 MHz band will invest in the necessary equipment.

Based on the impact analysis of clearance of the 700 MHz band (694 to 790 MHz) on PMSE as set out in Ofcom’s cost benefit analysis, it is assumed in the Safety Assurance Case that only those events where the channel count exceeds 50 channels/assignments would have the operational and commercial imperative to utilise the 960 MHz band.

It is important to note that a frequency assignment does not necessarily equate to an actual instance of use, for example, while a venue might have a number of frequency assignments those assignments, or a subset of them, may not be used at the same time or be used intermittently. This is particularly the case for those venues with annual/long term assignments.

Methodology

Extracts of the PMSE licensing database of low power audio PMSE frequency assignments in the 470 to 790 MHz band were taken. 

A sample of 9 days was chosen to represent variations in PMSE use (winter, summer, weekend and weekdays), and specifically incorporating known busy days such as during the London Marathon, Glastonbury festival and Silverstone and Wimbledon (both active on the same day). For these samples the total number of authorisations and venues was recorded.

Considering events where the assignment requirement is greater than 50, and hence be those events more likely to utilise the 960 MHz band, a further breakdown of the data was carried out to identify the number of venues and assignments for events with greater than 50 assignments, and for completeness, identify the number of venues and assignments for events with greater than 99 assignments.

The approach taken to determine the number of daily PMSE assignments is detailed in Annex A5 of the Safety Assurance Case, but in summary:

Only venues with greater than 50 PMSE licences are expected to use the 960 MHz band;

Only additional assignments beyond the 50th access the 960 MHz band;

The average number of venues with 50-99 PMSE assignments on any given day is 25.9;

The average number of assignments is 66.8, yielding 435.12 assignments in the 960 MHz band per day ({66.8-50}x25.9);

The average number of venues with >99 PMSE assignments on any given day is 6.4;

The average number of assignments is 125.0, yielding 510 assignments in 960 MHz band per day ({125-50}x6.8;

Total number of assignments in the 960 MHz band is ~945.

Licensing data

The licensing data used in the assessment is provided in Table 1. Table 2 provides more details of an extract of the data relating to venues with between 50-99 authorised assignments.

Header

As can be seen in the data, the number of venues and the number of frequency assignments are relatively constant on any given day. There are a significant number of assignments which are long term, fixed assignments, with the majority being assigned for indoor use.

2



Table 1: number of authorised assignments for low power audio PMSE and number of venues

		Date

		Total venues
(Assigns)

		Venues
>50 assigns
(assigns)

		Venues
>99 assigns (assigns)

		Locations with >99 authorised assignments (including co-located venues) 



		

		

		

		

		Royal Society+

		Barbican+

		ITN (Lon)+

		BBC Salford+

		Media City+

		Ad hoc peak demand events
(Assignments including breakdown)



		30th Jan 2017 (Mon)

		1311
(11573)

		24
(1885)

		6
(676)

		123

		134

		113

		100

		100

		Theatre, Nottingham
(106
54 annual
52 × 14 days)

		

		



		4th Mar 2017 (Sat)

		1380
(12528)

		30
(2216)

		6
(719)

		105

		134

		113

		100

		100

		Theatre, London (167 Note 1)

		

		



		21st Mar 2017
(Tue)

		1401
(13177)

		35
(2740)

		7
(854)

		105

		134

		115

		100

		100

		O2 London (133
14 × annual
1 × 6 days
99 × 5 days
12 × 4 days)

		

		



		23rd Apr 2017 (Sun
London m’thon)

		1384
(12716)

		33
(2416)

		5
(554)

		105

		134

		115

		100

		100

		

		

		



		9th May 2017
(Tue)

		1412
(13064)

		31
(2511)

		6
(802)

		105

		134

		112

		100

		100

		Excel, London
(251
12 × annual
77 × 5 days
146 × 4 days
16 × 2 days)

		

		



		27th May 2017
(Sat)

		1430
(13618)

		35
(2830)

		7
(914)

		105

		134

		112

		100

		101

		Twik’ham London [E]
(108
76 × annual
32 × 2 days)

		Radio 1 Big Weekend [E]
(254 Note 2)

		



		24th June 2017 (Glasto wk’end)

		1412
(13327)

		31
(2648)

		6
(958)

		105

		134

		110

		100

		100

		Glastonbury [E]
(409 Note 3)

		

		



		14th July 2017 (Silverstone and Wimbledon)

		1430
(13556)

		38
(3035)

		9
(1129)

		105

		134

		110

		100

		100

		Sil’stone F1 [E]
(206 × 4 days)

		Wim’don [E]
(109
56 × 21 days
52 × 14 days
1 × 7 days)

		BBC Lon
(103
89 × annual
14 × 2 days)



		18th July 2017
(Tue)

		1400
(12927)

		34
(2564)

		6
(660)

		105

		136

		110

		100

		101

		Mansion House, Lon+
(108 Note 4)

		

		






(E) – External assignments, all other cases are internal use
+  - These venues have annual assignments
*  - BBC London normally has 89 annual assignments but on 14th July additional assignments were licensed
Note 1: 3 x sets of annual assignments (68, 24 and 75 assignments) which overlap on this day giving a total of 167 assignments
Note 2: Total number of assignments issued over the event (27-28 May). Assignments made per performance set e.g. 30 assignments for 2.5 hours
Note 3: 140 assignments for duration of event (5 days). Remainder per performance set
Note 4: Annual assignments but issued in two sets, with the second set issued on 18th July. This is why this venue does not appear in the list of venues with >99 annual assignments

Table 2: example of assignment durations for venues with >50 assignments on the 24th June and 14th July

		Five venues with >50 authorised assignments on 24th June 2017



		Venue

		Assignments



		Convention centre, Birmingham

		64 (annual assignments)



		Theatre, Newcastle

		52 (19th – 24th June)



		Theatre, London

		56 (20 annual assignments + 36 × 1 month)



		Conference centre, London

		53 (annual assignments)



		University, Norwich

		71 (annual assignments)







		Five venues with >50 authorised assignments on 14th July 2017



		Venue

		Assignments



		Theatre, Plymouth

		52 (from 3rd – 15th July)



		University, Exeter

		96 (annual assignments)



		Theatre, London

		60 (annual assignments)



		Theatre, London

		82 (annual assignments)



		Excel, London

		55 (12 annual assignments + 43 × 5 days)
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Ofcom PMSE and Spectrum Enforcement typically attend or visit a number of PMSE events and venues as part of its spectrum management duties. Table 3 lists those occasions when Ofcom attended PMSE activities in 2017.

Table 3: Events/venues attended by Ofcom

		Events and venues attended

		Cheltenham National Hunt

Grand National - Liverpool

FA Cup Semi Final - Wembley

FA Cup Final - Wembley

R1BW - Hull

UEFA Champions league Final - Cardiff

Download – Castle Donington

Royal Ascot - Ascot

Glastonbury - Glastonbury

Wimbledon - London

Formula 1 - Silverstone

British Open Golf - Liverpool

Ride London - London

Tour de Yorkshire – Scarborough

IAAF - London

		Reading Festival - Reading

DSEI exhibition – Excel London

Lulu Tour – Tunbridge Wells

Legends Tour – Liverpool Arena

Liverpool FC – Anfield Liverpool

East Midlands Airport – Castel Donington

Media City - Manchester

Moto GP - Silverstone

QE2 Centre – London

Britain’s Got Talent – London Palladium

BETT – Excel London

Comic Con – London

NFL – various London



		Non-annually occurring events attended

		Commonwealth Games

Rugby World Cup Finals

Olympic Games

Red Bull Air Race

		Tour de France

Formula E

G8 Summits

State events – Royal Weddings etc
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Safety Assurance Case - Low Power Audio PMSE Operating in the Band 960 to 1164 MHz
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Introduction

The risk evaluation in the Safety Assurance Case sets out the argument that reputational damage, due to event failures, provides sufficient incentive to ensure PMSE users take due care in complying with licences (i.e. for a PMSE user the potential severity of a failure to comply with SMRs would be equivalent to CAP 760 ‘Serious Incidents’ [1] due to the reputational damage it would cause them).

The economic and commercial importance of events and productions means that, particularly for large scale, economically and culturally significant productions, sound design is entrusted to highly experienced and highly skilled individuals and organisations that can demonstrate the required proficiency to deliver interference-free live audio in a complex RF environment.

The proficiency of individuals and organisations is typically gained through prolonged experience within the sector and who are widely recognised, by consensus, as having the essential skills and knowledge to plan and manage the spectrum to deliver the necessary level of production free of interference. In certain sectors the definition of an expert is well established by consensus and therefore it is not always necessary for individuals to have a professional or academic qualification for them to be accepted as an expert, and this is the case across the PMSE sector.

The Safety Assurance Case sets out the assumption that the majority of PMSE stakeholders will continue to operate in the remaining spectrum, 470 to 703 MHz[footnoteRef:1], after clearance of the 700 MHz band (694 to 790 MHz). From our impact assessment of 700 MHz clearance on the PMSE sector[footnoteRef:2], only the top 7% of events start to be impacted by clearance, with 93% of events/users using fewer than 24 PMSE radio channels which can be supported in 24 MHz of spectrum. For a small subset of events, approximately 10 to 20 events per year, with a high count of simultaneous (or near-simultaneous) co-located frequency assignments, the remaining spectrum between 470 to 703 MHz may not be sufficient. These events are typically high-end, economically and culturally significant, e.g., Glastonbury, X Factor, Children in Need etc, or may be fixed, multi-studio venues such as Media City, Salford. [1:  The 700 MHz band is defined as 694 to 790 MHz. In December 2017 Ofcom decided to allow PMSE to access the 700 MHz guard band, i.e. 694 to 703 MHz, therefore PMSE users will have access to the spectrum band 470 to 703 MHz after clearance]  [2:  Consultation on future use of the 700 MHz band - Cost-benefit analysis (CBA) of changing its use to mobile services - https://www.ofcom.org.uk/consultations-and-statements/category-1/700mhz] 


The majority of PMSE users can meet their spectrum requirements in the 470 to 703 MHz band, as spectrum availability will meet demand (see Table 1 which provides an overview of the number of PMSE channels that can be accommodated in a given amount of spectrum). Therefore, only the largest events and venues (in terms of the number of co-located and co-timed frequency assignments for low power audio links) would have the operational and commercial incentive to consider utilising alternative spectrum, including the 960 to 1164 MHz band.[footnoteRef:3]  [3:  PMSE sharing in the band is only available in the following sub-bands: 961 – 1015 MHz; 1045 – 1075 MHz; 1105 – 1154 MHz] 


The purpose of this appendix is to provide further explanation of the operational practice and requirements to deliver interference free audio for productions and events. The appendix also provides further information on frequency planning, spectrum availability and data on the economic importance of the PMSE sector.

Background on operational requirements

Audio PMSE applications, such as wireless microphones and in ear monitors (IEMs) are used in a wide range of applications. The operating requirements as well as the number of deployed systems vary significantly from a single microphone to multi-channel audio systems used at high profile events, for example the Eurovision Song Contest, Glastonbury and Wimbledon.

As described in ECC Report 204 “Spectrum use and future requirements for PMSE” [2], in all cases the radio microphone equipment is the first link in a content supply chain which may end in a broadcast, recording or an amplified output for live performance. As such any perceived interference of any form will impact the whole supply chain. Irrespective if the chain is recorded or broadcast live, interference is likely to mean that the performance will be abandoned and, in many cases, will be unrepeatable. Therefore, interference must not affect the quality of service (QoS) during the transmission.

While PMSE equipment is used in a wide range of applications, QoS and interference-free operation are still key requirements in all cases. The requirement for interference free operation and zero tolerance for any degradation in audio quality is crucial for professional events where wireless microphones and IEMs must fulfil the highest demands for audio quality on a consistent and repeatable basis.

At a minimum, interference can cause annoyance to the audience. At its worst, interference may lead to a show or performance being cancelled and the refund of ticket sales and other economic losses. Also, as wireless microphones may be connected to large power amplifiers, for example at festivals and concerts, interference may create peaks of sound which could damage equipment, such as speakers, and may hurt or damage audience hearing. In the case of IEMs, where the audio output is received in the ear canal of the user, interference to the radio channel can cause damage to the user’s hearing.

As highlighted in Annex 1 of ECC Report 204, the following factors may affect the performance of wireless microphones and IEMs:

interference from other users;

interference from other services that fall into the receiving frequency range of wireless microphones and in ear monitors;

adjacent channel interference from other systems or services operating in the channel adjacent to the operating channel itself; and

intermodulation products that are generated either by wireless microphones, in ear monitors or by other services that fall into the wanted receiving channel.

Productions and live events usually involve performers moving close together and to and from receive antennas, for example two singers standing together or performers entering and leaving a stage. This environment is challenging for RF performance and increases the potential for PMSE transmitters and receivers to suffer from interference caused by intermodulation. Retransmissions of the signals of other equipment due to intermodulation are particularly common in PMSE as many transmitters and receivers share a physically small space and pick up and retransmit each other’s signal. In multi-channel productions the key factor in delivering interference free audio is the consideration of intermodulation products.

The primary mitigation of intermodulation is through strict frequency planning and operational practices.

Frequency planning

As set out in ECC Report 204, peak spectrum demand most often comes from professional users, e.g. broadcasters and large hire companies supporting major events etc. Also, the deployment of PMSE audio equipment is high where production facilities are located (studios and media villages) and this is reflected in the data on PMSE assignments provided in Appendix 1.

Where an event is known in advance, frequency planning and coordination takes place. As noted previously, for high-value events and productions, this planning and coordination work is entrusted to experienced and skilled individuals and organisations with the necessary proficiency to deliver the QoS required.

Spectrum planning is a key component of providing the QoS required by an event or production. In order to mitigate the risk of interference or failure it is common practice to include spare systems within the overall spectrum plan and prepare these for immediate use should a problem occur. The requirement to prepare spare systems is highlighted in Sennheiser’s[footnoteRef:4] handbook on wireless microphone systems [3], and is common practice in large scale events in order to mitigate any risk of failure. [4:  Sennheiser is a German based wireless microphone manufacturer] 


Demand that occurs due to unexpected events, such as natural disasters and accidents that attract media coverage, can be considered an ad hoc use of PMSE equipment. For this use the UHF Shared Licence provides access to 37 MHz that can be used at any time and location, and is particularly used by news organisations due to its convenience.

The following Table from Annex 4 CEPT Report 32 [4] gives an indication of the spectrum requirements for a given number of PMSE channels.

Table 1: Spectrum requirements for low power audio PMSE applications

		Total number of PMSE links

		Wireless microphones

		IEMs

		TV channels required

		Amount of spectrum required (MHz)



		12

		12

		

		1

		8



		12

		10

		2

		2

		16



		32

		32

		

		5

		40



		42

		42

		

		7

		56



		42

		32

		10

		9

		72



		53

		53

		

		9

		72



		62

		62

		

		11

		88



		62

		52

		10

		13

		104



		85

		85

		

		15

		120



		98

		98

		

		18

		144







Intermodulation

As discussed above, one of the key challenges in a multi-channel production is avoiding the risk of interference due to intermodulation.

As detailed in, for example, Shure’s[footnoteRef:5] publication on the selection and operation of wireless microphone systems [5], intermodulation can occur when transmitters are in close proximity to each other.[footnoteRef:6] The signal from each transmitter generates intermodulation products in the output stage of other transmitters. These new signals are transmitted along with the original signals and can be picked up by receivers operating at the corresponding intermodulation frequencies. [5:  Shure is a US based wireless microphone manufacturer]  [6:  This is commonplace in live events as performers come close together during the production] 


Intermodulation can also occur when transmitters operate very close to receivers. In this case intermodulation products are generated in the receiver input stage which can interfere with the desired signal or be detected by the receiver if the desired signal (transmitter) is not present.

The strongest intermodulation products are third order products produced by two adjacent transmitters operating at frequency f1 and frequency f2, where f1 is lower than f2. The resulting IM products can be calculated as:

IM1 = (2 x f1) – f2

IM2 = (2 x f2) – f1

In addition to intermodulation products generated by interaction between two transmitters, intermodulation products are generated by interaction between three transmitters in a similar fashion. The number of intermodulation products increases exponentially as transmitters are added. To avoid potential intermodulation problems most manufacturers recommend a minimum margin of 250 kHz between any third order intermodulation product and any operating frequency. This further restricts available frequency choices as the number of simultaneous systems increases.

Careful planning on behalf of the sound designer is required to identify and avoid third order, and in some cases fifth order, intermodulation products. Figure 1 (from ECC Report 204) shows a typical arrangement of carriers in a multichannel system of wireless microphones operated in three UHF TV channels (24 MHz):

Figure 1: Typical arrangement of carriers in a multichannel system of wireless microphones
[image: ]

Given the requirement to mitigate any risk of interference due to intermodulation, and the level of planning needed to identify all possible adverse interactions, it is not possible to just change a PMSE link to another frequency unless that frequency has already been coordinated and set aside as a spare channel within the overall event spectrum plan. To do so would increase the potential risk of interference to the overall system beyond acceptable limits, especially when considering the social and economic value invested in producing content.

Interference from incumbent and adjacent users

The risk of interference into the audio chain is not acceptable, and this includes interference from other users of the band. As detailed below, within the 470 to 790 MHz band, where PMSE shares with Digital Terrestrial Television (DTT) broadcasting, the main limitation on spectrum availability is interference into PMSE from television broadcasts transmissions.

When looking at the introduction of TV White Space devices (WSD)[footnoteRef:7] in the band, sharing with DTT and PMSE, the protection requirement of PMSE, based on operational norms, was assessed. The conclusion of this analysis is detailed in Ofcom’s statement on implementing TV white spaces published on 12 February 2015.[footnoteRef:8] In summary the analysis concluded: [7:  WSDs are a new technology which share the band dynamically, under the control of databases which hold information on the location of DTT and PMSE spectrum use. Databases use this information to calculate what spectrum, and under what operational parameters, WSDs can operate.]  [8:  https://www.ofcom.org.uk/__data/assets/pdf_file/0034/68668/tvws-statement.pdf] 


The wanted signal level of PMSE is considered as -78 dBm. This is because:

Ofcom measured PMSE signal power statistics at Queen’s Theatre, the New London Theatre, Wembley Arena and at a live broadcast by Radio Derby the wanted signal level rarely dropped below this;

Ofcom measurements of PMSE equipment had sensitivity levels of between -75 dBm and -88 dBm.

The WSD-PMSE co-channel protection ratio is 10 dB for both wireless microphones and IEMs, i.e. WSD interfering signals have to be -88 dBm or less to ensure PMSE does not suffer from harmful interference.

From the above it can be seen that WSD interfering signals have to be -88 dBm or less to ensure PMSE does not suffer from harmful interference. Similarly, ERC Report 88 [6] defines the protection requirements for wireless microphones from DTT transmissions. Table 2 of ERC Report 88 specifies a co-channel protection ratio of 12 dB for a wanted (PMSE) default field strength of 68 dBµV/m at 650 MHz, i.e. the maximum interfering DTT field strength is 56 dBµV/m (this is equivalent to a wanted received signal level of -65 dBm and an interfering signal level of -77 dBm).

Assuming the above protection criteria are applicable in the 960 MHz band, transmissions from aeronautical systems, particularly airborne transmissions, will exceed these levels unless there is significant separation distance between the aeronautical transmitter and PMSE receiver. Aeronautical signals greater than these minima would risk causing interference into PMSE and rendering the channel unusable, i.e. PMSE users would not use these channels due to the risk of interference compromising the high QoS required by PMSE.

Scale of demand

As noted in ECC Report 204, in assessing the spectrum requirement for PMSE, it is important to consider that the normal regular demand for spectrum should be distinguished from the ‘peak demand’. Spectrum demand is heaviest for large-scale, professional productions, and for touring musicals and rock concerts. Analysis of typical requirements for touring shows suggests that PMSE channel demand may be in the order of 20-60 channels.

Table 7 to Table 16 of ECC Report 204 provides an overview of the number of PMSE channels required for different categories of user. This shows that for the majority of use cases, including cases such as use in places of worship, corporate events, amateur music groups, schools etc. the number of PMSE channels required is typically far less than 50.

From Table 1 above, it can be seen that the amount of spectrum needed to support 53 PMSE channels is of the order of 72 MHz. Analysis of PMSE licensing data in the UK shows that 93% of users/event have fewer than 24 frequency assignments which can be accommodated in 24 MHz, i.e. 3 × 8 MHz TV broadcast channels.

Spectrum availability for low power audio PMSE

Spectrum for use by low power audio PMSE applications is designated for ‘coordinated’ use or ‘shared’ use. 

‘Coordinated' means that the Licence schedule will specify the exact frequency, the location and the dates/times of use. Coordinating the frequency ensures the best opportunity to avoid interference between the PMSE assignment and other radio users, including incumbent users in the band (television broadcasting in the 470 MHz band and aeronautical services in the 960 MHz band) and others operating wireless microphones.

Coordinated assignments could be short term (for a few hours use); an assignment for several days or weeks at a theatre for a touring show; or an annual assignment for on-going, regular use at a fixed site. Ofcom estimates that approximately 90% of PMSE frequency assignments (for wireless microphones and in-ear monitors) on any given day are long-term (greater than 300 days) duration, fixed assignments (i.e. fixed installations in studios and theatres). From PMSE licensing records, Table 2 provides a summary of assignments with a duration of 300 days or more (for the days identified in Appendix 1 of the Safety Assurance Case).

Table 2: Total assignments and assignments with duration of 300 days or more

		Date

		Number of assignments

		Number of assignments >300 days duration

		Percentage of assignments >300 days duration



		30 January 2017

		11,573

		10,780

		93%



		4 March 2017

		12,528

		11,424

		91%



		21 March 2017

		13,177

		11,667

		89%



		23 April 2017

		12,716

		11,730

		92%



		9 May 2017

		13,064

		11,718

		90%



		27 May 2017

		13,618

		11,791

		87%



		24 June 2017

		13,327

		11,727

		88%



		14 July 2017

		13,556

		11,913

		88%



		18 July 2017

		12,927

		11,963

		93%







‘Shared’ use covers spectrum exclusively allocated for low power audio PMSE use at any time at any location and is authorised via the VHF or UHF Shared Licence, i.e. all licensees share the spectrum and have to coordinate between themselves. The VHF Shared licence authorises 15 PMSE channels between 175.250 MHz and 209.800 MHz. The UHF Shared licence authorises the bands:

606 to 613 MHz (TV broadcast Channel 38);

823 to 832 MHz; and

1785 to 1805 MHz.

Excluding the spectrum in the 960 to 1164 MHz band, the following bands are available for low power audio PMSE coordinated assignments:

470 to 790 MHz (after 700 MHz clearance this will be 470 to 703 MHz), excluding 606 to 613 which is allocated to the UHF Shared licence; and

1517 to 1525 MHz (there is currently no equipment available in this band).

The 470 to 790 MHz (694 MHz where the 700 MHz band has been made available for new mobile data services) band is the primary spectrum resource for low power audio PMSE across all European countries, sharing with Digital Terrestrial Television (DTT) broadcasting.[footnoteRef:9] It is also the main spectrum resource for audio PMSE in many countries across the globe. Consequently, the market is focussed on this band, both from a manufacturer and user perspective, with a wide availability of equipment from a range of manufacturers. [9:  ERC Recommendation 25-10, Annex 4, Table 4: National information regarding availability of identified tuning ranges for audio PMSE applications] 


The UK regulatory provisions for low power audio PMSE sharing with DTT allow for all spectrum to be used indoors, i.e. PMSE is allowed to operate co-channel with DTT if it is being used indoors. Therefore, for indoor use there is 320 MHz currently available, which will reduce to 233 MHz post 700 MHz clearance, including Channel 38. The limiting factor for PMSE is interference from DTT which reduces the spectrum quality beyond what is acceptable to provide the high QoS needed by PMSE, and consequently the amount of ‘usable’ spectrum may be less that the overall total depending on local conditions, e.g. the level of building penetration attenuation to interfering DTT signals, the number of DTT frequency channels in use in a given location, the actions the PMSE user can take to minimise the effect of DTT interference etc.

For outdoor PMSE use there is a regulatory requirement for PMSE to protect DTT reception which reduces the amount of available spectrum. Typically, the reduction is between 24 MHz and 80 MHz depending on how many TV channels are being broadcast in the area.[footnoteRef:10] However, it is noted that in some locations of overlapping DTT coverage spectrum availability may be reduced by more than 80 MHz. In addition to the regulatory restrictions, interference from DTT may further limit spectrum utility, especially as outdoor PMSE users do not benefit from any building shielding from DTT transmissions. [10:  3 × 8 MHz for PSB multiplexes (minimum) to 3 × 8 MHz for PSB multiplexes, 3 × 8 MHz for COM multiplexes, 2 × 8 MHz for HD COM multiplexes and 2 × 8 MHz for Local TV multiplexes] 


Comparing spectrum availability in the remaining 470 to 703 MHz band (after 700 MHz clearance) with the requirements outlined in Table 1, it can be seen that there is sufficient spectrum available in the DTT band to support high PMSE channel counts. For example, after 700 MHz clearance there is at least 145 MHz of spectrum available in London, including for outdoor use, in the 470 to 703 MHz band[footnoteRef:11] which would be sufficient for a production requiring approximately 100 PMSE channels. [11:  This is derived from Ofcom’s post-700 MHz clearance spectrum look-up tool for wireless microphones and IEMs and only includes spectrum where the risk of interference from incumbent DTT is at a low level and therefore provides the highest quality for PMSE use] 


Economic value

As explained in ECC Report 204, it is difficult to clearly identify the specific financial and social value of PMSE as it is an enabling technology which allows for the production or event to take place. 

PMSE is dynamic and evolving. Producers continually seek new experiences for audiences, with consequential changes in demand for spectrum. Productions, particularly large-scale events, require significant investment and planning and have the potential to realise substantial returns on that investment.

The Wyndham Report [7] (now out of print) from the London School of Economics (LSE) in 1998 showed that an average of £4.4 was spent in the wider West End economy by theatregoers for every £1 they spent at the Box Office on tickets. There is no reason to suppose the overall ratios have changed.

The Society of London Theatre’s 2016 Box Office figures provide economic figures for London’s theatre industry:

attendances – 14.3 million

gross box office revenue - £645 million

VAT paid - £107.5 million

UK Music is an industry-funded body established in October 2008 to represent the collective interests of the recorded, published and live arms of the British music industry. In its 2017 report on the contribution of live music to the UK economy [8] it notes the following economic results for music tourism in 2016:

12.5 million music tourists

£656 million in box office spend on tickets

£4 billion in direct and indirect spend generated by music tourism
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Some thoughts on the Ofcom “Safety Assurance Case” document

As evident from the below, we can only conclude that the study is not comprehensive.  The Executive Summary highlights two “critical” assumptions and further concludes that the safety assurance case is valid only if the assumptions remain accurate.  As demonstrated below, those critical assumptions appear not to be accurate.  

The quick review below includes only comments on the more substantive issues we found.  Attached also is a page which demonstrates one of the use cases not covered by the study, namely 700 MHz PMSE in use as standard conferencing equipment.  The attachment also provides a link to a lively market of such equipment.

Executive Summary and Chapter 2

· Critical Assumption 1, component 1:  Only “professionals” will set up and operate the PMSE equipment. 

Reference:  Executive Summary (see also Para 5.27, Assumption 1).

· Comment:  No evidence is provided that only “professionals” will use PMSE equipment in this frequency band.  As evident from Ofcom’s website (referenced above) 700 MHz PMSE equipment is currently owned and operated by professional sound stage engineers managing large venues as well as by amateur performers, conferencing personnel and other lower skillset users.  No certification of competency is required.  The professional users will possess sufficient knowledge of their equipment and the associated frequency management rules and regulations to operate in accordance with the use cases contained in the study.  However since there is no certification requirement for the competency of users, the expectation cannot be validated that all users will possess the required knowledge and skillset to operate inside of the licensing rules.  It has been confirmed verbally by a number of spectrum regulators that a large portion of PMSE users operate today without a license.  See also linked Report (page 27), available on the Ofcom website.  Use/failure case analysis taking this fact into account is missing from the safety assurance study.

· [bookmark: _GoBack]Critical Assumption 1, component 2:  Only the largest events will require the use of PMSE equipment utilizing the 960‑1164 MHz band. 

Reference:  Executive Summary and para 2.6.

Comment:  The 960-1164 MHz band is being explored for PMSE use due to the 700 MHz band no longer being available for PMSE use after 2020.  As per description on Ofcom’s website (see “What are the legitimate uses of PMSE frequencies?”), PMSE is not only for large radio and television broadcast events, but also for other public or private events, at any location, e.g. sporting, music, theatrical, religious, political, hobby and  corporate retailing.  No specific ownership certification or licensing is proposed for equipment operating in the 960-1164 MHz band.  Also, the web-based licensing tool appears not to be intended to steer use towards the 470 MHz band first, see also discussion on core assumption below.  Hence a much larger use of the 960-1164 MHz band may be expected than the one postulated.

· Critical assumption 2:  There will only be 945 assignments of PMSE in the 960-1164 MHz band.  The 960-1164 MHz band will be used as a top-up only band by loading the existing 470 MHz band to capacity first. Further, this assumes that the 960-1164 MHz band will only be used for the largest events (93% of all events would make use of the 470 MHz band only), hence only a very small portion of the total PMSE frequency assignments will be made in this frequency band.

Reference: Executive Summary, paras 2.6 and 2.7. 

Comment:  There is no PMSE equipment ownership licensing or enforcement mechanism being proposed that would steer the loading of the frequency bands.  It is reasonable to assume that a significant portion (all?) of the existing 700 MHz band equipment would be replaced by 960-1164 MHz equipment.  Users would utilize the tuning range of  the equipment they have available before seeking additional equipment.  In other words, the distribution between the two frequency bands would eventually become evenly distributed, governed only by the equipment base available.  Hence a much larger use of the 960-1164 MHz band may be expected than the one postulated.


Chapter 3, Risk Assessment



· Para 3.11:  A previous safety assurance evaluation of JTIDS is used as basis for the safety assurance case.  Justification for this is mentioned as being the view of people attending a workshop.

Comment: As already discussed extensively in the ongoing CEPT studies on PMSE in the DME band, JTIDS is not comparable with PMSE.  JTIDS is pulsed while PMSE is continuous wave.  A very strong JTIDS signal may not interfere with DME, while the duty cycle of the interfering pulsed signal is low, while a multiple orders of magnitude weaker continuous wave signal may interfere with or even block operation of a pulsed system.



· Para 3.20:  Reference is made to PMSE licensing data, including number and locations of events and venues, and the number of PMSE frequency assignments. 

Comment:  Incomplete picture.  PMSE is also used at smaller events, such as by amateur performers or other (non-professional) hobby users and may not be licensed. See also discussion on the third core assumption (page 1).

 

· Para 3.22:  Reference is made to ongoing trials and the fact that there have been no reported instances of interference into aeronautical systems.

Comment:  The UK trials by PMSE users have focused on evaluating potential interference into PMSE, while not necessarily providing the reverse capability of detecting/assessing interference into the potentially affected aeronautical systems.  The aeronautical systems in question have very limited tools for monitoring such interference. Hence the statement made is not valid.  Ofcom has reported the successful conclusion of one trial where PMSE equipment was used to generate potential interference into a terminal-DME.  However, some questions were raised in CEPT WGFM PT51 about the detailed outcome of this trial, including a CW-alarm which was raised by the DME equipment.



Chapter 4, System Description

· Para 4.13:  Timescale for implementation of L-DACS is uncertain… 

Comment: Statement bias.  Task is on-track, operational implementation projected by 2026.



· Para 4.15:  Use of 960-1164 MHz band subject to licensing and equipment restrictions and is therefore regulated 

Comment: No effective real-time enforcement.  Licensing of PMSE frequency assignments is based on voluntary use of a web-based tool, by a PMSE professional.  This tool is intended to provide in real time a use-license of a specific frequency, based on time/location information entered, thus allowing the PMSE user to obtain a license quickly.  In reality, many PMSE users are not frequency spectrum professionals and may not even be aware of rules, let alone the web-based frequency-assignment licensing application.  It is unclear which equipment restrictions are being referred to and their overall effectiveness, as the method of implementation of exclusion bands, if any, is voluntary by the equipment manufacturer (ref paras A3.25 and A3.26).  First hand equipment can be purchased without a specific license from regulator.  Second hand equipment also bought/sold (see availability of Sennheiser/Shure equipment on eBay).  User base is larger than report infers.



· Paras 4.19 – 4.27:  PMSE Event. 

Comments: 

· This section describes only the "large event" use case.  No attempt is made in the study to describe or analyse the “small event” or “hobby” use cases.

· An assumption of an orderly loading scenario is made, filling the 470-703 MHz band to capacity before employing any assignments in the 960-1164 MHz band.  However there are no tools proposed to provide for this orderly loading scenario.

· 700 MHz equipment is owned/used today by a variety of users, including small/medium sized conferencing and hobby users such as amateur musicians.

· Need also to consider the low-profile and ad-hoc operations by people who are not professionals and may not know frequency management rules. 

· The analysis only focusses on the so-called "reputable" users, although it is a given that the ownership base of PMSE equipment operating in the band will be larger.



· Paras 4.31 – 4.46:  Assignment process for PMSE use of the 960-1164 MHz band. 

Comments: 

· This section describes only the "large event" use case.  

· The less professional ones not aware of rules.

· It is known fact that portion of existing PMSE use is unauthorized.  For instance ref: Report (page 27).

· Ofcom will perform periodic monitoring of the “large events” only, while not being able to monitor smaller unlicensed, and therefore unknown, events.



· Para 4.47  Intended mitigations 

Comments: 

· DME in table refers to geographical restrictions.  This is license tool based only (voluntary), not automatic. Certification of user (including training/knowledge of frequency rules) is not required.

· UAT in table is said to be not used in UK, yet there are on-going trials in UK





Chapter 5, Failure case

· Para 5.2:  Reference to JTIDS. 

Comment: Not equivalent, JTIDS is pulsed, PMSE is continuous wave.



· Paras 5.10 – 5.18:  VOR/DME 

Comments: 

· Para 5.13 discusses false lock as identified in the JCSys test report.  Very limited scenarios were tested in the JCSys study.  Hence the problem could be more serious than indicated.  Also, need to look at actual signal levels, for example a CAT II/III landing scenario with terminal DME transponder used to determine "outer marker" distance and being interfered with by PMSE directly underneath path of aircraft.



· Para 5.14 concludes that undetected corruption in the DME distance measurement is not credible.  As per the above, there is not sufficient evidence to support this claim.



· Paras 5.16 and 5.17 make the claim that the increasing use of GNSS reduces the impact of interference to DME.  This claim is not accurate.  At most airports, GNSS for CAT I is not implemented.  GNSS is currently not an option for CAT II/III and auto-land procedures.  Hence most of this para is misleading.  It is unclear to which extent the actual use/failure case of PMSE vs. CAT I/II/III and auto-land was studied.



· Para 5.18 makes a reference to a conclusion of the risk assessment, contained in Annexes A4 and A5.  Annexes A4 and A5 have a problem with core assumptions.






· Paras 5.26 – 5.29:  Mitigations, requirements and recommendations 

Comments: 

· Para 5.27, Assumption 1:  PMSE users who will be licensed to use 960-1164 MHz band PMSE equipment are expert users, belonging to highly professional at reputable organizations (see also “Critical assumption 1, component 1”).  

· As per description on Ofcom’s website, PMSE is not only for large radio and television broadcast events, but also for other public or private events, at any location, e.g. sporting, music, theatrical, religious, political, hobby and  corporate retailing. No certification of competency is required.  A tool is provided to manage licensing to use certain frequencies based on time and location.  Users can be anyone who owns such equipment, similar to those that own and operate 700 MHz PMSE equipment today.



· Para 5.27, Assumption 3:  The peak number of PMSE frequency assignments authorized in the 960-1164 MHz band is in the order of 945 per day (see also “Critical assumption 2”).  

· There is no ownership licensing or enforcement mechanism being proposed that would steer the loading of the frequency bands.  It is reasonable to assume that a significant portion (all?) of the existing 700 MHz band equipment would be replaced by 960-1164 MHz equipment.  Users would utilize the tuning range of  the equipment they have available before seeking additional equipment.  In other words, the distribution between the two frequency bands would be governed only by the equipment base available.  Hence a much larger use of the 960-1164 MHz band may be expected than the one postulated in this core assumption.



· Para 5.27, Assumption 4:  Reputational damage due to event failures…  

· Assumes the use case is for large events only (see also “Critical assumption 1, component 2”).  Reputational damage already today:  Every regulator we speak to confirms verbally that a very high percentage of PMSE users operate outside of license.



· Para 5.27, Assumption 5:  Price premium on equipment in the 960-1164 MHz band, compared to currently available equipment. 

· Not convincing.  This paragraph is implying that the only method regulating use of the band is the cost of the equipment.  Conversely it could be stated that new equipment/technology would be attractive to the technophile "non-professional" users.  Also, as evident by eBay and other second-hand market sites, there is a sizable market for second-hand equipment, where the users cannot be expected to be knowledgeable about frequency use regulation.



· Para 5.27, Assumption 6:  Discusses a large/professional PMSE user scenario, including security to prevent unauthorized use.  Makes the claim that resale value diminishes quickly, that professional users are reluctant to buy second hand equipment and that there is no established market for second hand equipment. 

· This assumption only looks at the large event use case and ignores all other use cases. 700 MHz PMSE equipment is available in abundance on eBay and similar market sites.  Typical buyers/users will then not be professionals with knowledge of frequency use rules.

· The assumption implies that the method effectively regulating use of the band is the cost of the equipment.  Conversely it could be stated that new equipment/technology would be attractive to the technophile "non-professional" users.  Also, as evident by eBay and other second-hand market sites, there is a sizable market for second-hand equipment.


Appendix.  Some further evidence and thoughts.

Example of a 700 MHz band PMSE microphone and receiver used as standard conferencing equipment.  

The below pictures were taken in a meeting room during the meeting of  CEPT ECC WGSE Project Team 7 (SE7), 19 – 21 September 2018.  SE7 is the CEPT group tasked with the PMSE technical compatibility studies in the 960 – 1164 MHz band.

The pictures show a mixing console used for the conferencing microphones and a wireless microphone + receiver operating in the 700 MHz PMSE band.

            [image: C:\Users\ljonasson\Google Drive\Work\2018\CEPT_PMSE\SE7_Sep2018_Conferencing_PMSE-2_0.jpg]

Due to a previous CEPT ECC decision, the 700 MHz PMSE band will not be available for PMSE after 2020.  The 960-1164 MHz band is being proposed as a replacement frequency band for the 700 MHz band.  

As can be seen from the above pictures , the use case for PMSE equipment in the 700 MHz band is not limited to Professional large scale events such as the production of Television or Radio Programmes.  This equipment is also commonly used for “Public or Private events, at any location, eg Sporting, Music, Theatrical, Religious, Political, Hobby, Corporate Retailing” (the quoted text was copied from the website of UK OfCom).

As there is no requirement for PMSE user certification, and as the equipment can be purchased without restrictions, it can reasonably be assumed that some PMSE equipment owners/users may not posess the necessary knowledge or skills to ensure there is no interference to other users sharing the frequency band.  Some of these PMSE equipment owners/users may not be aware of PMSE frequency licensing requirements or have knowledge of frequency management regulations or requirements in general.

It is noted that there is a second hand market for 700 MHz PMSE equipment, see for instance eBay.co.uk, search words:  “Sennheiser wireless microphone 734”.
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Annex 11:



2.28 Safety management



Note.— Annex 19 includes the safety management provisions applicable to ATS providers. Further guidance is contained in the Safety Management Manual (SMM) (Doc 9859) and associated procedures are contained in the PANS-ATM (Doc 4444).



Any significant safety-related change to the ATS system, including the implementation of a reduced separation minimum or a new procedure, shall only be effected after a safety assessment has demonstrated that an acceptable level of safety will be met and users have been consulted. When appropriate, the responsible authority shall ensure that adequate provision is made for post-implementation monitoring to verify that the defined level of safety continues to be met.



Note.— When, due to the nature of the change, the acceptable level of safety cannot be expressed in quantitative terms, the safety assessment may rely on operational judgement.

 



Doc 9734:



3.2.7 Exemptions and exceptions



3.2.7.1 Compliance with the State’s regulatory requirements is obligatory. However, on some

occasions, there might be instances where full compliance is not feasible. In those instances, exemptions or exceptions may be granted by the State. Such measures must be supported by appropriate, robust and documented safety risk assessments or aeronautical studies and imposition of limitations, conditions or mitigation measures, as appropriate.



3.2.7.2 Exemptions and exceptions should not be used to overcome an unpopular requirement or to

suggest that compliance with a requirement is optional. The use of the exemption and exception

mechanisms needs to be the exception, not the norm.



3.2.7.3 Any exception or exemption should only be granted on the basis of a robust rationale.

Therefore, the issuance of exceptions or exemptions that are not supported by safety risk assessments or aeronautical studies and by thorough reviews by the competent authority is not acceptable. A safety risk assessment or aeronautical study should be developed by the service provider to demonstrate whether an equivalent level of safety or an alternative acceptable means of compliance can be achieved. Review and acceptance of such an assessment or study should be performed by the CAA at the appropriate level.



3.2.7.4 All cases involving the granting of exceptions and exemptions should be fully documented and

the outcome should be published as appropriate, such as on the CAA website, in the AIP and/or in safety assurance documents (e.g. the aerodrome manual or the air operator’s operations manual held by the regulator and service provider). The publication should include references to relevant limitations, conditions or mitigation measures, as appropriate. Furthermore, the service provider needs to regularly review any exceptions or exemptions with a view to removing the need for such exceptions or exemptions, where possible, as well as check the validity and robustness of any mitigating measures in place. The regulator also needs to assess, before granting an exception or exemption, whether the exception or exemption would lead to differences from SARPs and, if so, ensure that the State notifies ICAO of the differences.



 

Attachment A to Annex 19:



2.1 Hazard identification



2.1.1 The service provider shall develop and maintain a process that ensures that hazards associated with its aviation products or services are identified.



2.1.2 Hazard identification shall be based on a combination of reactive, proactive and predictive methods of safety data collection.



2.2 Safety risk assessment and mitigation

The service provider shall develop and maintain a process that ensures analysis, assessment and control of the safety risks associated with identified hazards.



3. Safety assurance



3.1 Safety performance monitoring and measurement



3.1.1 The service provider shall develop and maintain the means to verify the safety performance of the organization and to validate the effectiveness of safety risk controls.



3.1.2 The service provider’s safety performance shall be verified in reference to the safety performance indicators and safety performance targets of the SMS.



3.2 The management of change

The service provider shall develop and maintain a process to identify changes which may affect the level of safety risk associated with its aviation products or services and to identify and manage the safety risks that may arise from those changes.



3.3 Continuous improvement of the SMS

The service provider shall monitor and assess the effectiveness of its SMS processes to enable continuous improvement of the overall performance of the SMS.
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