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Why GNSS resilience matters now

The navigation architecture is increasingly dependent on a signal that can be degraded or manipulated.

Signal denied
| ((2&) JAMMING J

Signal deceived
SPOOFING

i{;\ SYSTEM EFEECT Continuity challenged

GNSS is an operational dependency — not simply
a navigation sensor. The strategic question:

How do we continue safely when GNSS is
not fully available?
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What the Region saw

GNSS interference is no longer an exceptional scenario.

‘ Hace apenas algunos afios estos eventos eran considerados excepcionales.
Hoy forman parte de la operacion diaria en diversas regiones del mundo.
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Zonas amarillas
(Afectacion moderada)

() Zonas naranjas
(Afectacion significativa)

B Zzonasrojas
(Afectacion muy alta)

Sin reportes / Baja afectacion

e Basado en reportes
de eventos (ej. EASA, -=--=»)» Principales rutas
FAA, EUROCONTROL)

operacionales

Tipos de Interferencia Conclusiones Clave

f \ SPOOFING ‘* JAMMING 660bservamos que una proporcién significativa
¢ 9 |+ + Sefiales falsas que engafian ‘*\\ (( )) ¢ Interferencia que bloquea k_ de vuelos experimenta eventos de interferencia
Y™/ alreceptor. 9 la sefial GNSS. GNSS. En algunos corredores regionales

europeos la afectacion alcanza valores
muy elevados.”

« Pérdida total o parcial X
de la recepcion. /

« Puede alterar la posicion
reportada.

« Riesgo: desviacion de ruta,
datos corruptos.

+ Resultado: degradacion -
e navegaciéri : .? \ @ “Este fenomeno dejo de ser un problema local

nara convertirse en un desafia internacional ”
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MAPA GLOBAL DE INTERFERENCIA GNSS
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Zonas amarillas
Interferencia moderada
B Zonasrojas
Interferencia alta

ZONAS AMARILLAS (INTERFERENCIA MODERADA)
Areas donde se detectan eventos de interferencia GNSS de forma ocasional o con niveles
moderados que pueden afectar el rendimiento de la navegacion.

. ZONAS ROJAS (INTERFERENCIA ALTA)
Areas con alta frecuencia e intensidad de interferencia GNSS que pueden degradar
ianificati o incluso impedir la disoonibilidad de la sefial.

Porcentaje de vuelos afectados

2%

2018 2019 2020 2021 2022 2023 2024

EVENTOS POR TIPO (2024)

Jamming 55%

& Spoofing 30%

Otros / Desconocido  15%

“ ‘Observamos que una proporcion significativa de vuelos
experimenta eventos de interferencia GNSS. En algunos
-n i euroneos la afectacion alcanza

The discussion shifted from

“Where is the interference?”
to “What capability remains?”
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A regional meeting changed the frame

Five steps. awareness solution Infrastructure — resilience — roadmap

GNSS | MON ) | ALT. PNT CONTINGENCY L REGIONAL J
THREATS | CONCEPT INFRASTRUCTURE & REPORTING ROADMAP
\ J/ \\ J \ J . =
The outcome was not a list of radio aids.
It was the beginning of a regional resilience strategy. !Z

Safe Skies. Sustainable Future. — I| — ii -
ICAI oull I 128, ) Hiice f " "’-
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MON: the operational meaning

A Minimum Operational Network is the capability to preserve safe navigation
and ATM continuity during GNSS degradation.

EVAIR REPORTS (57 EVAIR
No significant impact on human life. "7 Rugarting Systam OPERATIONS

- q ;
EVAIR is the ICAO standard platform - »’ "i .
to report PNT degradations (including P C _ ' ;
regional outages and alternative 4 ﬂ
<nsmmy ~ ’

navigational solutions) across Europe.
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° p. Accurate information

Safe continuity / PBN

where feasible

ATC, flight crew,

PROCEDURES .
contingency playbooks

Starardioed Pod-tam Anadysis & INCIDENT
mpets :, " king wopy: REPORTS S ORURRIN oeny
O AternamvepNT | DME/DME - INS/IRS
1. PNT INFORMATION 2. ANSPS APPLY RISK I, AIRLINES ADJUST 4. THIS ENSURES 5, THIS SUPPORTS o ? ILS * conventional
AVAILABLE IN MANAGEMENT OPERATIONS ACCORDING OPERATIONAL RESILIENCE CONFIDENCE N THE
EVAIR REPORTS MEASURES TO EACH OPERATIONAL AND CONTINUITY GLORAL AIR NAVIGATION
SCENARIO OF OPERATIONS SYSTEM
) » (V) » (A » (@) »
- | .
3 \ e/ @ (@ ’)) Selected NAVAIDs +
Q ( = A A INFRASTRUCTURE : F
AT dopadulion repars Operstional mesmurer Fight plans, routes = e N S surveillance + monitoring
are colected and publahed e implemanted o mamtan ad procecures are safely, even In cograded today’s safuty and
on the platfoem. safety, continuity and adapted based en i sk the future of aviation
efficiency the risk level.

o MON # “keep every legacy NAVAID"” - L

It means strategically retaining what delivers resilience.
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DME becomes strategic infrastructure

The value of DME is determined by geometry, coverage and operational use — not by quantity.

() A R (@)
DME/DME + INERTIAL ( v )
( )

DESIGN FOR
traffic flows & priority TMAs

VERIFY WITH

coverage analysis &
flight inspection

PROTECT THROUGH
maintenance, spectrum &
DME C @ Provides position, speed and backup DMED contingency pI:nning
when GNSS is degraded or unavailable.
(O/‘ , OBJECTIVE: Preserve usable RNAV capability where the operational benefit is highest.
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Brazil: a concrete MON implementation case

A resilience plan linking infrastructure, procedures, training and spectrum coordination.

DME/DME
INERTIAL

s DME NETWORK

Radio Navigation Workshop

MON

@) NFRASTRUCTURE

RNAV 5
EN ROUTE

PROCEDURES 'O TRAINING 2’ SPECTRUM
RNAV 1/ RNAV 5 A & CAPACITY

REGIONAL LESSON: ‘

Q@ O rum
QO & nos

@ @ VALIDATE

S8A%  COORDINATE
T |

COORDINATION

High-traffic and
strategic areas

DME/DME/Inertial
for RNAV operations

Coverage studies
and flight inspection

DECEA + spectrum
authority + training

MON must be risk-based and tailored to

each State’s operational environment.
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SAM already has the building blocks

National experience can now be converted into a regional method.

«s S
4

ARGENTINA BRAZIL

#
X

& GNSS event evolution
& DME analysis
& DEMETER

& MON criteria
& DME rationalization

COLOMBIA

& Operational analysis

& Event classification

HARMONIZED
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PERU GUYANA

pey %))

& DME network
planning

00
CQ‘

& Contingency
management

& Institutional
coordination
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An interference event is a process — not a notification

Operational value comes from the full detect—assess—mitigate—learn cycle.

ASSESS NOTIFY

Evaluate impact Inform relevant
and operational stakeholders
risk in a timely manner
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COORDINATE

Coordinate actions
and information

sharng

3>
«& MONITORING USING ADS-B <(( .)))
FROM DATA TO OPERATIONAL AWARENESS HOW IT SUPPORTS
@, oerect OPERATIONS DETECT
RADIO & DATA PROCESSING SITUATIONAL
Interference detection 2005-8 RECEIVERS & ANALYSES AWARENESS oo Identify abnormal
mdapse signal oo s @ docruon mekrg behavior or
analysis y Fal e interference
..:____) [ .‘at'/' —
Q ASSESS \ p—n
Cortirgoun mondorrg % Corvelation, vabdaten satety ek
. - o the arpace % and ewant detection
?:«m ":sm m:'.uss s .
sesement v
Pk evshation pRsmn 7 s
+ cortngency actions
ANSPs « Arlies + Miitary « Regulators I Enaties trerel
Coordination with ||l sk end
stakeholders and cortnusa
dies rerovenTent

EVOLUTION OF ADS-B INTERFERENCE MONITORING

2000 - 20% 06 - 022 2022+
g Plot projects and montorng @ Comsobdation and Innegraned operasons

REPORT LEARN

Document the event Analyze lessons
and actions taken learned and
IMProve processes

Sy laem irrgrhe e Lation w-wm analytics and 10y ol COOrdNaton
ghp— USEFUL EVENT DATA
ADS-B provides a robust and continuous source of data for GNSS interference monitoring, * UTC « Position « Altitude « Phase of flight « Indications « Affected systems « Duration

supporting safer and more resilient operations
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Resilience is multidisciplinary

3 This meeting is being transcribed. i) O Don't show this again = OK

The July regional discussions confirmed that
CNS cannot solve GNSS resilience alone.

CNS ATM

Technology, infrastructure Procedures, capacity

| ¥ {COL) Oscar David Forero Peraza

JULIO PEREIRA % CHILE DGAC/ Gina Tillghia

and operational continuity. and decision-making.

SPECTRUM MILITARY / SECURITY %;? AL ‘ . g

Protection, monitoring Threat awareness, national

— pL
‘:? 4
] "g\:’- 5
¥ (BOL)Douglas Pac.. A ¥ Josug Vargas

(N Y y
Vi Jose Pineda’ \‘ (CHI) Christian Vergar... ¥ Jimena Luro ARG  (BOL) Pablo Zarate % (COL) OSCAR GA- & TC Kebach (SDOP) % {GUY) Rickford Sa...

and coordination, security and mitigation

Regional MON/GNSSresilience meeting — SAM, July 2026

G,
ﬁ Governance is part of the technical solution.
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Regional gaps — regional deliverables

The objective is harmonized resilience, not identical infrastructure.

(((A» INFRASTRUCTURE — e Regional DME / alternative-PNT inventory
PROCEDURES — E—Z Common contingency principles
REPORTING — g Harmonized taxonomy & regional database
GOVERNANCE — 111 National focal points & coordination model
CAPACITY — Training, simulation & exercises

to produce a coherent operational outcome.

(@/’ A common regional framework allows different national solutions

Radio Navigation Workshop | Lima, 2-4 September 2026
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Proposed SAM roadmap

A phased path from assessment to integrated PNT resilience.

2026 2027 2028 2029 2030+

@ = < o @
ASSESS HARMONIZE IMPLEMENT VALIDATE EVOLVE
Inventory < focal points Guidance « CONOPS Priority MON/DME Exercises * KPIs Integrated C-PNT
reporting baseline common taxonomy procedures e training coverage/readiness resilience strategy

Regional Guidance * PNT Resilience CONOPS ¢ GNSS Event Database « DME Analysis Method ¢ Capacity Building
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Two actions can anchor the next phase

Focused, practical and suitable for follow-up through the regional mechanisms.

REGIONAL EXPERT NETWORK

A standing technical network
supporting implementation

- REGIONAL GUIDANCE

ICAO SAM guidance on GNSS
resilience and MON

— — 9

@ Concepts @ Reporting e Spectrum authorities
MON criteria Contingency principles @ CNS « ATM 0 Industry
O Event classification Q Case studies 0 Operators

== S

@ Stronger guidance + active collaboration =
.' A “‘.Ev" : ~i "' ¢ , m : ('.'..,n. g - Ta ala ‘..,\’
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FINAL MESSAGE

RESILIENCE IS NOT
A BACKUP SYSTEM.

It is the coordinated ability to continue
safe operations when the primary

navigation capability is degraded.

.
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GNSS MON PROCEDURES MONITORING COORDINATION REGIONAL
COOPERATION

From vulnerability to operational resilience —
TOGETHER.
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