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Interference from Non-aeronautical sources
GPS INTERFERENCE/SIGNAL DEGRADATION IN MANILA, PHILIPPINES AFFECTING RNAV (GNSS) INSTRUMENT APPROACH
(Presented by Charlemagne Gilo, Philippines)

	SUMMARY

	This information paper describes the current situation in Manila regarding the specific impact of GNSS interference/signal degradation to flight and ATM operations.




1. INTRODUCTION

1.1 IATA has brought to the attention of the Civil Aviation Authority of the Philippines (CAAP) several reports of GPS interference/signal degradation mostly during the crucial instrument approach phase (RNAV GNSS) to runway 24 of Manila (Ninoy Aquino) International Airport.
2. DISCUSSION

2.1 The Philippines, as an ICAO Member State, is urged to take action to ensure that sources of GNSS interference signals are identified and mitigated. The agency in charge of identifying and mitigating sources of harmful interference in the Philippines is the National Telecommunications Commission (NTC), a separate government entity from the Civil Aviation Authority and thus reports of this nature are endorsed to that agency for proper action. As to the capability of that agency to identify the possible sources of interference to the GPS signal is another question.

2.2
The closest thing to identifying the possible source of this anomaly, so far, is a report from one airline suspecting a cell tower of possibly causing the interference.The following is a direct quote from the airline: 

According to illustration data, you can recognize ANP (actual navigation performance) is over 0.5NM temporary at around 14 NM DME on line graph. And then, ANP have been within 0.3NM gradually. So we can expect that there is some cause like a tower for cell phone radio in around 14NM DME because almost JAL flight encountered unreliable ANP at 14NM DME as indication of data.
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Figure 1 Actual Navigation Performance recorded on aircraft
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Figure 2 14 DME to Manila RWY24

2.3
This limited information was passed on NTC after determining that there indeed was a cell phone tower within 1NM of the area on top of terrain approximately 1,300 feet high.. 
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Figure 3 Suspected Cell Phone Tower Location

2.4
Initial on-site investigation reveals nothing abnormal on the suspected cell phone tower, including reception of GPS signals in the immediate vicinity thereof.
2.5
In the interim, due to the continued reported occurrences of these events, CAAP issued a NOTAM advising the availability of other instrument approaches to runway 24 and the reported occurences of GPS interference and signal degradation in the area.

3. CONCLUSION
3.1 The meeting is invited to note the information on this paper to solicit some discussions and some expert opinions on what is the most likely cause all these occurrences and what should be the action that the Philippines needs to undertake to identify and mitigate the situation.
— END —
ATTACHMENT

	Date
	Flight
	Airline
	Details

	6-Jul-16
	CX901
	CX
	GPS1 + GPS2 lost during RNAV approach

	10-Jul-16
	CX935
	CX
	Approaching FAF RNAV 24 GPS signal briefly lost. Continued visually with NAV UNABLE RNP.

	8-Jul-16
	CX934
	CX
	GPS primary lost on both sides on both arrival and departure at RPLL.  Ops normal for remainder of the flight.

	9-Jul-16
	CX905
	CX
	GPS primary lost at 1500 feet ASL RWY24 time 1600Z

	12-Jul-16
	CX919
	CX
	GPS Primary lost during RNAV 24 approach at position LL24D.  GPS Primary and GPS Primary Lost fluctuated on and off.

	12-Jul-16
	CX935
	CX
	GPS Signal Lost Twice on Approach: 1128-1130Z at POSN 14'28.4'N, 120'34.8' E 1144-1148Z on final appraoch, POSN 12 DME MIA. VOR APPR requested and flown due NOTAM. TERR POSS and NAV unable RNP message received.

	13-Jul-16
	CX908
	CX
	Loss of GPS signal on RNAV RWY 24 approach at FAF.

	13-Jul-16
	CX903
	CX
	RNAV24 INERTIAL 3600ft, UNABLE RNP 1600ft, landed visually, GPS displayed again 800ft.

	13-Jul-16
	CX902
	
	GPS dropped out of use on departure between 7000 and FL120

	12-Jul-16
	CX901
	CX
	GPS anomalies occurred on LNAV track to 24.  No VDEV on ND.  Approaching the FAF we appeared displaced right of track.  We then got VERIFY POSITION and UNABLE RNP.  We disconnected to conduct a visual landing.

ATC & ATIS indicated RWY 06 ILS. Approaching MNL VOR, a right orbit was ordered. Then a vector 240 degree, we assumed it was a downwind heading. Other TCAS traffic were being vectored ahead for RWY 06. Extensive vecotrs to the west followed with no explanation. Then told we were #2. no RWY change mentioned. I then heared #1 aircraft clreared for 24 VOR, I asked if the RYW had changed? Yes was the reply! ATC had at least 5 mins to advise this fact, especially unprofessional considering the extra briefing requested to RNAV. I hastily re programmed the FMC, we were given direct to 24D, a rapid re-brief was given by JFO (under training) as we were cleared for approach. in hindsight we should have refused & requested more time. We elected continue in VMC, using RNAV which did not behace as expected (NOTAM refers to GPS anomolies). We took FLAP 1 to get "on approach", this did not appear to happen, no VDEV dispalyed. We were  cleared to 3000, "clear for approach". In VMC & RWY in sight we descended in FPA with 1800 set at FAF. We configured early & waited to engage VNAV by the FAF. I cross referenced prog dist with altitude off the plane with visual picture. We did not have any spare time to re-turn the descent C/L but a review ensured it was satisfied including landing PERF & MDA. We seemed to be displaced to the right of the visual centreline, so discontinued for a normal landing. As we left the centerline, tower said R3 had potholes & to take E4. Not notamed or on the ATIS. ATC Generated risk through lack of communication of RWY change.

	14-Jul-16
	CX901
	CX
	Loss of GPS with NAV UNABLE RNP EICAS.  Continued visual approach.  At 3NM on VNAV path but 300ft high and well right of C/L

	15-Jul-16
	CX919
	CX
	During RNAV approach R/W 24 GPS interference commenced at LL24D with loss of GPS signal. Guidance reverted to inertial. ANP drifted to out of tolerence by LL24E with NAV unable RNP msg. VMC conditions with RWY  in sight so approach continued. GPS signal re-aquired at approximately 3nm final.

	16-Jul-16
	CX901
	CX
	Loss of GPS at position LLZHE.  RNAV 24 Manila. Inertial on ND, EICAS NAV unable RNP, approach converted to visual. Normal landing with nil consequence.

	Date
	Flight
	Airline
	Details

	17-Jul-16
	CX903
	CX
	VORDME Z 24 flown ITO RNAV 24.  GPS signal lost on final with drift 0.51.  Not recommended for use in IMC/marginal weather.

	15-Jul-16
	CX901
	CX
	TERR POS EICAS then NAV UNABLE RNP EICAS shortly after FAF approx 1500ft

	20-Jul-16
	CX919
	CX
	RADAR VECTORS ON APPROACH INTO MNL, ILS 06. ON INTERCEPT HDG 120 TO LOCALIZER,
12NM FROM MIA VOR, "GPS PRIMARY LOST" (APPROX 0830UTC) BOTH FO AND CAPT SIDE.
GPS SIGNAL LOST FOR APPROX 1MIN, AND SIGNAL CAME BACK. SUBSEQUENTLY, AT 2NM
FROM THRESHOLD (0834UTC), SAME SITUATION (BOTH FO AND CAPT SHOW "GPS PRIMARY
LOST") AND AGAIN THIS LASTED APPROX 1MIN.
SUSPECT GPS INTERFERENCE AS ALL OTHER TIMES DURING FLIGHT, GPS WAS NORMAL.
EXTRA INFO:
SAME SITUATION OCCURRED ON THE RETURN FLIGHT LEAVING MNL SOON AFTER TAKE
OFF. RADAR VECTORS FOR DEPARTURE. "GPS PRIMARY LOST" FOR APPROX 2 MINS
(APPROX 1009UTC) LOCATION BETWEEN VOR MIA RADIAL050/5NM AND RADIAL040/15NM.

	7-Jul-16
	JL741
	JL
	“UNABLE RNP” AND "TERR POS" APPEARED DURING APPROACH. THE VALUE OF ANP INCREASED TO 0.35.

	8-Jul-16
	JL741
	JL
	“UNABLE RNP” AND "TERR POS" APPEARED DURING DESCENT. BOTH GPS L & R OF CDU PAGE BLANKED DURING APPROACH.

	8-Jul-16
	JL745
	JL
	“UNABLE RNP” APPEARED DURING DESCENT SEVERAL TIMES.

	21-Jul-16
	CX938
	CX
	Cleared for RNAV approach runway 24 MNL On approach inside 3000 feet, GPS update changed to INERTIAL.
Fair conditions on the approach and UNABLE RNP followed shortly thereafter. Approach continued visually for the landing

	24-Jul-16
	CX900
	CX
	GPS signal loss during departure RWY06.  Loss for approximately 5-10 seconds

	24-Jul-16
	CX901
	CX
	Loss of GPS on close in left base for RWY06. 3 times 5-10 seconds per event.

	24-Jul-16
	CX918
	CX
	HKG-MNL sector GPS interference 24 VOR APP Lost GPS at MIA070/13 Recovered at MIA060/5NAV UNABLE RNP advisory

	24-Jul-16
	CX903
	CX
	TERN POS message at FAF RNAV 24 followed by NAV UNABLE RNP  APP continued as visual.

	20-Jul-16
	CX918
	CX
	GPS lost on departure MIA radial 050/5NM lost for 2 minutes until MIA 040/15NM

	25-Jul-16
	CX903
	CX
	VOR Z 24 APP for us. Loss of GPS signal a few times.  No EICAS msg.

	28-Jul-16
	CX935
	CX
	GPS signal lost 10NM NW MIA VOR for 20 seconds at 1225Z

	30-Jul-16
	CX901
	CX
	RNAV APP 24 NAV UNABLE RNP at 1,300FT Approach completed visually

	30-Jul-16
	CX903
	CX
	Loss of GPS signal on approach at FAF 1134Z  VOR Z approach flown so loss of GPS no effect on approach

	2-Aug-16
	CX903
	CX
	MNL RNAV24 loss of GPS signal on base leg.NAV UNABLE RNP at 5 miles to land.  GPS signal returned soon after and normal RNP/ANP resumed.

	4-Aug-16
	CX901
	CX
	RNAV 24 APP NAV UNABLE RNP EICAS at FAF

	5-Aug-16
	CX905
	CX
	Loss of GPS 8NM final RNAV24.  EICAS UNABLE RNP.  Approach continued due visual with RWY24

	6-Aug-16
	CX912
	CX
	On departure lost GPS signal approx 8NM MIA regained GPS signal approx 12NM

	Date
	Flight
	Airline
	Details

	4-Aug-16
	CX903
	CX
	Conducted VOR Z 24 MNL. Radar vectors from the south. Lost both GPS at about 8NM final / 2,500FT.  GPS acquired position again on the ground.

	6-Aug-16
	CX919/920
	CX
	On RNAV/GPS approach loss of GPS primary.  Recovered within LOC.  On departure up to 10 losses of GPS primary.  Self recovered.  All occurred within 15Nm of RPLL

	30-Jul-16
	CX935
	CX
	RNAV 24 approach via NATAY, fully managed. GPS signal momentary lost at waypoint LL24D. 
Approach continued using VIS guidance.
For info other aircraft also lost GPS signal during approach.

	6-Aug-16
	CX904
	CX
	GPS primary lost both sides on departure MNL between 2,000FT and 5,000FT and again at 9,000FT for several minutes.  RWY24 departure.

	6-Aug-16
	CX913
	CX
	GPS primary lost on both sides at approximately 4,000FT turning final approach.  GPS primary returned approximately 2,500FT.  Visual approach conducted to landing.

	7-Aug-16
	EK332
	EK
	TURNING TO BASE LEG WITHOUT EICAS ANP WENT BEYOND REQUIRED CORRECTED ITSELF. APPROACH CONTINUED. AT 1800 FEET FULLY CONFIGURED EICAS NAV RNP UNABLE AND TERRAIN POS EOCAS MESSAGES RECEIVED . APPROACH CONTINUED MANUALLY IN VFR VMC CONDITIONS LANDING UNEVENTFUL. MESSAGES CLEARED THEMSELVES AT SHORT FINAL

	7-Aug-16
	EK335
	EK
	Around 1000' climbing RWY HDG, EICAS 'RWY POS' and navigation status on ND display showed inertial.
Switched off RAD NAV INHIBIT and NAV status on ND became DME-VOR followed shortly by DME-DME. When GPS became available 'RAD NAV INHIBIT' was turned ON.

	5-Aug-16
	EK336
	EK
	RNAV approach 24- on final EICAS TERR POS followed by unable RNP. In visual conditions, visual with ground and runway, TRK HOLD was selected whilst aircraft was slightly to left of centreline. At 1700' autopilot was disconnected approach continued visually. Company NOTAM CO714/16 was discussed during the briefing in the cruise.

	29-Jul-16
	EK334
	EK
	Cleared for the RNAV (GNSS) 24 approach in night VMC, an EICAS 'TERR POS' activated. The crew actioned the respective non-normal checklist and continued the approach. At approximately five miles final the EICAS 'NAV UNABLE RNP' activated and the crew identified the aircraft deviating left of the lateral track. The crew elected to continue the approach visually. An ATC instructed go-around was flown due to the preceding aircraft being still on the runway (ASR      applies). The EICAS 'NAV UNABLE RNP' activated on the subsequent RNAV (GNSS) as well and required that the approach was continued to landing based on visual cues. Ground personnel advised the crew that this was a recurring issue at the airport. 
Flight Safety update: State NOTAM 1B2554/16 and company NOTAM CO714/16 CO714/16 advise arriving flights to exercise caution when using the RNAV approach due to 'aircraft reports of GPS interference and jamming'. 

	24-Jul-16
	EK332
	EK
	On RNAV GNSS approach to runway 24 EICAS NAV UNABLE RNP and TERR POS were displayed. As the crew had visual contact with the runway, the approach was continued using PAPI. A CONOTAM exists to warn pilots for this approach in Manila for possible GPS jamming. ATC was advised.  
Flight Safety update: The report has been forwarded to FOS and the ASM. External electronic jamming is the most probable cause of the reported GPS signal loss. FOS escalated the reports to the Regional IATA Office in Singapore, and Manila Airport published a Class-1 NOTAM on 22 July 2016 to warn of the same.
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