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	SUMMARY

	The C2 Link Working Group (WG2) of the ICAO Remotely Piloted Aircraft System Panel has developed SARP amendment proposals to address the introduction of Remotely Piloted Aircraft into non-segregated international airspace.  This Working Paper is requesting review of these proposals by the FSMP.


1. INTRODUCTION

1.1 As unmanned aircraft are evolving very fast, there will be an increasing demand for remotely piloted aircraft systems (RPAS) to operate in non-segregated airspace and at aerodromes. Although provisions of the Chicago Convention apply, RPAS provisions cannot be implemented identically to those for manned aviation. States, Industry and operators need Standards and Recommended Practices (SARPs) and related guidance in order to safely and efficiently integrate RPAS into the air navigation system.

1.2 Following discussions in the Unmanned Aircraft Systems Study Group (UASSG), it was concluded that, in order to fully integrate unmanned aircraft into non-segregated airspace in a safe, secure and efficient mode, RPA must be recognized and must operate in the same manner as other aircraft.  Consequently, it was decided that provisions related to RPAS have to be integrated in current Annexes in the same way as for manned aviation.

1.3 Regarding SARPs related to RPAS, considering that this new world of UAS is constantly evolving, there is a need to adopt a flexible approach that can give a framework to this activity in a timely manner, without impeding the future necessary adaptations to new technical contexts.  

1.4 The UASSG was first tasked to develop a UAS regulatory concept and associated guidance material to support and guide the regulatory process. The Manual on Remotely Piloted Aircraft Systems (RPAS) (Doc 10019) was drafted by the UASSG with extensive consultation by the Secretariat. It addresses all the main topics and provides guidance on how this new component of the aviation system is affected by and affects the existing regulatory framework. 

1.5 On 6 May 2014, the Air Navigation Commission (196-2) considered the establishment of the Remotely Piloted Aircraft Systems Panel (RPASP) (AN-WP/8857). The RPASP is to work collaboratively in proposing SARPs that will guide States in setting their own national regulations regarding RPAS. The current focus of the Panel’s work is on standards related to airworthiness, operations, operator certification, licensing of remote pilots, air traffic management, command and control links (C2 Links), detect and avoid and security.

1.6 The work of this Panel is to provide the complete set of regulatory amendments for the more demanding activities as a basis which could permit the creation of adapted regulations according to the less demanding operations conducted by RPAS and UAS.

1.7 The current scope of the Panel’s work programme agreed by the RPASP and informed to the ANC is limited to instrument flight rules (IFR) operations in controlled airspace and at controlled aerodromes.

1.8 The command and control link (C2 Link) is one of the essential technical components of the RPAS.

1.9 Therefore, RPASP worked in particular on provisions in Annex 10 from a communication perspective. C2 Link provisions are scheduled to be Effective by July 2020, with an Applicability date of November 2021.

2. DISCUSSION
2.1 The RPASP work aimed at making sure of maintaining the logic of the content of the Annexes. For such a specific component as the C2 Link, the airworthiness of the subsystems of the C2 Link is proposed to be addressed in Annex 8. For the characteristics and the management of the C2 Link, it is proposed to handle it as a communication item in Annex 10. 

2.2 RPAS C2 Link communications require standardisation at an international level to support global safety. Annex 10 is already gathering the SARPs applicable to communications systems supporting safety. Annex 10 is appropriate to host the proposed SARPs related to the RPAS C2 Link.
2.2.1 The integration of RPAS in IFR traffic postulates that ATM/CNS provision will not be modified by this new type of airspace user. The RPAS contains two different logical communication systems: one is the same as the one found in current manned aircraft and is designed to support all of the communications required for airspace integration; the other – the C2 Link - is dedicated to the exchange of information between the two main physical components of the RPAS, the Remote Pilot Station (RPS) and the Remotely Piloted Aircraft (RPA). The C2 Link is therefore the logical connection, however realized, used for the exchange of information between the remote pilot station and the remotely piloted aircraft to enable the pilot to safely integrate the RPAS into the global aviation, communication, navigation and surveillance operational environment. Similarly, to other aeronautical telecommunications, the C2 Link provision is identified as a Service.
2.2.2 Since the C2 Link is an internal component of the RPAS, with no direct interface with the, external to the RPAS, ATM/CNS systems or the RPAS operational environment, Annex 10 Volumes I and IV will remain unchanged. 

2.2.3 Annex 10 Volume II “Communications Procedures” defines Aeronautical Telecommunication Services as “a telecommunication service provided for any aeronautical purpose” and an International telecommunication service as “a telecommunication service between offices or stations of different States, or between mobile stations which are not in the same State, or are subject to different States”.  The International aeronautical telecommunication service currently lists four subservices:

1) aeronautical fixed service;

2) aeronautical mobile service;

3) aeronautical radio navigation service;

4) aeronautical broadcasting service.

2.2.4 The RPAS C2 Link telecommunications service is of a different nature from the abovementioned services. Therefore, it will not be very practicable to request a change in those services to accommodate RPAS C2 Link SARPs. Since Annex 10 Volume II addresses those four subservices, it is not considered an appropriate place for the RPAS C2 Link telecommunications service. 

2.2.5 Annex 10 volume III contains the provisions for communications supporting ATS telecommunications outside the aircraft. It is therefore not considered an appropriate place for RPAS C2 Link telecommunications SARPs. 

2.2.6 Annex 10 Volume V can include some specifics of the management of the spectrum solely used for the C2 Link. The C2 Link spectrum management considerations require coordination with the FSMP. 
2.3 Based on the above the current Annex 10 volumes cannot accommodate the RPAS C2 Link telecommunications service for the C2 Link procedures and systems. They consequently require a dedicated Volume which will be named Volume VI “RPAS C2 Link telecommunications”.
2.4 The benefits for an additional volume in Annex 10 would be:

2.4.1. A smoother evolution of the current ICAO SARPs, therefore better clarity for the airspace users and service providers in complying with the new RPAS related SARPs;

2.4.2. the anticipation of few or no adjustments to subsequent existing volumes of Annex 10; including the modification of the currently defined aeronautical telecommunication services;

2.4.3. limiting the coordination needs with other ICAO panels or working groups who are responsible for the maintenance of those Annexes/Volumes/SARPs in the context of a the very limited schedule for RPAS SARPs development by the RPASP.

2.5 The creation of a sixth volume in Annex 10 requires the identification of a SARPs structure specific to this new Annex, but in line with the common practices in other Volumes of Annex 10. This structure will group the procedures and the systems characteristics in different Parts. The following structure is therefore proposed: 

2.5.1 Annex 10 Volume VI Part I (Procedures)

2.5.2 Annex 10 Volume VI Part II (Systems)

2.6 Annex 10 Volume VI Part I will be internally organized in a similar way as Annex 10 Volume II and Annex 10 Volume VI Part II and Annex 10 Volume III for consistency with the current Annex 10.

2.7 This initial package of proposed SARPs is
2.7.1 technology neutral,

2.7.2 mostly focusing on Part I (Procedures) and

2.7.3 provides initial findings on Part II (Systems)
2.8 Some sections and chapters are introduced in this proposed amendment. They have been identified as requiring SARPs which will be proposed in a future second package of amendments, which are themselves focussed on technology specific solutions for the C2 Link. Therefore, they currently contain no SARP proposals and the word “reserved” is used.

2.9 The security of the C2 Link is a major element in supporting the safety of RPAS operations. Security is a very wide domain that needs to be globally addressed at all levels of regulation and standardization to be effective and efficient. It therefore requires a high level of coordination with the AVSEC Panel and many other partners of ICAO in order to avoid any gaps or overlap. Initial coordination is underway with those stakeholders. This is the reason why this package of proposed amendments does not focus on C2 Link security besides its procedural implications. 
2.10 In the new context of performance based communications and with the international aspects of long range communications provision, the topic of the monitoring of the C2 Link telecommunications provision performance is likely to be raised. This is not addressed in this paper since monitoring considerations are bound to the approval of this package of proposed SARP amendments. C2 Link telecommunications provision performance may be discussed within the second, technology specific, package of SARP amendments.

3. ACTION BY THE MEETING

3.1 The meeting is invited to:

a) note and review the contents of this working paper;

b) provide comments on the propsed SARP ammendments in Annex A to this paper, in particualr those associated with Annex 10 Volume V (see pages 27-28 of Annex A).
c) provide comments to the RPAS Panel C2 Link Working Group by October 20th 2017 to enable the WG2 of the RPASP to consider these comments during its nineth meeting in November 2017.
d) collaborate with the RPAS Panel to work towards concensus on the propsed ammendments prior to the tenth meeting of the RPAS Panel in March 2018.
— END —

ANNEX A
Annex 10 Volume VI

Part I - PROCEDURES

CHAPTER 1. GENERAL PROVISION

1.1 Definitions


When the following terms are used in the Standards and Recommended Practices for RPAS C2 Link, they have the following meanings:

Accepting Remote Pilot Station. Remote Pilot Station which is next to take control of the remotely piloted aircraft during a RPS Handover procedure or at the initialization of the C2 Link.

Rationale: similar to definition of “Accepting unit” in Annex 11

C2 Link. The C2 Link is the logical connection, however realized, used for the exchange of information between the remote pilot station and the remotely piloted aircraft, to enable the remote pilot to safely integrate the remotely piloted aircraft system into the global aviation, communications, navigation and surveillance operational environment.

Rationale: Since the definition for the command and control link does not fully address all pilot tasks that this link must support, an alternate and more comprehensive definition is introduced. The C2 Link may consist of a number of individual links each contributing to the overall service provision.
C2 Link Communications Service Provider (C2CSP). An entity which provides a portion of or all of the C2 Link provision for operation of an RPAS.

Note: The RPAS operator may also be its own C2CSP. Additionally, the C2CSP may use a service from other communications operators, such as satellite operators or ground networks operators to provide a portion of the C2 Link.

Rationale: 
C2 Link Interruptions. Are temporary situations where the C2 Link is unavailable, discontinuous, introduces too much delay, or lacks integrity; but where the Lost C2 Link Decision Time has not been exceeded.

Rationale: This definition explains the temporal items which will be used to decide on the movement between the three C2 Link states.

C2 Link Log. A record of the activities related to the C2 Link.

Rationale: similar to definition of “Aeronautical telecommunication log” in Annex 10 Volume II

C2 Link Service. A telecommunication service provided for the purpose of supporting the C2 Link.

Rationale: similar to definition of “Aeronautical telecommunication service” in Annex 10 Volume II

Lost C2 Link. An operational event while the RPAS is in a Lost C2 Link State.

Lost C2 Link Decision State. Is the RPAS state in which the C2 Link performance is not sufficient to allow the pilot to actively intervene in the management of the flight in a safe and timely manner appropriate to the airspace and operational conditions but the remote pilot and/or RPAS have not initiated the Lost C2 Link State because the Lost C2 Link Decision Time has not elapsed.

Lost C2 Link Decision Time. Is the maximum length of time, pre-coordinated with ATS, that the pilot and/or RPAS is allowed to wait while the C2 Link performance is not sufficient to allow the remote pilot to actively intervene in the management of the flight in a safe and timely manner appropriate to the airspace and operational conditions before declaring a Lost C2 Link.
Lost C2 Link State. Is the RPAS state in which the remote pilot is no longer able to actively manage the flight in a safe and timely manner, appropriate to the airspace and operational conditions, and the RPA is performing pre-programmed, pre-coordinated and predictable manoeuvers.

Nominal C2 Link State. Is the RPAS state when the C2 Link performance is sufficient to allow the pilot to actively manage the flight in a safe and timely manner appropriate to the airspace and operational conditions.

Rationale: The above definitions explain that the C2 Link can only be in three different standardized states. They support implemention of the logic between those states to improve predictability of the behaviour of the RPAS in the case of a C2 Link contingency event.

Quality of Service (QoS). The overall performance of a system, particularly the performance seen by the users of the service.

Remote Pilot. A person charged by the operator with duties essential to the operation of a remotely piloted aircraft and who manipulates the flight controls, as appropriate, during the flight.

Remotely Piloted Aircraft (RPA). An unmanned aircraft which is piloted from a remote pilot station.

Remotely Piloted Aircraft System. A remotely piloted aircraft, its associated remote pilot station(s), the required C2 Link and any other component as specified in the type design.

Remote Pilot Handover. The act of passing control of the RPA and the C2 Link from the transferring remote pilot to the accepting remote pilot.

Rationale: This definition is required to describe the C2 Link management procedures in the case of passing control from one remote pilot to another

Remote Pilot Station (RPS). The component of the remotely piloted aircraft system containing the equipment used to pilot the remotely piloted aircraft.

Remote Pilot Station Handover. The act of passing piloting control and authority from a transferring remote pilot station to the accepting remote pilot station.

Rationale: This definition is required to describe the C2 Link management procedures in the case of passing control from one remote pilot station to another

Required Link Performance (RLP). Performance targets allocated to the C2 Link to safely implement an RPAS operational capability.

Note. – These targets include but may not be limited to: availability, continuity, integrity and transaction expiration time. These targets will vary with airspace and phase of flight.

Rationale: This definition captures key attributes of the performance of the C2 Link service.  Security considerations are not included in the definition of RLP as they are necessary irrespective of the actual link performance.

CHAPTER 2. SPECIFICATIONS

2.1 General

2.1.1.
Any geographical reference to the C2 Link provision shall be expressed in terms of the World Geodesic System 1984 (WGS-84) geodetic reference datum.

Note. – if geographical reference elements other than WGS-84 coordinates are employed, appropriate conversion parameters are to be applied.

Rationale: To avoid any issue in geographical references, it is proposed to use the same reference system as for telecommunication in Annex 10. The note allows for other geographical references as long as the conversion to WGS-84 is provided.

2.1.2
Any geographical reference to the C2 Link provision shall have the same accuracy as for manned aircraft in a given airspace.

Rationale: There must be a consistency between the accuracy of the positioning of the aircraft and the C2 Link telecommunication provision to avoid any disruption.

2.1.3
Any time reference to the C2 Link service and time stamping of the information carried by the C2 Link shall be Universal Time Coordinated (UTC). 

Note. - This does not apply to the time stamping internal to the network communication protocol.

Rationale: Whenever C2 Link messages time stamping is used, it must use a universal time reference to avoid any issue; UTC is proposed as aviation uses UTC as a reference already. The C2 Link system itself might use an internal time stamping procedure to ensure the consistency of message delivery.



2.2 Supported functions


2.2.1.
The C2 Link shall only support the following pilot tasks:

a)  RPAS Aviate 

b)  RPAS Communicate 

c)  RPAS Navigate 

d)  RPAS Integrate

e)  RPAS C2 Link Management 
Note. – Aviate relates to any task necessary for the remote pilot to control:

· the trajectory of the aircraft 

· the aircraft systems, other than those asssociated with the Communication, Navigation and Integration systems which are included under their respective category and excludes the management of the C2 Link.

 and therefore fully exert his command over the aircraft.

2.2.2.
In the case where the C2 Link supports the pilot’s ATC communications, surveillance or navigation tasks, the C2 Link performance shall, in a secure manner, fulfil the performance required for those tasks appropriate to the airspace requirements.
Rationale: This standard is necessary to unambiguously define the scope of the support offered by the C2 Link in an RPAS. The note emphasizes that the C2 Link performance must be consistent with the performance of data transported by the C2 Link and the airspace in which the RPA is operating.

2.3 Service Provision

2.3.1
The C2 Link service provision shall be a service solely intended for the transmission of information relating to the safe conduct of an RPAS operation and limited to the information listed in 2.2.1.
Rationale: provides the scope of the C2 Link servcie provision.

2.3.2.
The C2 Link service provision shall be under State oversight.

Note. – Details on State and C2CSP responsibilities related to the oversight of C2 Link service provision can be found in ICAO Doc 10019.

Rationale: The C2 Link service provision is critical for the safety of the RPAS and other airspace users. Its oversight aims at increasing the global level of safety and at providing information to continuously improve the service. Annex 10 does not explicitly describe how this oversight is to be conducted. The Manual on RPAS (ICAO Doc 10019) is identified as the appropriate placeholder for detailing this oversight.

2.3.3
The C2 Link’s operational performance shall be commensurate with the C2 Link RLP required for safe operations.

Rationale: This SARP supports the linkage between the C2 Link specifications in the type design and the service provision of the C2 Link.

2.3.4.
For efficient use of frequency spectrum, the duration between C2 Link initiation and C2 Link termination shall not exceed the time of flight plus the time necessary to perform safety and security checking before and after flight.

Rationale: Since frequency spectrum is recognized as a rare resource, the use of frequency spectrum must be limited in time, to release it for other users. Procedure must define when the frequency spectrum is necessary to support the RPAS initiation and termination procedures.

2.3.5.
The C2CSP shall notify the RPAS operator of any planned outages of the C2 Link service provision.

Rationale: If the C2CSP is aware of a potential decrease of the C2 Link QoS, it must notify the RPAS operator of such an event so that the remote pilot can mitigate the situation with measures that maintain the safety level.

2.4 Coverage

2.4.1.
The coverage area of the C2 Link service provision shall be compatible with the planned (including contingency) areas of operation of the RPA and the location of all of the RPSs involved in the operation.

Rationale: Required to ensure that the C2 Link service provision will not be interrupted or lost because of inconsistencies between the coverage of the service provision and the flight planning.

2.4.2.
The RPA shall always remain within the coverage area of the planned C2 Link service provision. A safety margin, consistent with the characteristics of the C2 Link service provision, shall be included in the planned coverage area. 

Rationale: the RPA and the RPS must remain inside the planned C2 Link service provision coverage area. In addition, a geographical safety margin must be implemented to provide an operating margin in case of an RPS contingency.

CHAPTER 3. PROCEDURES

3.1 General

3.1.1.
It is recommended that in the case where the C2 Link service can be provided by more than one C2 Link, then the RPAS always uses the C2 Link with the highest QoS.

Rationale:  A higher QoS relates to a lower risk to the RPAS and other airspace users.

3.1.2.
Prior to the flight, the RPAS operator shall ensure that the C2 Link QoS, security, and coverage are adequate for safe operation of the planned flight (including contingency) operations.

Rationale: Prior the operation, the operator must be sure that he gets the C2 Link bandwidth, radiating power and the performance for safe operation of the RPA. C2 Link contingency situations must be taken into account. The number of links and frequencies that are required is not specified, because it depends on the local situation (frequency spectrum availability, potential harmful interference environment etc.)

3.2 Establishment, assurance and termination of the C2 Link

3.2.1.
The procedures for establishing the C2 Link, including those of the C2CSP, shall be published in the Operations Manual.

Rationale: The Operations Manual must describe all the procedures related to C2 Link service provision, including those of any C2CSP.

3.2.2.
The remote pilot shall be informed when the C2 Link has been successfully established between the RPS and the RPA.

Rationale: The remote pilot must be aware at all time of the status of the C2 Link, including when it has been established.

3.2.3.
The remote pilot shall check during flight planning for any C2 Link related outages that are planned to occur during the expected duration of the flight and ensure that sufficient C2 Link services are available.

Rationale: The continuity of the C2 Link service, however provided, must be maintained during the flight taking account of known outages.

3.2.4.
The testing of the C2 Link QoS shall be part of the pre-flight check of the RPAS.

Rationale: The C2 Link is a critical element of the operation of the RPA. A check of this critical feature must be performed just like any other critical element of the system.

3.2.5.
The C2 Link shall meet the required QoS before initiating taxiing or ground movement.

Rationale: The RPA must not taxi and engage for flight if the C2 Link QoS is not meeting the requirements set for a safe and secured flight.

3.2.6.
The C2 Link shall meet the required QoS before take-off.

Rationale: The RPA must not take-off if the C2 Link QoS is not meeting the requirements set for a safe and secured flight.

3.2.7.
The procedure supporting the Remote Pilot Handover shall include a section on the status of the prior QoS of the C2 Link.

Rationale: The Operations Manual must describe all the procedures related to C2 Link, including for Remote Pilot Handover.

3.2.8.
It is recommended that a Remote Pilot Handover does not occur during a Lost C2 Link Decision State.

Rationale: A C2 Link contingency situation is very critical for the safety of the flight. A Remote Pilot Handover at that moment could lead to a worsening of the operational situation.

3.2.9.
Before switching to another link, the remote pilot shall confirm the readiness of the accepting link according to the procedures defined in the Operations Manual.

Note. – Readiness means the ability to provide the required QoS.

Rationale: A transfer of communication between links that are part of the overall C2 Link service provision is a very critical moment for the operation of the RPA. Terminating one link must not lead to a Lost C2 Link State.

3.2.10 If switching to another link is done to mitigate the failure of the current link, the remote pilot shall confirm the readiness of the accepting link according to the procedures defined in the Operations Manual.

Rationale: A procedure to recover from a Lost C2 Link State is required.

3.2.11.
The procedure supporting the switching between links that make up the entire C2 Link service provison shall be published in the Operations Manual.

Rationale: The remote pilot must be fully aware of all the actions he must complete regarding such a critical action during the flight.

3.2.12.
It is recommended that a Remote Pilot Handover does not occur simultaneously with switching between links.

Rationale: The C2 Link is very critical for the safety of the flight. A simultaneous Remote Pilot Handover and switching between links could lead in a mismanagement of the C2 Link.

3.2.13.
An RPS Handover shall only be initiated when the Accepting RPS is able to correctly receive the telemetry link from the RPA with adequate QoS to assure the remote pilots that the RPS Handover will be successful.

Rationale: An RPS Handover should not be initiated if the Accepting RPS cannot demonstrate its ability to safely operate the RPA after the RPS Handover.

3.2.14.
It is recommended that a RPS Handover does not occur during a Lost C2 Link Decision State or a Lost C2 Link State unless this procedure may resolve the situation.

Rationale: A RPS Handover implies a Remote Pilot Handover. It is better to have the remote pilot with the best knowledge of the status and the history of the C2 Link to be in charge of resolving a current C2 Link contingency situation. 

3.2.15.
The procedure and the phraseology supporting the transfer of responsibility (RPS Handover) of the C2 Link provision between RPSs shall be published in the Operations Manual.

Rationale: The Operations Manual must describe all of the procedures related to the C2 Link provision, including for RPS Handover. Because the RPS is the source of telecommand and recipient of telemetry changes to the C2 Link provision have to be fully synchronized between the remote pilot stations. The remote pilots must be fully aware of all of the actions they must complete regarding such a critical activity during the flight.

3.2.16.
The remote pilot and/or the RPAS shall initiate a Lost C2 Link State, when the performance of the C2 Link has been insufficient to enable active control of the RPA for longer than the Lost C2 Link Decision time.

Rationale: A Lost C2 Link situation cannot be declared each time there is an interruption of the C2 Link provision. Acceptable interruptions must be quantified so that the remote pilot (or the RPAS) has an objective assessment of the QoS of the C2 Link provision. 

3.2.17.
The remote pilot shall initiate a Lost C2 Link State, if the performance of the C2 Link has been determined by the remote pilot to be insufficient to enable active control of the RPA for longer than the remote pilot considers acceptable.

Rationale: The remote pilot must have effective and safe piloting and management of the flight. In the case of events such as repetitive C2 Link interruptions which do not fall under the criteria of Lost C2 Link Decision Times, and if those interruptions strongly degrade the ability of safe control, then the remote pilot must release the management of the flight to the pre-programmed Lost C2 Link State functions.
3.2.18. The duration of the Lost C2 Link Decision Time shall be in accordance with the operational management and safety requirements of the airspace.

Rationale: An RPAS Lost C2 Link situation is an important operational event. The Lost C2 Link Decision Time must be marked out with a maximum which is given by the design of the system and the operational context of the flight.

3.2.19.
Only the remote pilot shall terminate the C2 Link provision.

Rationale: The remote pilot is in command and since the C2 Link is a part of the RPAS that cannot be removed from the system without strongly interfering with the liability of the remote pilot, only him is allowed to terminate the C2 Link provision.

3.2.20.
The termination of the C2 Link shall be initiated only if the remote pilot is assured that the state of the RPA permits it.

Rationale: As the C2 Link is critical for safe operation, it must not be terminated unless the RPA is in such a state that C2 Link termination will not cause any potential harm.

3.2.21.
The intentional termination of the C2 Link by the remote pilot during the flight shall be prevented unless this procedure is intended to increase the safety level of the flight.

Rationale: If the QoS of the C2 Link is down to a level that some other means or functions embedded in the RPAS system provide an improved safety level, then the remote pilot may terminatethe C2 Link.

3.2.22.
The C2CSP shall not voluntarily terminate a C2 Link without the explicit consent of the remote pilot of the RPAS.

Rationale: The C2CSP is not responsible for the safety of the flight. Therefore, it cannot decide to terminate its service provision. Potential contractual issues will have to be resolved outside of the immediate operational context.

3.3 Establishment and assurance of ATC communications

3.3.1.
When the C2 Link is supporting remote pilot to ATC communications, the C2 Link provision shall be planned to be available as long as the RPAS is receiving ATC services.

Rationale: The C2 Link is the technical system supporting the interaction between the remote pilot and the air traffic controller. In controlled airspace, that link must always be available for that purpose. 

3.3.2.
The communications relayed through the RPA and the C2 Link between ATC and the RPS shall be transparent for the Air Traffic Controller and the remote pilot.

Rationale: The same ATC procedure must be used regardless of whetherthe Air Traffic Controller is interacting with a manned aircraft pilot or a remote pilot.

3.3.3.
RPS Handovers and switching between links that make up the C2 Link service provison shall be transparent to ATC.

Rationale: ATC actions and responsibility do not depend on the technical status of the aircraft, but solely on procedures and the operational need. The handovers or link switching internal to the operation of the RPAS itself must not interfere with that safety requirement.

3.3.4.
RPS Handover and switching between links that make up the C2 Link service provison shall be avoided during an ATC sector handover.

Rationale: When the C2 Link is supporting ATM functions such as ATC voice and CPDLC, the procedure for switching between links that make up the C2 Link service provison or handover to another RPS during an ATC sector handover may induce delays and technical issues.

3.4 Contingency and emergency

3.4.1.
If the RPS or any of the the associated C2 Link components fail, the Operations Manual shall state the actions that shall be taken to minimize the time that the RPA is in a Lost C2 Link State.

Rationale: Procedures to achieve this objective are required and must be documented in the Operations Manual. Airworthiness issues must also be addressed.

3.4.2.
Contingency RPS Handovers shall be performed in line with security measures and procedures that ensure that the accepting RPS is authenticated and authorized to take control of the RPA.

Rationale: Even during a contingency situation, security measures must be applied during an RPS Handover, especially those related to unauthorized control.

3.4.3.
If the RPAS or any of the the associated C2 Link components fail, then actions shall be taken to minimize the time that the remote pilot is not in communication with ATC.

Rationale: A Lost C2 Link situation must be swiftly addressed so that the communications with ATC are restored as soon as possible.

3.4.4.
Back-up systems or procedures shall be designed and implemented to mitigate a decrease in the C2 Link QoS which would not meet the RLP for safe operations.

Rationale: To help ensure the RLP is always met.

3.4.5 It is recommended that a process for anticipating interrupted or Lost C2 Link states should be provided to the remote pilot.

Rationale: To help ensure the RLP is always met.

3.4.6.
The remote pilot shall be provided with all the available information pertinent to recover the C2 Link provision as soon as possible.

Rationale: It is expected that the remote pilot, to perform their duties and exert their responsibilities, is always in a position to be in control of the RPA. In the case of a Lost C2 Link State, the remote pilot will initiate the Lost C2 Link State recovery procedure as soon as possible. Therefore, they need to have all the information necessary to make the right choice pertaining to the recovery of that C2 Link provision.

3.4.7.
The Operations Manual shall document the means by which the remote pilot can recover control of the RPA when the RPAS is in the Lost C2 Link State.

Rationale: When applying the Lost C2 Link State recovery procedure, the remote pilot should be provided with the best support from the RPAS to minimize the operational consequences of the Lost C2 Link State contingency.

3.4.8.
The remote pilot/RPS and the RPA shall be informed when the C2 Link provision has been successfully restored after a Lost C2 Link State has occurred.

Rationale: It is fundamental for the remote pilot/RPS and the RPA to be aware of the status of the RPAS, including the C2 Link provision, especially after a C2 Link contingency situation.

3.4.9.
The remote pilot shall inform ATC when the C2 Link provision has been successfully restored after a Lost C2 Link State has occurred if the RPA is operating in controlled airspace.

Rationale: The status of the RPAS C2 Link is a fundamental piece of information for ATC.

3.4.10.
It is recommended that a Remote Pilot Handover should not be made during a C2 Link contingency situation, except where it could mitigate the effects of the contingency as described procedurally in the Operations Manual. 

Rationale: A C2 Link contingency situation is very critical for the safety of the flight. A Remote Pilot Handover at that moment could lead to an aggravation of the operational situation.

3.4.11.
From the Lost C2 Link Decision State, the RPAS shall either return to the Nominal C2 Link State or enter the Lost C2 Link State after the Lost C2 Link Decision Time has been exceeded.

Rationale: This standard describes the logical acceptable options after the Lost C2 Link Decision State. A standard is necessary to predict a standardised behaviour of the RPAS in a controlled environment.

3.4.12.
After being in a Lost C2 Link State, the RPAS shall not return to a Nominal C2 Link State without the remote pilot completing the operator’s approved procedures stated in the Operations Manual. 

Rationale: This standard describes the logical acceptable options after the Lost C2 Link State. A standard is necessary to predict a standardised behaviour of the RPAS in a controlled environment.

3.4.13.
The RPA shall be programmed with a procedure that has been precoordinated with ATC, which defines the behaviour of the RPA in the event of a Lost C2 Link State.

Rationale: This standard imposes a coordinated behaviour of the RPAS in an ATC controlled environment in the event of a Lost C2 Link State. It supports the predictability of the behaviour of the RPAS.

3.5 Security 

3.5.1. Information exchange between the RPS and RPA carried on the C2 Link shall be secure.

3.5.2.
The RPAS design and operating procedures shall be such as to minimize the potential for any unauthorized control of the RPA or the RPS during any of the following operating phases:

a. Establishment of the C2CSP service
b. Establishment of the C2 Link 
c. Switching between C2CSPsswitchover

d. Switching between links that make up the C2 Link

e. RPS handover

f. During a Lost C2 Link or contingency state

g. Termination of C2 Link

h. Termination of the C2CSP service

i. Shutdown of the RPS

Rationale: Unauthorized control of the RPA must be prevented at any time there is a new connection or potential for a new connection to the RPAS. The establishment, the switchover or the termination of the C2 Link provision are one of these events

3.6 Display

3.6.1.
The methods of presenting information and data related to the C2 Link provision shall support the remote crew’s performance in all C2 Link states. All data shall be presented in a manner minimizing the potential for errors, misinterpretation or misunderstanding.

Rationale: Bad design of information display can lead to errors in the management of the C2 Link or misinterpretation of the status of the C2 Link.

3.6.2.
A real-time indication of the C2 Link QoS and state shall be provided to the remote pilot.

Note. Interruptions of the C2 Link provision or significant fluctuations in the QoS of the C2 Link provision shall be analysed in real-time to provide the remote pilot with the most accurate information to help them to decide on switching to a back-up C2 Link sub-system link or/and on handing over to another RPS.

Rationale: It is important that the remote pilot is aware of the performance of the C2 Link at all times so that they can safely manage the RPA flight.  The QoS can be measured by monitoring parameters of the C2 Link. The parameters could include, for both directions, but are not limited to: RLP parameters such as Availability, Continuity and Integrity. “Both directions” means that the RPA should inform the RPS of the QoS that it receives and that the RPS should inform the RPA of the QoS it receives.

3.7 Monitoring

3.7.1.
An automatic monitoring system shall provide a warning to the remote pilot if any of the following occur within the period of monitoring:

a) RPA, RPS C2 Link and/or sub-system link and/or C2CSP emission has ceased;
b) RPA or RPS C2 Link and/or sub-system link and/or C2CSP reception has ceased;
c) Transmission of the amount of information required for the safe control of the aircraft has fallen below a level specified by the type certificate holder;
d) Interruption or significant degradation of the C2 Link provision QoS has occurred.
Rationale: The C2 Link communications monitoring system is a necessary support to the remote pilot to assess the QoS of the C2 Link provision. 

3.7.2.
The monitoring system shall provide a warning to the remote pilot in the event of the failure of the monitoring system itself.

Rationale: The remote pilot must be aware if the C2 Link monitoring system itself is failing. In such a case, the remote pilot will have to put more attention to directly monitoring the C2 Link provision QoS.

3.8 Records

3.8.1.
A C2 Link Log, written or automatic, shall be maintained in each RPS.

Rationale: As required in Annex 10 for other aviation communications, the C2 Link must have a log of entries related to its use, failures and other events. The C2 Link Log is the reference document in the case of an investigation.

3.8.2.
The C2 Link Log shall be used to record the different links used during the flight and an indication of their QoS.

Rationale: It details the log records with regards to the origin and the quality of service of the C2 Link.

3.8.3.
The record shall commence as soon as the C2 Link is established and ends only after the C2 Link is terminated.

Rationale: It provides the timeframe of the logs for the C2 Link.

3.8.4. Written log entries shall be made only by authorized and on duty persons in the RPS.

Note. – Authorized on-duty persons can be remote pilots or any other person having knowledge of facts pertinent to the entries.

Rationale: It describes the individuals authorized to enter logs.

3.8.5.
All entries shall be complete, clear, correct and intelligible. Superfluous marks or notations shall not be made in the log.

Rationale: It highlights the expectations about the quality of the logs.

3.8.6.
In written logs, any correction in the log shall be made by the authorized on-duty person making the initial entry that is being corrected.

Rationale: It is designed to avoid any tampering of the logs by external or non-authorized individuals.

3.8.7.
The following information shall be entered in logs by the authorized on-duty person:

a) The name of the authorized on-duty person in charge of the log;

b) The identification of the RPS;

c) The date;

d) The time of opening and closing of the RPS;

e) The time establishment and termination of the C2CSP service

f) The time of establishment and termination of the C2 Link;

g) The QoS of the C2 Link;

h) The reason of the switch over of links that make up the C2 Link;

i) The signature of the authorized on-duty person;

j) All Lost C2 Link and Lost C2 Link Decision State events, location of the RPA with time of occurrence, and  probable assessed cause when practicable; 

k) Any detected harmful or notable radio frequency interference, with as much detail as possible;

l) Any information relevant to C2 Link provision considered by the remote pilot as valuable.

Note. – All time related information shall use UTC reference and all geographical related information shall use WGS-84 reference.

Rationale: it lists the entries of the log and the time reference used.

3.8.8.
The telecommand and the telemetry messages related to the C2 Link management shall be electronically recorded in the RPA and in any RPS which is in control of the RPA.

Rationale: The recording of messages is designed to provide an investigation team with all of the C2 Link information exchanged between the RPS and the RPA during the flight.

3.8.9.

The C2 Link management message and communication record retention strategy shall establish the greatest RPAS safety benefits practicable.

3.8.10. The RPA shall maintain an electronic log, recorded automatically of any information described in 3.8.1 to 3.8.9 that is available to it.

Rationale: The recording of messages by the RPA will help an investigation team by providing all the C2 Link information exchanged between the RPS and the RPA during the flight as received by and originated at the RPA.

3.8.11. The RPA shall maintain an electronic log, recorded automatically of any ATC/remote pilot communication either voice or data, if relayed through the RPA.

Rationale: The recording of messages by the RPA will help an investigation team by providing all the C2 Link information exchanged between the RPS and the RPA during the flight as received by and originated at the RPA.

3.8.12. The RPS shall maintain an automatically recorded electronic log of any received and transmitted ATC/remote pilot communication either voice or data.

Rationale: The record of messages by the RPS will help an investigation team of all the C2 Link information exchanged between the  remote pilot and ATC - being relayed through the RPA or not - during the flight as received by and originated at the RPS. This SARP remains relevant in the case of ground communciations between ATC end the Remote pilot

Annex 10 Volume VI

Part II – SYSTEMS

CHAPTER 1. DEFINITIONS

reserved

CHAPTER 2. GENERAL

2.1 System description

2.1.1.
The RPAS telecommunication system shall comprise the following systems:

2.1.1.1.
A telecommunication system supporting communications external to the RPAS dedicated to the airspace requirements functions;

2.1.1.2.
A telecommunication system supporting communications internal to the RPAS, which is comprised of:

a) An interface with the Remote Pilot station; 

b) An interface with the Remotely Piloted Aircraft;

c) A transmitter located in the RPS communicating with;

d) A receiver located in the RPA;

e) A transmitter located in the RPA communicating with;

f) A receiver located in the RPS

Note: The connection from the RPS and from the RPA can optionally be augmented by a C2CSP;

Note 1. - The C2 Link system may be composed of one or more different links and one or more C2CSPs.

Note 2. – The C2 Link system may comprise ground and/or airborne and/or satellite links and systems.

Note 3. – The transmitter and receiver in the RPS or RPA can be combined into a transceiver

Rationale: describes the RPAS telecommunication system; this will be pictured in the update of the ICAO Doc 10019 Manual for RPAS 

2.1.2
The RPAS shall be equipped with a Lost C2 Link State detection system designed with a level of confidence that is in accordance with the intended operation.

Rationale: A Lost C2 Link State is a significant technical event with many operational consequences. A Lost C2 Link State detection system improves the awareness of the remote pilot about this situation. A high level of confidence of the alerts from the detection system is necessary to avoid a high rate of false alarms or missed occurrences.

2.1.3.
The RPA shall be equipped with an automated system which informs other airspace users and ATC (in a controlled airspace) when the RPAS is in a Lost C2 Link State according to the Operations Manual.

Rationale: This standard supports the operational requirements of squawking the standardised SSR code of Lost C2 Link State or similar technical solution when the remote pilot is no more in control of that function.

2.2 Spectrum

2.2.1.
The RPAS C2 Link system shall be operated only in frequency bands which are appropriately allocated and protected by the ITU Radio Regulations.

Rationale: The frequencies used for C2 Link telecommand and telemetry of the RPAS must have an adequate level of protection from harmful interference from the telecommunication authorities, ICAO and the States. The first means to protect them is to use the frequency bands that are allocated for RPAS operations.

2.2.2.
It is recommended to implement a C2 Link frequency planning process, designed to provide efficient use of the frequency spectrum available to the RPAS operators.

Rationale: Spectrum is a scarce resource and RPAS operators must not be locked out by an abusive use or bad frequency management.

 2.2.3.
C2 Link frequency assignment planning shall be designed to provide adequate immunity from harmful interference.

Rationale: Efficient use includes avoiding mutual interferences between the users. This requirement is frequent in telecommunications.

2.3 System characteristics

2.3.1.
The RPA shall unambiguously and at any time know by which RPS it is controlled.

Rationale: This requirement is supporting several events or functions such as recovery of C2 Link, security.

2.3.2.
The total period of radiation of the C2 Link system transmitters shall be as short as practicable consistent with the need for avoiding interruption of the C2 Link.

Rationale: The time of transmission must not exceed the level necessary for its safe use, for technical (interference) and health reasons (exposure of third parties to RF radiation)

2.3.3.
The C2 Link system radio frequency transmitters shall radiate no more power than is necessary to acheive the required QoS.

Rationale: The power of transmission must not exceed the level necessary for its safe use, for technical (interference) and health reasons (exposure of third parties to radio frequency radiation)

2.4 Data transmission characteristics

2.4.1.
The C2 Link system shall provide a means to manage message delays based on priority criteria.

Rationale: The C2 Link system is carrying messages with a variable critically regarding the safety of the flight; some prioritization system/protocol has to be implemented. The priority may apply both for the queue of messages that have to be sent as well as messages that have been received and need to be deliverred to the recipient.

2.4.2.
The C2 Link system messages sequence management shall use time stamping.

Rationale: Time stamping supports queuing, robustness to transport layer delays and provides reliable information in the sequence of telecommand and telemetry between the RPS and the RPA. It also supports the accidents or incidents investigations

2.4.3.
Any message shall not be sent more than 1 sec after its time stamping; otherwise, a new time stamp shall be allocated to that message.

Rationale: In the case a message in queued for a long time because of its low priority, even if the information transmitted is outdated, the real transmission time is required to maintain consistency in the messages log record.

2.4.4.
The order of priority of the transmission of information between the RPS and the RPA shall be:

a) Telecommand messages;

b) Air Traffic Control communications including Distress calls and Urgency messages;

c) Flight safety telemetry messages;

d) Other flight safety messages;

e) Routine telemetry messages;

f) Air Traffic Services other than ATC communications;

g) Other messages.

Note. – Distress and Urgency messages are defined as:

a) Distress: a condition of being threatened by serious and/or imminent danger and of requiring immediate assistance;

b) Urgency: A condition concerning the safety of an aircraft or other vehicle, or of some person but which does not require immediate assistance

Rationale: It describes the order of priority of the RPS - RPA messages, from the most critical to the least critical. This list is adapted from Annex 10 to include RPAS specifics. Urgency messages have been listed with a higher priority than flight safety telemetry messages because telemetry is deemed less urgent than a potential direct safety issue to a person.

2.5 Signal acquisition and tracking

reserved

2.6 Priority and pre-emptive access

reserved

2.7 Performance requirements

2.6.1.
The QoS of the C2 Link system shall contribute to meet the requirements of the planned and contingency areas of operation of the RPA.

Rationale. This includes RCP, RSP and RNP when appropriate. 

2.8 Systems interfaces

reserved

2.9 Records

reserved

2.10 C2 Link Communications Service Providers (C2CSP)

2.10.1.
The RPAS Operator shall contract with one or more C2CSPs to deliver the C2 Link service provision.

Rationale. A formal realtionship is required to ensure traceable oversight.

Note: The contract defines the realtionship and responbilities of the two parties in accordance with the following standards.

2.10.2.
The C2CSP shall ensure that real-time interference monitoring, estimation and prediction of interference risks and planning solutions for potential harmful interference scenarios are addressed by the C2CSP and RPAS operators with guidance from aviation authorities.

Rationale. This is part of the technical support expected from the C2CSP to assure for a high QoS

2.10.3 
The C2CSPs, RPAS operators, aviation authorities and Administrations shall act immediately when their attention is drawn to any harmful interference.
Rationale. As freedom from harmful interference to RPAS C2 Links is imperative to ensure their safe operation.
2.10.4.
The C2CSP shall be responsible for having the necessary documentation that will allow States or competent authorities to assure themselves that the C2 Links provided meet the requirements applicable to the airspace where services are offered.

Rationale. To ensure that oversight can be carried out by States and competent authorities. 
2.10.5. Terrestrial C2 Communications Service Providers

2.10.5.1. Terrestrial RPAS equipment shall operate in frequency spectrum with an allocation as described in Annex 10, Volume V, chapter 5, section 5.2.

Rationale. Adherence to Annex 10 Volume V chapter 5 section 5.2 ensures that the frequency spectrum used has been coordinated by ICAO/FSMP with ITU using the relevant mechanisms.

2.10.6. Satellite C2 Communications Service Providers

2.10.6.1. Satellite RPAS equipment shall operate in frequency spectrum with an allocation as described in Annex 10, Volume V, chapter 5, section 5.1. 

Rationale. Adherence to Annex 10 Volume V chapter 5 section 5.1 ensures that the frequency spectrum used has been coordinated by ICAO/FSMP with ITU using the relevant mechanisms.

2.10.6.3. Contracts between satellite C2CSPs and RPAS operators shall ensure that once a satellite network has finished co-ordination that guarantees the level of protection necessary to ensure the overall RPAS C2 Link QoS, that that protection level is not eroded as a result of subsequent satellite co-ordination meetings.

Rationale. It is important to maintain the original/contracted QoS even when coordination with other new satellites is performed.

2.10.6.4. Contracts between satellite C2CSPs and RPASoperators shall ensure that satellite C2CSPs act immediately when their attention is drawn to any harmful interference. 

Rationale. As freedom from harmful interference to RPAS C2 Links is imperative to ensure their safe operation.
2.10.6.5. The satellite C2CSP shall be responsible for ensuring that once a fixed satellite network has finished co-ordination then the C2 Link RLP continues to be met as a result of subsequent satellite co-ordination meetings between satellite operators.

Rationale. This guarantees the level of protection necessary to ensure the overall C2 Link RLP to meet the safety case.
CHAPTER 3. FSS SYSTEMS

reserved

CHAPTER 4. C BAND SATCOM SYSTEMS

reserved

CHAPTER 5. C BAND TERRESTRIAL SYSTEMS

reserved

CHAPTER 6. SELF ORGANIZED AIRBORNE SYSTEMS

Reserved

Annex 10 Volume V

CHAPTER4. UTILIZATION OF FREQUENCIES ABOVE 30 MHz

Note 2.- This band is shared with RPAS C2 Link communications services described in Annex 10, Volume V, chapter 5.

Rationale. This note points to annex 10 Volume V chapter 5 which gathers all the RPAS C2 Link SARPs

4.4 Utilization of the frequency band 5030.4 – 5150.0 MHz

Note 3.- This band is shared with RPAS C2 Link communications services described in Annex 10, Volume V, chapter 5.

Rationale. This note points to annex 10 Volume V chapter 5 which gathers all the RPAS C2 Link SARPs

CHAPTER 5. UTILIZATION OF FREQUENCIES FOR RPAS C2 LINK COMMUNICATIONS SERVICES 

Rationale. The new chapter in annex 10 Volume V gathers all the RPAS C2 Link SARPs

5.1 Satellite based C2 Link Systems

5.1.1. Satellite based RPAS C2 Link systems shall operate in the following frequency bands:

5.1.1.1 Frequency bands with an allocation to aeronautical safety services under the Aeronautical Mobile Satellite (Route) Service (AMS(R)S). Frequency bands that meet these criteria are: the 1 610 - 1 626.5MHz and the 5 030-5 091 MHz frequency bands;

5.1.1.2 Frequency bands with an allocation to aeronautical safety services under the Mobile-Satellite Services (MSS) where AMS(R)S operations have priority access. Frequency bands that meet these criteria are: the 1 545 - 1 555MHz and the 1 646.5 - 1 656.5MHz frequency bands;

5.1.1.3. Frequency bands with an allocation to the Fixed Satellite Service (FSS) where ITU-R Resolution 155 (WRC-15) applies. Frequency bands where this resolution applies are: the frequency bands 10.95-11.2 GHz (space-to-Earth), 11.45-11.7 GHz (space-to-Earth), 11.7-12.2 GHz (space-to-Earth) in Region 2, 12.2-12.5 GHz (space-to-Earth) in Region 3, 12.5-12.75 GHz (space-to-Earth) in Regions 1 and 3 and 19.7-20.2 GHz (space-to-Earth), 14‑14.47 GHz (Earth-to-space) and 29.5-30.0 GHz (Earth-to-space) frequency bands operating with an ITU satellite earth station class of “UG”.
Note: UG is an Earth station on board an unmanned aircraft communicating with a space station of a geostationary-satellite network in the fixed-satellite service for the control and non-payload communications of unmanned aircraft systems in non-segregated airspaces in the frequency bands listed under resolves 1 of Resolution 155 (WRC-15).
Rationale. Spectrum allocation for RPAS must be specified in Volume V

5.1.2.
RPA and RPS Earth stations shall operate within the notified and recorded technical parameters of the associated satellite network, including specific or typical earth stations as published by the ITU Radiocommunication Bureau.

Rationale. Classic SARP which is reused in this new chapter

5.1.3.
RPA and RPS Earth stations operating in accordance with Section 5.1.1.3. shall use FSS assignments that have been successfully coordinated under Article 9 of the ITU Radio Regulations and recorded in the Master International Frequency Register (MIFR) with a favorable finding under Article 11, of the ITU Radio Regulations including Nos. 11.31, 11.32 or 11.32A where applicable, and except those assignments that have not successfully completed coordination procedures under No. 11.32 by applying Appendix 5 § 6.d.i of the ITU Radio regulations.

Rationale. SARP supporting FSS spectrum use

5.2 Terrestrial C2 Link Communications services

5.2.1
Terrestrial RPAS systems shall operate in bands allocated to the Aeronautical Mobile (Route) Service (AM(R)S).  Frequency bands with such allocations include the 117.975-137, 960-1164 and 5030-5091 MHz frequency bands. The operation of the C2 Link within any of these bands shall be in accordance with the Regional Air Navigation Plans. 
Rationale. Spectrum allocation for RPAS must be specified in Volume V
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