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	SUMMARY

	This working paper provides perspectives on receiver protection and measurement data to help facilitate the discussion of interference protection criteria focused on cooperative systems under the purview of the Surveillance Panel.
This WP presents interference protection criteria, which is under the consideration of the SP, and comments are sought by the SP-ASWG  from the FSMP.


1. INTRODUCTION

1.1 This working paper continues the discussion of the topic of receiver protection from interference sources operating in adjacent frequencies to contribute to the Aeronautical Surveillance Working Group of the SP tasking to establish interference protection criteria (IPC) for cooperative systems under the purview of the SP. The information in this working paper progresses Task as described below which was approved by the SP. 
ACTION ITEM ASWG/13-30 requests the Technical Subgroup of the SP (TSG) to investigate receiver protection criteria and other requirements focused on cooperative systems (as the International Telecommunications Union Radiocommunication Sector (ITU-R) is currently focused on protection criteria for non-cooperative systems based on the band they operate in). The TSG is to report back to ASWG on this topic at least annually.
1.2 The interim IPC of -20 dB I/N was previously recommended by the TSG and communicated by the Panel Secretary. The work in this WP is intended to facilitate an update of that interim guidance. The IPC in this working paper was presented to the ASWG in its April 2021 meeting as SP-ASWG13-WP17. The working paper was updated and was presented to the TSG in June 2021 in ASWG TSG WP 13-22.
1.3 The TSG agreed that the theoretical calculations and measurement data that were provided show an IPC of -10 dB I/N is sufficient to protect both 1030 and 1090 MHz ICAO-standardized systems, under the purview of the SP, without being overly conservative. In November 2021, the contents of this WP were presented at the ASWG/14, which resulted in the following action.

ACTION ITEM ASWG/14-23: TSG to develop requirements on receiver protection for a draft  PfA to Annex 10 Volume IV and CPs to guidance documents (as deemed appropriate by TSG) and report back to a future ASWG meeting.
1.4 However, prior to developing the relevant PfA to Annex 10 Volume IV, the SP-ASWG recognizing that the FSMP is the panel responsible for spectrum management in the ICAO, it is seeking the FSMP’s review and comments on the contents of this WP. These comments will be discussed by SP-ASWG and TSG when relevant PfA will be developed. 

2. DISCUSSION

2.1 There are two commonly used approaches for defining interference protection criteria, as described in ASWG TSG WP09-08. The carrier-to-interference power ratio (C/I) and the interference-to-receiver noise power ratio (I/N). Both methods require establishing the IPC based on a desired performance metric. There are benefits and risks in pursuing each method. The C/I method has been employed for channel planning for similar systems, such as VHF air-ground channel planning. The I/N method is more common in spectrum planning studies, which is the focus of the effort in this working paper.

2.2 In general, the average “I” in either a C/I or I/N IPC may not be greater than the average “N,” as that would likely use all of the margin that manufactures have designed into the receiver minimum signal-to-noise ratio (SNR) needed to meet performance requirements. This principle is straightforward to apply to continuous interference sources, however for pulsed interference sources or sources with less than 100% duty cycle, further analysis of the specific waveforms and duty cycle may be necessary to apply this IPC method on a case-by-case basis.

The average “I” in an C/I or I/N interference protection criteria may not be greater than the average “N”.

General Principle (1)

2.3 The IPC approach in this working paper excludes protection from sources of interference that originate from the same systems (e.g. self-interference, transponder mutual suppression, transponder occupancy, FRUIT, etc). The terminology “external interference” is used to account for other ICAO and non-ICAO systems that have waveforms and spectral characteristics that are unlike the ICAO-standardized surveillance and collision avoidance systems. This approach considers all external interference sources, in aggregate, as a combined average interference relative to average noise, which limits the aggregate interference to below the average noise power level of the receiver under analysis. Any external interference that potentially exceeds receiver noise power levels requires additional analysis and potentially involve comprehensive testing with an agreed upon standard interference environment that includes all known sources that operate and transmit in-band and relevant sources adjacent to the in-band.

2.4 The minimum receiver sensitivity, the minimum carrier power level (“C” in C/I), and the average receiver noise power level (the “N” in I/N), are necessary inputs when using the IPC approaches discussed above. These items must be provided by the subject matter expert group for the systems being impact, in this case, the ICAO SP.
2.5 Defining an adequate I/N IPC for 1030 MHz and 1090 MHz receivers requires the determination of representative values for non-constant elements of the equations describing receiver thermal and internal noise power levels. The average thermal noise power level equation is given as:
Pn = k T B
Equation (1)

where Pn is the thermal noise power level in watts, k is Boltzmann’s constant (1.38 x 10^-23 J/K), and B is the receiver overall bandwidth (Hertz), typically referenced after the final stage of filtering in the Intermediate Frequency (IF) stage of the receiver. Receiver internal noise, which is the combined noise power of the receiver’s electrical circuitry, is known as the Noise Figure (NF). The receiver average noise power level, N, is the addition of thermal noise and the noise figure for the receiver, as:

N = 10log10(kTB) + NF
Equation (2).

The minimum sensitivity of a receiver must be greater than the combined thermal and internal receiver noise power levels, as shown in the following equation:

Sr = 10log10 (kTB) + NF + SNR 
Equation (3)
where Sr is the minimum receiver sensitivity power level (dBm) for adequate signal detection, NF is the receiver internal noise figure (dB), and SNR (dB) is the ratio of the minimum amount of power that the desired signal must exceed the average noise power level to achieve the desired receiver performance metric.
2.5.1 It is typical for ground-based receivers to assume “room temperature” (290 degrees K) as the reference temperature for “T” in equation (2), however consideration could be made for all the environments in which the receivers must perform. For example, receivers on aircraft at higher altitudes relative to the ground may be subject to lower temperatures, although it’s more likely that higher temperatures are more of a problem to avionics than lower. In equation (2), as “T” is decreased, Pn is decreased and thus Sr in equation (3) is decreased, if all other terms are constant. There are no obvious standards in ICAO Annex 10 Volume IV or Doc 9924 for “T”, so consideration could be made to check the temperature boundaries that the equipment must operate in to ensure performance will be adequate in all required environments.

2.5.2 Overall receiver bandwidth, “B”, is typically a design selection based on a trade-off between capturing the necessary bandwidth of the desired signal, accounting for Doppler shift and frequency stability, and filtering undesired signals. As “B” is reduced in equation (3), “Sr” reduces, and an IPC is properly based on the lowest representative “Sr”. Further investigation could be considered to calculate the minimum overall receiver bandwidth for 1030 MHz receivers, however ICAO does provide direct standards for minimum 1030 MHz receiver sensitivity, discussed later in this working paper.

ICAO does provide some overall receiver bandwidth guidance for ground-based 1090 MHz receivers in Doc 9924, Section 2.4.1.1, where the minimum is suggested to be at least 8 MHz, 3 dB down from the center frequency. This reference is adequate for the ground-based 1090 MHz receiver, but perhaps all 1090 MHz receivers since the minimum desired signal is the same for all implementations.

2.5.3 The receiver noise figure (NF dB) and minimum signal-to-noise ratio (SNR dB) values in equation (3) are very much dependent on the design philosophy and economic considerations of the manufacture. There are assumptions that could be made for “typical” receiver NF values and a minimum SNR could be determined based on assumptions for maximum bit error rate in digital systems. These investigations are not in the scope of this working paper, but could be considered in follow on activity, if necessary.
2.5.4 The 90% reply efficiency minimum triggering level (MTL) for 1030 MHz systems is specified by ICAO Annex 10 Volume IV Sections 3.1.1.7.5.1 and 3.1.2.10.1 as -77 dBm (most sensitive) for all transponders. This is a probabilistic definition of receiver sensitivity, thus is not likely the tangential receiver sensitivity and a lower probabilistic sensitivity level with 10% reply efficiency is specified in Section 3.1.2.10.1 b) as -81 dBm. Further, the P2 transponder suppression pulse might be detectable within MTL minus 9 dB, see figure D-7 in ICAO Doc 9924. This critera generally applies for signals above MTL, but manufacturer’s design choices could be impacted by distortion of signals at MTL-9. This requirement could be met either by not sensing the P2, if it is below the minimum sensitivity level, or by sensing it if the receiver minimum sensitivity level is below MTL. As the standards are probabilistic, it is difficult to directly apply MTL to minimum receiver sensitivity for the purpose of defining an adequate IPC.

Reasonable choices using the SARPs requirements and ICAO Doc 9924 would provide for manufacture design that detects pulses down to -81 dBm for the 10% reply efficiency requirement and -86 dBm at the MTL minus 9 dB reply/suppression boundary.

2.5.5 While 1030 MHz transponders may not be more sensitive than the SARPs intends them to be, 1090 MHz systems may be as sensitive as the design allows. The minimum receiver sensitivity for 1090 MHz systems is not specified by ICAO, but there is guidance in Doc 9924 and some measured values already provided to the SP. ICAO Doc 9924 Section 2.4.2 suggests a classical value of tangential sensitivity of -85 dBm, which would correspond to a mean-square noise power level of -93 dBm. It must be noted that this “classical” value predates many newer 1090 MHz receivers with different performance metrics than the ground-based secondary surveillance radar. Ground-based radar receiver minimum sensitivity has been reported to be much more sensitive than the classical value, as low as -92 dBm (SP-ASWG12-WP08R1).

2.6 Example calculations are provided in this section to compare a C/I approach to the I/N approach using the figures found in previous sections of this working paper and for two cases for NF, 3 or 10 dB. It’s important to note that the I/N IPCs recommended by the International Telecommunications Union (ITU) for aviation systems is at least -6 dB and often -10 dB. For example, the 2700-2900 MHz primary surveillance radars are provided an aggregate protection level of -10 dB I/N, see Recommendation ITU-R M.1464. Further, a C/I of 20 dB, as defined in ICAO Annex 10 volume IV, Section 3.1.2.10.1.1.4 for the 1030 MHz transponder, is extended here to the 1090 MHz receiver, which would need further study if the C/I method is used.

	Comparison of C/I and I/N

	Thermal Noise:
	 
	 
	1030 MHz Receiver
	1090 MHz Receiver

	Power (W)
	3.20E-14
	Watts
	Sr
	-86
	dBm
	Sr
	-92
	dBm

	k
	1.38E-23
	J/K
	C/I
	20
	dB 
	C/I
	20
	dB 

	T
	290
	K
	I
	-106
	dBm
	I
	-112
	dBm

	B
	8.00E+06
	Hz
	I/N (3dB NF)
	-4
	dB
	I/N (3dB NF)
	-10
	dB

	 
	
	 
	I/N (10dB NF)
	-11
	dB
	I/N (10dB NF)
	-17
	dB

	Pn (dBW)
	-134.95
	dBW
	Note: Assuming 8 MHz BW, lower BW would result in reduced receiver protection for these sensitivity levels. Calculations can be updated based on measured data.

	Pn (dBm)
	-104.95
	dBm
	

	Noise Floor:
	 
	

	N (3dB NF)
	-102
	dBm
	

	N (10dB NF)
	-95
	dBm
	


Table (1) Comparison of C/I and I/N methods.

The results in Table (1) show that the transponder with a very low NF would not be sufficiently protected by the -10 dB I/N IPC in this comparison, however this is likely a very worst-case example of a low receiver noise and could be rejected in the interest of defining criteria that is not overly conservative. Measurements in the following section of this paper show higher NF values. An I/N that would ensure protection of both 1030 and 1090 MHz receivers, without being overly conservative, is -10 dB I/N.
2.7 Information that will help in the effort to define IPC for 1030 MHz and 1090 MHz includes measurements and manufacturer provided performance of 1030 MHz and 1090 MHz receivers. Receiver characteristics that contribute to the selection and determination of an IPC that is deemed adequate includes mean-square receiver noise power level (dBm), noise figure (dB), receiver 3 dB IF bandwidth (MHz), and receiver sensitivity (dBm). Representative in this context is to assume that the values selected from the sample 1030 MHz and 1090 MHz receivers would ensure protection for all other ICAO standardized aeronautical surveillance and collision avoidance systems. To that end, data was collected by the United States Federal Aviation Administration’s William J Hughes Technical Center (WJHTC) Laboratories to initiate the sample set of data to facilitate a proper selection of IPC. In addition, queries were made to manufacturers requesting receiver characteristics of actual representative TSO’d transponder and 1090 MHz ADS-B IN receiver models that can be utilized in determining existing receiver behaviour. More data samples are likely needed but the following preliminary set of data is provided to gain insight on receiver characteristics.

2.7.1 Manufacturer Provided Data

Some data was obtained via requests to transponder and 1090 MHz receiver manufacturers to begin collecting a representative sample of receiver characteristics to assist in determining an IPC. A sufficient sample set of data is needed for the TSG to use to recommend IPC. The following information is provided as initial data points to be used to in compiling a data set.

2.7.1.1 1030 MHz receiver sample 1

The following receiver characteristics was provided by a manufacturer for a TSO’d Mode S Transponder model which is installed and operating on commercial aircraft. 

Noise floor: -98.8 dBm

3 dB Bandwidth:  8 MHz

Receiver MTL: -77 dBm

At standard temperature, the thermal noise is -105 dBm so the derived Noise Figure is 6.2 dB. According to the manufacturer, to achieve the -77 dBm MTL, the noise floor cannot exceed -85 dBm. This leaves a 13.8 dB margin (-98.8+13.8=-85 dBm), which includes margins for environmental and other factors mentioned earlier in this WP and one should not assume this margin is available for additional unwanted emissions.

2.7.1.2 1030 MHz receiver sample 2
The following receiver characteristics were provided by a manufacturer for a TSO’d Mode S Transponder model which is installed and operating on commercial aircraft. 

Noise figure: 6 dB
3 dB Bandwidth:  7 MHz

Receiver MTL: -77 dBm

At standard temperature, the thermal noise is -105.5 dBm. 

2.7.1.3 1090 MHz receiver sample 1

The following receiver characteristics was provided by a manufacturer for a TSO’d 1090 MHz ADS-B IN Equipage Class A3 receiver. MOPS compliant airborne ADS-B IN 1090 MHz receiver performance is based on equipage class. A3 receivers are the most capable in terms of receiver sensitivity and performance against Mode S and Mode A/C signal interference. 

Noise floor: -97.4 dBm

3 dB Bandwidth:  8 MHz

Receiver MTL: -84 dBm

At standard temperature, the thermal noise is -105 dBm so the derived Noise Figure for this receiver is 7.6 dB.
2.7.2 Laboratory measurements of receiver characteristics

As previously mentioned, laboratory measurements have been made to provide additional data points for receiver performance. Such measurements for this WP are limited due to challenges due to COVID-19 as well as practical aspects to testing commercial avionics equipment. The ability to gain access to the internal test points within the receiver chain to make measurements is limited as avionics certified equipment are sealed devices. There are transponders at the WJHTC laboratory that may be candidates for future measurements including transponders that are not fully functional but with intact receivers giving more flexibility in physically accessing test points in the receiver IF chain. The test results below include testing of two receivers: one 1090 MHz ADS-B IN receiver and one 1030 MHz receiver. The 1090 MHz ADS-B IN receiver is not TSO’d equipment, but meets the 1090 MHz ADS-B IN RTCA/EUROCAE MOPS receiver performance specifications for Class A3 equipment, the most capable receiver. As such, it was not tested under the environmental test conditions included in the MOPS. It was the intention to also include results of testing a non-TSO’d 1030 MHz receiver that meets the RTCA/EUROCAE Mode S Transponder MOPS receiver performance specifications that was available in the laboratory. Both the 1090 MHz receiver and 1030 MHz receivers mentioned provided the capability to make noise measurements. However, final results of the 1030 MHz receiver weren’t available in time to include, but the measurements were successfully conducted and completed on the 1090 MHz receiver and results are provided herein. In addition, testing of a TSO’d air transport Mode S transponder was conducted, but since internal access to the receiver chain was not available, a more limited test was conducted as described below.
2.7.2.1 1090 MHz receiver measured characteristics

The 1090 MHz receiver was tested to measure and characterize receiver noise.  The chart below shows a sample recording of the 1090 MHz receiver with the input connector terminated thus representing the receiver noise floor. The sample includes just short of a 300 microsecond interval and data points were sampled at 10 MHz. The average noise floor was determined to be about -98 dBm. With a receiver bandwidth of 8 MHz, the thermal noise at standard temperature is -105 dBm which gives the receiver about a Noise Figure of 7 dB. 
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2.7.2.2 Mode S Transponder receiver measured characteristics

As previously mentioned, although it was the intention of the test activity to directly measure noise and bandwidth characteristics of a TSO’d model transponder, such testing could not be accomplished at this time due to the inability of the test engineer to obtain a candidate laboratory transponder to “open” and have access to internal receiver test points. A test was conducted that utilized a noise source coupled into the input of the transponder to measure the impact of noise to the receiver sensitivity. This isn’t a direct measure of the receiver noise characteristics but it does provide an indication to the margin of noise the receiver can tolerate before impacting performance. In this evaluation, receiver MTL is the performance metric so decoding techniques influence the MTL performance but are not expected to greatly influence the results. The following is a summary of this testing. First, the MTL of the transponder was determined. The measured MTL at the RF port of the transponder, using a Mode S interrogation, was -75 dBm. Adjusting for 3 dB cable loss to the antenna port as defined by the MOPS, the MTL is -72 dBm. The test configuration included an Additive White Gaussian Noise (AWGN) signal source generated and coupled into the receiver as shown below.
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Mode S interrogation signal levels were increased above MTL and included test signal levels from MTL to MTL+6. For each desired signal level, the noise power was injected starting at very low noise power and increased by 1 dB. The S/N and the corresponding undesired AWGN noise power which resulted in the 90% success rate was determined for each desired signal level. As expected, the noise power needed to impact MTL increases as desired signal increases. The data indicated that a noise power as low as -92 dBm impacted MTL. This strictly evaluates impact to MTL and other performance requirements that depend on signals below MTL would have to be tested to determine the minimum acceptable noise level. 

3. CONCLUSION
3.1 This working paper is intended help facilitate the selection of interference protection criteria focused on the ICAO-standardized systems under the purview of the ICAO SP. There are two commonly used approaches to IPC, the C/I and I/N methods. The information presented may be useful to either method; however a general principle is provided that states the average “I” in C/I or I/N may not be greater than the average “N” in I/N, as that would redefine the noise floor of the receiver and likely use all of the margin the manufactures designed into the receiver minimum signal-to-noise ratio (SNR). It’s important to note that this principle is straightforward to apply to continuous interference sources, however for pulsed interference sources or sources with less than 100% duty cycle, further analysis of the specific waveforms and duty cycle may be necessary to apply this IPC method.

3.2 The interim IPC of -20 dB I/N was previously recommended by the TSG and communicated by the Panel Secretary as the appropriate value to use until additional work could be completed. The work in this WP is intended to facilitate an update of that interim guidance.

3.3 The results of calculations in Table (1) and measured values provided show that an I/N that would ensure protection of both 1030 and 1090 MHz receivers, without being overly conservative, is -10 dB I/N. This would apply to the combination of all continuous duty cycle interference sources present. Pulsed interference sources or sources with less than 100 percent operational duty cycle would need to be evaluated on a case-by-case basis.
4. ACTION BY THE MEETING

4.1 The meeting is invited to:

a) note and review the contents of this working paper; and
b) provide comments to the SP-ASWG by 11 May 2022. 
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