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	SUMMARY

	Attached is the Liaison Statement from ITU-T Study Group 20 on new work item of draft new Recommendation ITU-T Y.bsis-sec “Security requirements and capabilities of base station inspection services using unmanned aerial vehicles”.
 
Action:  FSMP WG/20 is invited to note the attached copy of the liaison statement and prepare inputs if required.

(The copy was also provided to the AAM Study Group)
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	LIAISON STATEMENT

	For action to:
	-

	For information to:
	ITU-T Study Group 16, ITU-T Study Group 17, ISO/IEC JTC1/SC17, ISO/TC 20/SC 16, ISO/IEC JTC1/SC6, and ICAO

	Approval:
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	N/A
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	Hyoung Jun Kim
SG20 Chair
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E-mail:	khj@etri.re.kr 

	Contact:
	Xiongwei Jia
Co-Rapporteur Q6/20
	Tel:	+86 15611092296
E-mail:	 jiaxw9@chinaunicom.cn 

	Abstract:
	This liaison statement informs that ITU-T Study Group 20 approved a new work item on draft new Recommendation ITU-T Y.bsis-sec “Security requirements and capabilities of base station inspection services using unmanned aerial vehicles”.


ITU-T Study Group 20 would like to inform ITU-T Study Group 16, ITU-T Study Group 17, ISO/IEC JTC1/SC17, ISO/TC 20/SC 16, ISO/IEC JTC1/SC6, and ICAO that a new work item of draft new Recommendation ITU-T Y.bsis-sec “Security requirements and capabilities of base station inspection services using unmanned aerial vehicles” was approved at the ITU-T Study Group 20 meeting (Geneva, 1–12 July 2024).
This draft new Recommendation is to specify security requirements and capabilities of base station inspection service using unmanned aerial vehicles. 
The scope of this draft new Recommendation includes:
· Security risks of base station inspection services using unmanned aerial vehicles.
· Security requirements of base station inspection services using unmanned aerial vehicles.
· Security capabilities of base station inspection services using unmanned aerial vehicles.
The UAV itself and its other requirements and capabilities are outside the scope of this draft new Recommendation. UAV flight management is also outside the scope of this draft new Recommendation. 
The generic requirements and capabilities of existing communication networks, including 4G/5G mobile networks, are outside the scope of this draft new Recommendation. No modification to these networks is required.
ITU-T Study Group 20 looks forward to collaborating further with your organization. 
Attachments: 
· SG20-TD1459 – A.1 justification for draft new Recommendation ITU-T Y.bsis-sec "Security requirements and capabilities of base station inspection services using unmanned aerial vehicles"
· SG20-TD1409-R1 – Initial text for draft new Recommendation ITU-T Y.bsis-sec "Security requirements and capabilities of base station inspection services using unmanned aerial vehicles"
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Question(s): 6/20 Geneva, 1-12 July 2024 


TD 


Source: Co-rapporteur Q6/20 
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Abstract: This document contains A.1 justification for draft new Recommendation ITU-T 


Y.bsis-sec "Security requirements and capabilities of base station inspection 


services using unmanned aerial vehicles" (Geneva, 1-12 July 2024). 
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SG20-TD1459 


A.1 justification for proposed draft new Recommendation  


Question: 6/20 Proposed new ITU-T recommendation Geneva, Switzerland, 1-12, July 


2024 


Reference 


and title: 


Y.bsis-sec "Security requirements and capabilities of base station inspection services using 


unmanned aerial vehicles" 


Base text: TD1409R1 Timing (Target 


date): 


Q4-2026 


Editor(s): Yanbo Long, State Grid Corporation of China, 


summerslyb@qq.com 


Xianyong Xu, State Grid Corporation of China, 


93615073@qq.com 


Ao Pi, State Grid Corporation of China, 


799451360@qq.com 


Ziqin Sang, China ICT Group, zqsang@wri.com.cn 


Xiongwei Jia, China Unicom, 


jiaxw9@chinaunicom.cn 


Approval 


process: 


TAP 


Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the 


limits of its applicability): 


This draft new Recommendation specifies security requirements and capabilities of base station inspection 


service using unmanned aerial vehicles.  


The scope of this draft new Recommendation includes: 


- Security risks of base station inspection services using unmanned aerial vehicles. 


- Security requirements of base station inspection services using unmanned aerial vehicles. 


- Security capabilities of base station inspection services using unmanned aerial vehicles. 


NOTE 1 – The UAV itself and its other requirements and capabilities are out of this draft new 


Recommendation. UAV flight management is out of the scope of this draft new Recommendation.  


NOTE 2 – The generic requirements and capabilities of existing communication networks, including 4G/5G 


mobile networks, are out of the scope of this draft new Recommendation. No modification is required to 


these networks. 


NOTE 3 – The privacy protection is out of the scope of this draft new Recommendation. 


Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting 


readers to judge its usefulness): 


Base stations refer to outdoor stations in smart cities that provide public services, such as power transmission 


stations, communication base stations, weather monitoring stations, and water quality monitoring stations. 


These stations are typically located outdoors and are susceptible to damage due to weather changes and 


material aging. Therefore, they require timely and periodic inspections.  


Unlike traditional IoT security, inspection services for these base stations face significant and unique 


security threats. The large number and widespread deployment of UAVs, especially with remote docker, 


resulting in a wide exposure surface for information security and making the service process vulnerable to 


attacks. Such vulnerabilities could lead to data leakage, including the unauthorized access to sensitive 


images of restricted areas, which poses significant security risks overall. 


This draft new Recommendation focuses on security requirements and capabilities for base station 


inspection (BSI) services using unmanned aerial vehicles (UAVs). It aims to enhance the information 


security protection when conducting BSI services using UAVs. By doing so, it aims to prevent information 


security incidents such as errors, malicious intrusions, and data tampering, thereby ensuring the overall 


security of base stations and maintaining the quality of public services in smart cities. 


Relations to ITU-T Recommendations or to other standards (approved or under development): 
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ITU-T Y.4559, ITU-T Y.4421, ITU-T F.749.14, ITU-T X.1352, ITU-T X1369, ISO/IEC 22460-2:2024, 


ISO/IEC 21384-2:2021, ISO/IEC 4005:2023 


Liaisons (Relations to other study groups or to other standards bodies): 


ITU-T SG16, SG17; ISO JTC1/SC17, 20/SC16, JTC1/SC6, ICAO 


Supporting members that are committed to contributing actively to this work item: 


State Grid Corporation of China; CICT; China Unicom; ZTE; China University of Geosciences; China 


Mobile  


 


_______________________ 
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Title: Initial text for draft new Recommendation ITU-T Y.bsis-sec "Security requirements 
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Q6/20 meeting (Geneva, 1-12 July 2024) 


Contact: 


Xiongwei Jia 


China Unicom 


P.R.China 


Tel: +86 15611092296 


E-mail: jiaxw9@chinaunicom.cn 


 


Abstract: This document contains initial text for draft new Recommendation Y.bsis-sec 


"Security requirements and capabilities of base station inspection services using 


unmanned aerial vehicles", based upon C387 (Geneva, 1-12 July 2024). 


 


This document contains initial text for draft new Recommendation Y.bsis-sec, based upon C387 


(Geneva, 1-12 July 2024). 
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Draft new Recommendation ITU-T Y.bsis-sec 


Security requirements and capabilities of base station inspection services using 


unmanned aerial vehicles 


Summary  


Base stations refer to outdoor stations in smart cities that provide public services, such as power 


transmission stations, communication base stations, weather monitoring stations, and water quality 


monitoring stations. These stations are typically located outdoors and are susceptible to damage due 


to weather changes and material aging. Therefore, they require timely and periodic inspections.  


Unlike traditional IoT security, inspection services for these base stations face significant and unique 


security threats. The large number and widespread deployment of UAVs, especially with remote 


docker, resulting in a wide exposure surface for information security and making the service process 


vulnerable to attacks. Such vulnerabilities could lead to data theft, including the unauthorized access 


to sensitive images of restricted areas, which poses significant security risks overall.  


This Recommendation focuses on security requirements and capabilities for base station inspection 


(BSI) services using unmanned aerial vehicles (UAVs). It aims to enhance the information security 


protection when conducting BSI services using UAVs. By doing so, it aims to prevent information 


security incidents such as errors, malicious intrusions, and data tampering, thereby ensuring the 


overall security of base stations and maintaining the quality of public services in smart cities. 


[TBD] 


Keywords 


Internet of Things (IoT); Security capabilities; Supporting platform; Security requirements; 


Unmanned aerial vehicles (UAV); Unattended station inspection (USI); 


[TBD] 
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Draft new Recommendation ITU-T Y.bsis-sec 


Security requirements and capabilities of base station inspection services using 


unmanned aerial vehicles 


1 Scope 


This Recommendation specifies security requirements and capabilities of base station inspection 


service using unmanned aerial vehicles.  


The scope of this recommendation includes: 


− Security risks of base station inspection services using unmanned aerial vehicles. 


− Security requirements of base station inspection services using unmanned aerial vehicles. 


− Security capabilities of base station inspection services using unmanned aerial vehicles. 


NOTE 1 – The UAV itself and its other requirements and capabilities are out of this Draft 


Recommendation. UAV flight management is out of the scope of this Draft Recommendation. 


NOTE 2 – The generic requirements and capabilities of existing communication networks, including 


4G/5G mobile networks, are out of the scope of this Draft Recommendation. No modification is 


required to these networks. 


NOTE 3 – The privacy protection is out of the scope of this Draft Recommendation. 


2 References 


The following ITU-T Recommendations and other references contain provisions which, through 


reference in this text, constitute provisions of this Recommendation. At the time of publication, the 


editions indicated were valid. All Recommendations and other references are subject to revision; 


users of this recommendation are therefore encouraged to investigate the possibility of applying the 


most recent edition of the Recommendations and other references listed below. A list of the currently 


valid ITU-T Recommendations is regularly published. The reference to a document within this 


recommendation does not give it, as a stand-alone document, the status of a Recommendation. 


[ITU-T Y.4000]     Recommendation ITU-T Y.4000 (2022), Requirements and capabilities of a 


digital twin system for smart cities. 


[ITU-T Y.4559]     Recommendation ITU-T Y. 4559 (2020), Requirements and functional 


architecture of base station inspection services using unmanned aerial vehicles. 


[ITU-T F.749.10]   Recommendation ITU-T F.749.10(2019), Requirements for communication 


services of civilian unmanned aerial vehicles. 


[TBD] 


3 Definitions 


3.1 Terms defined elsewhere 


This recommendation uses the following terms defined elsewhere: 
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3.1.1 Capabilities [b-ITU-R M.1224-1]: The ability of an item to meet a service demand of given 


quantitative characteristics under given internal conditions. 


3.1.2 Civilian unmanned aerial vehicle [ITU-T F.749.10]: An unmanned flying device controlled 


by a ground control station or telecontroller via various wireless communication means. It usually 


consists of an airplane body, a power device, aviation electrical and electronic equipment and mission 


payload equipment, etc., and is used in non-military application areas such as industrial and consumer 


areas to complete the specific operation and transportation of data including audio, video and image. 


3.1.3 Internet of Things (IoT) [ITU-T Y.4000]: A global infrastructure for the information society, 


enabling advanced services by interconnecting (physical and virtual) things based on existing and 


evolving interoperable information and communication technologies. 


NOTE 1 – Through the exploitation of identification, data capture, processing, and communication 


capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst 


ensuring that security and privacy requirements are fulfilled. 


NOTE 2 – In a broad perspective, the IoT can be perceived as a vision with technological and societal 


implications. 


[TBD] 


3.2 Terms defined in this Recommendation 


[TBD] 


4 Abbreviations and acronyms 


This Recommendation uses the following abbreviations and acronyms:  


IoT   Internet of Things 


UAV   Unmanned Aerial Vehicle 


BSI   Base station Inspection 


[TBD] 


5 Conventions 


The following conventions are used in this Recommendation:  


− The keywords "is required" indicate a requirement which must be strictly followed and from 


which no deviation is permitted if conformance to this Recommendation is to be claimed. 


− The keywords "is recommended" indicate a requirement which is recommended but which is 


not absolutely required. Thus, this requirement need not be present to claim conformance. 


[TBD] 


 


6 Security risks against BSI services using UAVs  


Editor’s Note: The clause  (including that in the followed clauses) will be refined and reviewed in 


the future, to keep consistent with the study scope. 
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Recommendation ITU-T Y.4559 introduces the base station inspection (BSI) services using UAVs 


which reduces risks associated with BSI services and ensures the safety of personnel. However, it 


does not address the overall service security. Base stations refer to outdoor stations in smart cities 


that provide public services, such as power transmission stations, communication base stations, 


weather monitoring stations, and water quality monitoring stations. These stations are typically 


located outdoors and are susceptible to damage due to weather changes and material aging. Therefore, 


they require timely and periodic inspections.  


The typical base stations inspection (BSI) services include: 


− Facade observation: tower foundation, tower body, environment, antenna feeder, antenna stand, 


bolts and nuts, signboards, corrosion and obstacles, etc. [Y.4559] 


− Working parameters collection: latitude and longitude, hanging height, azimuth, mechanical 


inclination and electromagnetic inclination of the antenna, etc. [Y.4559] 


− Signal measurement: strength test, coverage test and interference test, etc. [Y.4559] 


− Infrared thermal image: line joints, bushings, surge arresters, current transformers, circuit 


breakers, voltage transformers, isolating switches, etc. 


− Gas concentration: sulfur hexafluoride (SF6), etc. 


A typical base station inspection service scenario using unmanned aerial vehicles is shown in Figure 


6-1. It consists of four entities: inspection Web/APP clients, the supporting platform, UAVs, and base 


stations.  


The maintenance engineer deploys flight tasks via the inspection web/app client through the 


supporting platform. Upon receipt of these tasks, the UAV autonomously launches from its docker 


and proceeds along a predetermined flight path. It performs base station inspection and captures 


imagery of the base station at angles specified within the task parameters. The captured data, either 


images or video streams, are subsequently transmitted to the supporting platform. This helps 


maintenance engineer remotely inspect base stations by controlling UAVs through the supporting 


platform. 
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Inspect


- Infiltration of the supporting platform via UAVs


- Tampering with task data and collision avoidance data 


transferred from the supporting platform to the UAV


- Tampering with the UAV s reported capability data to the 


supporting platform


- Theft of BSI data transmitted by the UAV to the 


supporting platform


- Intruding the supporting platform 


from the inspection client side
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the inspection client
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Figure 6-1 Typical scenario and related risks for BSI services using UAVs  


According to above typical scenario, the main data flows between entities (inspection clients, the 


supporting platform, UAVs, and base stations) include the following: 


− Between inspection clients and the supporting platform, the inspection client transmits task data 


to the supporting platform, which in turn sends back the final BSI reports to the inspection client.  


− Between the supporting platform and UAVs, the supporting platform dispatches task data to 


UAVs, including flight control commands (e.g., hovering or circling at a fixed distance or 


altitude to a base station or its components, taking-off, landing) and BSI task commands (e.g., 


executing images or videos capturing, temperature, air pressure or wind speed parameters 


collection, and signal performance measurement). Additionally, the supporting platform sends 


strategies and measures to avoid collision between a UAV and other UAVs, base station 


components or personnel. The UAV reports its available capabilities whether it fulfils the 


essential capabilities for base station inspection services to the supporting platform, as well as 


captured or measured BSI data (e.g., images or videos of a base station or its components, 


observed mechanical inclination of antenna, signal or interference strength, measured 


electromagnetic inclination of antenna). 


Security risks that BSI services using UAVs may be exposed from two aspects: 


6.1 The security risks of interaction between inspection clients and the supporting 


platform:  


1) Intruding the supporting platform from the inspection client side: In the BSI services using UAVs, 


the inspection client typically manages and submits task data. If the client has security 


vulnerabilities (such as unpatched flaws, weak passwords, or unencrypted data transmission), 


attackers can exploit these vulnerabilities to gain control of the client. Consequently, they can 


infiltrate the supporting platform through the client, leading to the leakage of sensitive data, 


platform control, task tampering, or task disruption. 
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2) Tampering of task data transmitted from inspection clients to the supporting platform: When the 


inspection client transmits task data to the supporting platform, if there is no proper encryption 


and data integrity verification, the data may be intercepted and altered by man-in-the-middle 


(MITM) attacks or network hijacking. This can result in the supporting platform receiving 


incorrect task data, affecting the accuracy and reliability of the inspection results. 


3) Theft of BSI reports transmitted from the supporting platform to inspection clients: The BSI 


reports generated by the supporting platform contain the status of the base station, inspection 


results, and potential security risks. If these reports are not encrypted during transmission, 


attackers can intercept the network communication to obtain these reports, potentially leading to 


the disclosure of base station information and compromising the security of the base station. 


6.2 The security risks of data transfer between the supporting platform and UAVs: 


1) Infiltration of the supporting platform via UAVs: If there are vulnerabilities in the UAV's 


firmware or communication interfaces, attackers can exploit these to access the UAV 's system. 


They can then use the UAV as a stepping stone to infiltrate the supporting platform, leading to 


data breaches or damage to the platform. 


2) Tampering with task data and collision avoidance data transferred from the supporting platform 


to UAVs: The supporting platform sends task data and collision avoidance strategies to the UAV. 


If this data is not encrypted or validated for integrity during transmission, attackers can perform 


man-in-the-middle attacks, intercepting and altering the mission data and collision avoidance 


data sent to the UAV. This can cause the UAV to execute incorrect tasks or result in collision 


incidents. 


3) Tampering with the UAV’s reported capability data to the supporting platform: UAVs report 


their available capabilities to the supporting platform. If this data is tampered with, the supporting 


platform may inaccurately assess the UAV's status, leading to mission failures or UAV damage. 


4) Theft of BSI data transmitted by the UAV to the supporting platform: When performing BSI 


tasks, the UAV transmits BSI data to the supporting platform. This data includes detailed status 


and inspection results of the base station. If the communication is unencrypted, attackers can 


eavesdrop on the network communication to obtain this data, resulting in the leakage of sensitive 


information about the base station. 


[TBD] 


 


7 Security requirements for BSI services using UAVs  


[TBD 


Given the security risks associated with BSI services, to safeguard the security of base station 


inspection services using unmanned aerial vehicles, this recommendation proposes adding security 


requirements corresponding to each identified security risk.] 


Figure 7-1 shows the illustration of the correspondence between security requirements and security 


risks for BSI services using UAVs.  
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BSI services using UAVs


Security Risks Security Requirements
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Figure 7-1 Illustration of the correspondence between security requirements and security 


risks for BSI services using UAVs 


The following are the main security requirements for two parts:  


7.1 The security requirements about interaction between the inspection web/app client and 


the supporting platform: 


1) Prevent intrusions from inspection clients:  


− It is required to securely manage the interfaces between the supporting platform and inspection 


clients to prevent exploitation of interface vulnerabilities and invasions of the supporting 


platform. 


2) Protect task data from tampering:  


− It is required to validate the legitimacy of task data from inspection clients to ensure the data has 


not been tampered with. 


3) Prevent BSI reports from being stolen:  


− It is required to establish an encrypted connection between the supporting platform and clients 


to ensure data cannot be stolen. 


7.2 The security requirements about data transfer between the supporting platform and 


UAVs: 


1) Preventing intrusion from UAVs:  


− It is required to implement security measures at the interface between the supporting platform 


and UAVs to prevent intrusion from UAVs into the supporting platform. 


2) Protecting task data and collision avoidance data from tampering:  


− It is required for UAVs to verify that task data and collision avoidance data from the supporting 


platform has not been tampered with. 


− It is recommended that a dedicated network isolated from the public internet be used for 


communication between UAVs and the supporting platform. 
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− It is recommended that the supporting platform raises alerts if different inspected stations were 


found in the reported inspection data. 


3) Protecting the integrity of capability data reported by UAVs:  


− It is required to verify that capability data reported by UAVs has not been tampered with. 


− It is recommended that the supporting platform raises alerts if changes are detected in the 


capability data reported by UAVs compared to the previous report. 


4) Preventing theft of BSI inspection data:  


− It is required to establish an encrypted communication channel between the supporting platform 


and BSI-UAVs to prevent data theft during transmission. 


− It is recommended that different encryption keys be used between the supporting platform and 


each BSI-UAV. 


[TBD] 


 


8 Security capabilities that BSI services using UAVs Should Possess 


Figure 8-1 shows the security capabilities framework of BSI services using UAVs. It is composed of 


four layers, the inspection Web/APP client layer, the supporting platform layer, the communication 


network layer, and the UAV layer. This recommendation mainly focuses on security capabilities of 


supporting platform layer and UAV layer. The inspection Web/APP client layer and communication 


network layer are out of the scope of this Recommendation.  
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Figure 8-1 Security capabilities framework of BSI services using UAVs 


In order to meet the security requirements above, base station inspection services using UAVs shall 


be equipped with a range of security capabilities that include, but are not limited to: 
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8.1 The security capabilities of the supporting platform:  


1) Application security related:  


− It is required to have the capability of authentication and access control to ensure that only 


authorized UAVs and inspection clients can connect to the supporting platform. 


− It is required to have the capability for interface security management to prevent intrusions into 


the supporting platform by exploiting vulnerabilities in the interfaces of inspection clients and 


UAVs. 


− It is recommended to have the capability of real-time monitoring and anomaly detection to 


respond quickly to potential threats. 


− It is recommended to have the capability of conducting regular interface security assessments 


and penetration testing to maintain the security status of the supporting platform. 


2) Communication security related:  


− It is required to have the capability of establishing encrypted communication channels with 


inspection clients and UAVs to ensure that BSI reports and BSI data are not stolen during 


transmission. 


− It is recommended to have the capability of dynamic key exchange and regular key updates to 


prevent long-term attacks. 


− It is recommended to have the capability of using different encryption keys for each UAV to 


enhance security. 


3) Data security related:  


− It is required to have the capability for validating the legality and integrity of task data submitted 


by inspection clients to ensure that the task data complies with business rules. 


− It is required to have the capability for validating the integrity of the capability data reported by 


UAVs, ensuring that the data has not been tampered with. 


− It is recommended to have the capability for data consistency checks and historical data 


comparison, and to issue an alert when changes are detected in the capability data reported by 


UAVs. 


− It is recommended to have the capability for identifying the inspected objects, and to issue an 


alert when different inspected stations were found in the reported inspection data.  


8.2 The security capabilities of the UAV: 


1) Communication security related:  


− It is required to have the capability for establishing encrypted communication channels with the 


supporting platform to prevent the theft of BSI data during transmission. 


− It is recommended to have the capability for dynamic key exchange and regular key updates to 


prevent long-term attacks. 


− It is recommended to use a dedicated network isolated from the public internet for 


communication to prevent data tampering and leakage. 


2) Data security related:  


− It is required to have the capability for verifying the legitimacy and integrity of task data and 


collision avoidance data from the supporting platform, ensuring that these data comply with 


business rules. 


− It is recommended to have the capability for encrypted storage of BSI data to prevent data theft 


directly from the UAV. 


[TBD] 
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Appendix I 


Implementation guidelines to enhance security for BSI services using UAVs 


[TBD] 
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