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SUMMARY 

 
This working paper presents to the Meeting the progress in the Universal Security Audit Programme 
(USAP) providing information from the first cycle of USAP audits and follow-up visits, as well as 
updated information of the i mplementation of th e second cy cle of audits which incorporates the 
security-related provisions of Annex 9 – Facilitation.  
 
This paper also provi des an update on  the im plementation of t he limited level of transp arency 
principle with respect to aviation security audit results, as well as on the procedure approved by the 
Council to address significant security concerns; and finally, the paper summarizes the results of the 
37th Session of the Assembly which relate to the USAP. 
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1. INTRODUCTION 
 
1.1 This paper presents a r eport on the progress made in the implementation of the ICAO  
Universal Security Audit Programme (USAP), with special emphasis on related activities in the ICAO  
South American (SAM) region. It  provides information on the status of  implementation of the 
Programme, including the first cycle of audits and s ubsequent follow-up visits; the second-cy cle audits 
completed thus far; and training and certification activities. 
 
2. STATUS OF IMPLEMENTATION – AUDIT ACTIVITIES 
 
2.1 First-Cycle Audits and Results 
 
2.1.1 During the first audit cycle of the USAP, between November 2002 and December 2007, a 
total of 181 audits of Mem ber States and one Sp ecial Administrative Region (SAR) were conducted  
including all the 13 States in the SAM region. 
 
2.1.2 In all, 172 follow-up visits to validate the implementation of State corrective action plans 
were conducted since 2005 and com pleted in Decem ber 2009. All 13 States in the SAM which were 
audited during the first cycle received follow-up visits.  
 
2.1.3 The analysis of audit results from the first cycle of audits has identified areas of concern 
at both the national and airport levels. At the national level, primary areas of concern include: 
 

• oversight and enforcement capabilities; 
• the certification of screening personnel; and 
• the effectiveness of aviation security training programmes. 

 
2.1.4 Common shortcomings at the airport level relate to: 
 

• need to update airport security programmes; 
• control of access to security restricted areas of airports 
• application of security controls to cargo on passenger flights; and  
• assurance of the quality  and consistency of passenger, cabin and hold ba ggage 

screening.  
 
2.1.5 Comprehensive details on the audit findings and analysis from the first cycle of audits are 
consolidated in a separate document entitled Universal Security Audit Programme – Analysis of Audit 
Results - Reporting Period: November 2002 to December 2009, Second Edition – 2010; and the progress 
of the second cy cle audits in a separate docu ment entitled Universal Security Audit Programme – 
Analysis of Audit Results - Reporting Period: January 2008 to December 2010, Third Edition – 2011, 
which are available on the USAP secure website (http://portal.icao.int/).  
 
2.1.6 The follow-up visits that were conducted revealed that in the majority of States, there had 
been some im provement in the level of aviation s ecurity since the tim e of initial audits. Particularly , 
within the SAM region, the degree of compliance with Annex 17 — Security Standards improved from 
33 per cent to 56 per cent, as shown in Appendix A.  
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2.2 Second-Cycle Audits and Results 
 
2.2.1 The 36th Session of  the I CAO Assembly recognized that t he USAP has proven to be  
instrumental in identif ying aviation s ecurity concerns and in  providing recommendations for t heir 
resolution, and requested the continuation of the USAP following completion of the initial cycle of audits 
at the end of 2007. The Assembly further directed that audits in the second c ycle focus, wherever  
possible, on a State’s capability to provide appropriate national oversight of its aviation security activities, 
and that the audits be expanded to include relevant security-related provisions of Annex 9 — Facilitation. 
The second cycle of USAP audits was launched in January 2008. 
 
2.2.2 As of 15 August 2011, practically all States in  the SAM Region have been audited, with  
the exception of Argentina and Panamá, to be audited in 2012.  
 
2.2.3 Appendix B shows a char t depicting the degree of im plementation of the eight critical  
elements of an aviation security  oversight s ystem, based on the results of the 11 second-cy cle audits 
conducted in the NAM/CAR regions. These results indicate, overall, a lack of effective implementation of 
the critical elements of an aviation security oversight  system of 35.7 per cent in the SAM Region, where 
zero per cent would be the optimum result and 100 per cent the worst.  
 
2.2.4 The critical ele ment of a  security oversight system related to the im plementation of 
quality control obligations (CE-7) has shown the lowest level of im plementation. However, this often 
corresponds to the low l evel of im plementation of the critical elem ents related to certification and 
approval responsibility (CE 6), the provision of technical guidance, tools and security critical information 
(CE-5), and resolution of security concerns (CE 8).  
 
2.2.5 States are reminded to request assistance, if required, prior to receiving an audit and also  
following the audit in order to prepare the corr ective action plan and im plement the re commended 
actions. In this regard, options available for pr oviding assistance to and co operation between Stat es 
include the following: 
 

• Direct bilateral and multilateral agreements between States 
• Horizontal cooperation facilitated by the LACAC Secretariat 
• ICAO Regional Offices with the support of and in coordination wit h the 

Implementation Support and Development – Security Section and the Technical 
Cooperation Bureau 

• Other international organizations and development agencies 
 
3. OTHER ACTIVITIES AND DEVELOPMENTS RELATED TO AUDITS 
 
3.1 Training Courses and Seminars 
 
3.1.1 During 2007 and 2008, all USAP auditors went  through a recertification process in order 
to provide them training on the audit  methodology of the USAP second c ycle audits. The re certification 
consisted of live interactive web-based briefings and an e-learning pro gramme; it concluded with over 
120 USAP auditors recertified. Currently, there are 16 certified auditors in the  SAM Region eligible to 
take part as team  members in aviation security audits under the USAP. The continued support received 
from States, includin g many in the SAM Regions, through the short- an d long-term secondment of 
experts to the Programme, has been instrumental in the effective implementation of the USAP.  
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3.1.2 Additionally, two ICAO USAP Auditor Cer tification Course w ere conducted, o ne in 
Spanish language, in Lim a, Peru, fro m 15 to 24 November 2010, and one in Eng lish language, i n 
Montreal in January 2011. 
 
3.2 Transparency  
 
3.2.1 As directed by the 36th Session of the Assembly, the Council, during its 184th Session, 
approved a proposal to introduce a lim ited level of tr ansparency with respect to aviation security audit 
results, whereby a graphical representation depicting the lack of im plementation of the critical ele ments 
of an aviation security  oversight system for each audited State is posted on the USAP s ecure website. A 
consequential amendment to the model Memorandum of Understanding (MoU) between ICAO and States 
regarding aviation securit y audits was subsequently approved by  the Council. This li mited level of 
transparency applies to all audits conducted under the second cycle of the USAP. All States which were 
invited did provided their consent to this amendment to the MoU.  
 
3.2.2 As a result of this li mited level of tr ansparency with respect  to aviation security audit 
results, a gra phical representation depicting the lac k of im plementation of the critical elements of an  
aviation security oversight sy stem for each audited State is posted on the USAP section of the ICAO  
secure site for which acc ess may be reque sted by States by visiting the following site:  
http://portal.icao.int/. This limited level of transpar ency applies to all audits conducted under the second 
cycle of the USAP. 
 
3.3 Results of the 37th Session of the Assembly 
 
3.3.1 The 37th Session of the Assem bly expressed unanimous support for the continuation of 
the USAP as an essential part of the newly  adopted ICAO Co mprehensive Aviation Security  Strategy 
(ICASS). The Assem bly also endorsed the polic y of a limited level of transparency  of s ecurity audit 
results for the second cycle of the USAP, particularly relating to  the prompt notification of the existence 
of significant security concerns. Moreover, the Assembly unanimously adopted a Declaration on Aviation 
Security, which reflects th e commitment and politi cal will of S tates to work with all stakeholders in 
strengthening aviation security worldwide. 
 
3.4 Significant Security Concerns 
 
3.4.1 Under the c urrent USAP report production process, a final security audit report is  
forwarded to the audited State within 6 0 calendar days after the closing meetin g of the audit. The Stat e 
then has 60 c alendar days to submit a corrective action plan (CAP). However, during  the audit, USAP 
auditors sometimes encounter situations that reveal significant security concerns (SSeCs) which may pose 
an immediate security risk to international civil aviation. In the absence of a mechanism to address these 
SSeCs in a timely  manner, corrective action m ight not be taken by the audited State before the CAP is 
submitted to ICAO approximately four months after the audit.  
 
3.4.2 The Council, during its 189th Session, approved a definition of an SSeC, which occur s 
when the appropriate authority responsible for aviation security in the State permits aviation activities to 
continue, despite lack of effective implementation of the minimum security requirements established by 
the State and by the provisions set forth in Annex 17 — Security related to critical aviation security 
controls including, but not limited to, the screening and the protection from unauthorized interference of 
passengers, cabin and hold baggage; the security of cargo and catering; access control to restricted and 
security-restricted areas of airports; and the security of departing aircraft resulting in an immediate 
security risk to international civil aviation.  
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3.4.3 Thus, the Council also approved the a ssociated mechanism to a ddress such concerns 
outside of the established  timeline for the producti on of aviation security  audit reports and corrective 
action plans. This allows for SSeCs to be addressed i n a much shorter time frame. In accordance with the 
mechanism, a preliminary SSeC is to be validated and notified to the State, if the SSeC is confirmed,  
within 15 calendar days following the conclusion of the audit. The State is then given a maximum of 15 
calendar days to take corre ctive action1. A consequential amendment to the model MoU between ICAO 
and audited Member States was subsequently approved by the Council to reflect the new mechanism , 
which is effective from the fourth quarter of 2010, on a non-retroactive basis. 
 
3.5 Results of the Twenty-Second Meeting of the Aviation Security (AVSEC) Panel 
 
3.5.1 The twenty-second meeting of the AVSEC Pa nel concluded tha t the USAP continues 
contributing to the enhanc ement of global aviation security. The Panel also r ecognized that while the 
primary responsibility to address deficiencies identified under the USAP resi des with individual States, 
ICAO should continue to offer and provide assistance to those States in need. The Panel further supported 
the establishment of a Secretariat Study  Group to assess the f easibility of extending the Continuous 
Monitoring Approach to the USAP and develop op tions for the evolution an d future direction of the 
Programme beyond the end of its second cycle in 2013. 
 
4. CONCLUSION 
 
4.1 The ICAO USAP has successfully completed a first cycle of aviation security audits and 
follow-up visits. The positive results of t his cycle confirm the commitment of States to implement ICAO 
security Standards and to strengthen aviation security worldwide. In addition to identify ing deficiencies 
and providing recommendations, the results also assist in the determination of global, regional and State 
specific remedial strategies. The second audit cy cle, focusing on the capability  of States to conduct 
effective oversight through the im plementation of th e critical ele ments of a State’ s aviation security 
oversight system, promotes the development of su stainable aviation security structures and programme s 
in States.  
 
4.2 Despite the overall progress made by States in a ddressing identified deficiencies, a 
number of States continue to experience difficulties in increasing their level o f compliance with ICAO 
provisions and in meeting their security oversight obligations. Assistance to these States is coordinated 
through the I CAO Regional Offices, the Im plementation Support and Development – Securit y Section 
and the Technical Cooperation Bureau. 
 
4.3 The introduction of a lim ited level of transpar ency of audit results and a mechanism to 
timely address the SSeC s that constitute an i mmediate risk to civil aviation, balances the need to keep  
sensitive security information out of t he public r ealm with that of inform ing States of unresolve d 
deficiencies in the aviation security  systems of audited States. The USAP conti nues to enjoy the support 
of States, ser ving as a cat alyst for their continued e fforts to meet their international obligations in the 
aviation security field. 

 
4.4 States audited during the USAP Second Cy cle should ensure the implementation of their 
corrective action plans and send the i mplementation progress periodically to the ICAO Aviation Security 
Audit Section (ASA) in Montreal, and those States that still have pending t he second USAP audit are 
urged to com ply Annex 17 and Annex 9 Standards re lated to security in order to avoid that SSeC 
mechanism could affect them.   
                                                      
1 The details of the mechanism dealing with SSeCs are described in Electronic Bulletin EB 2010/31 dated 23 August 

2010. 
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5. SUGGESTED ACTION  
 
5.1 The Meeting is invited to note the inf ormation presented in this  Working Paper and i s 
encouraged to take any action considered appropriate to comply with Annex 17 – Security Standards and 
Recommended Practices (SARPs), and Annex 9 – Facilitation SARPs related with aviation security.  
 
 
 

- - - - - - - 
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APPENDIX A 
 

ANNEX 17 STANDARDS – PROGRESS MADE 
 

South America (SAM) 
 
The following chart depicts, b y subject module, the level of implementation of Annex 17 Standards for 
States analyzed in the South Am erican region for wh ich initial audits and follow-up visi ts have been  
completed.  
 
 
 

 
 
 Overall, full compliance with Annex 17 Standards averaged 56 per cent in this region, close to the 
global average of 59 per cent.  
 
 Full compliance with Annex 17 Sta ndards in all the primary  national-level areas (l aws, 
regulations, organization, aviation security national programmes) is below 25 per cent; while at the airport 
level—security procedures on inspection points, cargo security and catering service security -- passenger 
and cabin baggage security, in addit ion to illicit in terference and access control response, are the areas 
with the lowest level of compliance. 
 
 
 

- - - - - - 

USAP – First Cycle 

SAM (All 13 States) 
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APPENDIX B 
 
 

AVIATION SECURITY OVERSIGHT SYSTEM GLOBAL 
 
 
 

 
 
 
 

CE-1: Aviation security legislation 
CE-2: Aviation security programmes and regulations 
CE-3: State appropriate authority for aviation security 
CE-4: Personnel qualifications and training 
CE-5: Provision of technical guidance, tools and security-critical information 
CE-6: Certification and approval obligations 
CE-7: Quality control obligations 
CE-8: Resolution of security concerns 
 
 
 

- END - 

USAP – Second Cycle 


