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EUROCONTROL

EUROCONTROL is an inter-governmental, pan-European, civil-
military organisation dedicated to supporting European aviation.
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EUROCONTROL/EATM-CERT

EUROCONTROL HISTORY

1960s

1980s

1990s

2000s

2010s

41 Member States &
the European Union

2 ‘Comprehensive Agreement’ 
States: Morocco & Israel

“The designations employed and the presentation of the material on maps in this presentation
do not imply the expression of any opinion whatsoever on the part of EUROCONTROL concerning
the legal status of any country, territory, city or area or of its authorities, or concerning the delimitation of its frontiers or boundaries.”
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Building the Single European Sky !

Provide air traffic services in upper airspace
of Benelux & North west of Germany

Manage the pan-European network

R&D => Deployment

Products
Collect route and 
terminal charges 

EUROCONTROL/EATM-CERT
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Overview on Aviation Network
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EUROCONTROL Network Manager

ATC, AOC, (APC)

ANSP / ATSU
Aeronautical Information Management

Airline Operation Center

IP network (e.g. PENS , internet, intranet)

VHF voice, data  25 & 8,33 kHz
Aircraft data: ACARS, CPDLC, ATN
SUR: ADS-B,  SSR
NAV: DME, GBAS
LDACS

New datalinks

New mobile network

Satellite:  Communications, 
GNSS, SBAS, Aircraft data

Airports

ANSP / ATSU

ATC, APC, AOC

Surveil-
lance

Military

VHF / UHF voice 
Aircraft data: ACARS, ATN
SUR: ADS-B,  SSR , PSR
Link 16

Satcom: Voice / data
GNSS

Subnet ANSP
Voice / data

Subnet ANSP
Voice / data

SUR: ADS-B,  SSR 
NAV: GBAS  

SUR: ADS-B,   
NAV: GBAS
Aircraft data: ACARS  

EUROCONTROL/EATM-CERT
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BMS
HVAC

Power Supply
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Aviation =
Mix of legacy and new

... forever 
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Ransomware in aviation

Cybersecurity in Aerospace 12
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https://www.eurocontrol.int/cybersecurity
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Report is 
TLP:GREEN

~200 events

~1.260 events

EATM-CERT 2021 report on cyber in aviation 
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=once a week

1 Bn$/y

all

EATM-CERT 2021 report on cyber in aviation 



Regional sectorial (ATM) CERT:
combine cyber and domain expertise
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ATM Stakeholder 
SOC (1)

ATM Stakeholder 
SOC (1)ATM Stakeholder 

ATM Stakeholder
(1)

ATM 
Stakeholder

Alerts/other Incidents 
- intelligence/services

EATM-CERT

EUROCONTROL/NM SOC

Logs Recommendations

CERT-EU

EUROPOL

ENISA

System

NATO/EDA

EASA  
ECCSA

Cyber 
intelligence

Provider

Alerts/
Incidents

Cyber 
intelligence

Provider
Cyber 

intelligence
Provider

Cyber
Intelligence 

Intelligence
/services

ATM CI Provider 
(US & other Regions 

ATM CERT)National CERTs
EE-ISAC

SOC 
SOC 

SOC 

National CERTs
National CERTs

Alerts/Incidents 

- intelligence

Significant Incidents 
- intelligence

EUROCONTROL

Manufacturer
Manufacturer

Manufacturer

ATM 
StakeholderATM 

Stakeholder

EACCC

A-ISAC

EUROCONTROL/MUAC SOC

ER-ISAC

OT-ISAC



Quarterly cyber threat landscape report

17

421 organisations

1,223 individuals



Credential leak 
detection
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Fraudulent websites impersonating airlines

Financial impact: ~1Bn$/y (IATA)
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Fraudulent websites



Phishing awareness campaigns

EUROCONTROL 21

• Tested within EUROCONTROL (2 campaigns)

• Available for your constituents’ use
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patrick.mana@eurocontrol.int

mailto:patrick.mana@eurocontrol.int
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