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Adiletkhan Kabdesh

Head of Personal Data Protection Department 
of the Information Security Committee of 

Ministry of Digital Development, Innovation 
and Aerospace Industry of the Republic of 

Kazakhstan

PERSONAL DATA PROTECTION

Almaty, 2023
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STATE POLICY AND 
CONTROL

ISSUANCE OF AN ACT BASED 
ON THE TEST RESULTS

REGULATION OF DOMAIN 
NAMES .KZ AND .KAZ

INCREASING HUMAN 
CAPITAL

COORDINATION OF CRITICAL 
INFORMATIZATION FACILITIES

DEVELOPMENT OF THE 
CYBERSECURITY MARKET

ISSUANCE OF THE CERTIFICATE 
OF ACCREDITATION OF THE CC

STATE REGULATION
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2015 / 16

2017

2018

2019 / 20

Kazakhstan's position in the UN 
cybersecurity rating (ITU)

103
place

40
place82

place

31
place

Legal measures

Technical measures

Organizational measures

Capacity building

Cooperation

The level of achievement of indicators

0,2

0,195

0,184

0,2

0,2

INTERNATIONAL RATING
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PERSONAL DATA 
PROTECTION MEASURES 

HAVE BEEN STRENGTHENED

• determination of the 
procedure for the 
collection, processing 
and protection of 
personal data;

• appointment of a person 
responsible for the 
organization of the 
processing of personal 
data;

• increased requirements 
for the processing of 
restricted personal data.

THE DATA SUBJECT HAS 
THE RIGHT TO EXCLUDE 
PERSONAL DATA FROM 

PUBLICLY AVAILABLE 
SOURCES

with the exception of:

• cases, if contrary to the 
laws of the Republic of 
Kazakhstan;

• in the presence of an 
unfulfilled obligation

THE REQUIREMENTS FOR 
OBTAINING CITIZEN 

CONSENT HAVE BEEN 
CLARIFIED

• the term or period of time 
for which the consent is 
valid;

• the transfer of personal 
data to a third party;

• cross-border transfers of 
personal data in the 
course of their processing;

• dissemination of personal 
data in publicly available 
sources.

PERSONAL DATA PROTECTION
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FUNCTIONAL:

• Provision of consent (refusal) to the 
collection and (or) processing of personal 
data

• Revocation of consent to the collection 
and (or) processing of personal data

• Notification of a citizen about actions with 
his personal data

• Providing a citizen with information about 
the owners and (or) operators who have 
consent to the collection and (or) 
processing of his personal data

STATE ACCESS CONTROL SERVICE

information systems 
integrated

state information 
systems will be 

integrated

requests per day

93 109 >1,5 million
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PERSONAL 
DATA 

PROTECTION

notification of citizens about the leakage of personal 
data;

introduction of a ban on the collection and 
processing of paper copies of identity documents;

endowment of the authorized body in the field of 
personal data protection with the function of state 
control;

changing the definition of personal data taking into account 
international experience;

tougher liability for violations of the law;

introduction of a new composition on the illegal issuance 
and use of EDS;

elaboration of the issue of Kazakhstan's accession to the 
Council of Europe Convention 108+.
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Thank You
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