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• Major threats and risks in 2020

• Human Factor (IT Staff, Security 
Specialists, IT Users)

• The Difference between Threat and Risk

• Evaluation of Risk impact on Business 

• Top Threats/Risks Impacting Aviation IT. 

Cyber Threats and risks in IT



Cyber Threats and risks in IT
• Major threats and risks in 2020

– Phishing 

– Mobile Attack 

– Ransomware Attack 



Cyber Threats and risks in IT
• Human Factor (IT Staff, Security Specialists, IT 

Users)

– Educate to Mitigate 

– Understand key human performance issues relevant to 

aviation operations

– Integrated Human Factors knowledge into key areas of 

aviation operations

– Lack of Security Specialists impact.



Cyber Threats and risks in IT
• The Difference between Threat and Risk

– Define the difference between vulnerabilities, threats, 

and risks. 

– Examples of IT security threat and risks.

– How to calculate risk value.



Cyber Threats and risks in IT
• Evaluation of Risk impact on Business 

– Strategies to manage business risk 

– Link Business initiatives into Cyber Strategy and 

Evaluate Impact of Risk.

– Enterprise Risk Management.

– Tools to evaluate business risk.



Cyber Threats and risks in IT
• Top Threats/Risks Impacting Aviation IT. 

– Phishing – Spear Phishing

– Injection

– Insider & Landside Threats

– Mobile/BYOD Threats.
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