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SUMMARY 

 
This paper provides the Meeting with a discussion of Regional 
Mechanism for sharing security information on threats to civil aviation. 

References: 
 
• AVSEC COMM/3 and 4  
• State Letter SP 48/1-06/19 dated 24 March 2006 
• Security Manual for Safeguarding Civil Aviation Against Acts 

of Unlawful Interference (Doc 8973) 
 
 
1.  Introduction 
 
1.1.  This paper presents to the Meeting ICAO’s recent AVSEC global and regional activities 
and developments. 
 
2.  Annex 17 and the Security Manual  
 
2.1  On 30 November 2005, the Council adopted Amendment 11 to Annex 17 prescribing 10 
April 2006, as the date on which it would become effective and 1 July 2006 as the applicability date.  
Amendment 11 arises from the proposals o the sixteenth and seventeenth meetings of the Aviation 
Security (AVSEC) Panel held in May 2004 and March/April 2005, respectively.  It has been developed in 
accordance with Council’s action in pursuance of Assembly Resolution A35-9, consolidated statement of 
continuing ICAO policies related to the safeguarding of international civil aviation against acts of 
unlawful interference.  Annex 17 provisions were thoroughly reviewed in order to further clarify the 
wording of exiting Standards and Recommended Practices (SARPs) to facilitate both their common 
interpretation by Contracting States and their ease of auditing under the ICAO Universal Security Audit 
Programme (USAP), as well as to ensure that the measures in Annex 17 are commensurate with the level 
of threat.  Amendment 11 covers the following:  applicability of Annex 17; reinforcement of national civil 
aviation security control programme provisions; In-Flight Security Officers (IFSOs); general aviation and 
aerial work; one-stop security concept for passengers and baggage; risk assessment concept; security for 
all-cargo operations; and definitions.  The letter which was sent out to States on 30 November 2005 is set 
forth in Appendix A to this paper. 
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2.2  The Security Manual of Safeguarding Civil Aviation Against Acts of Unlawful 
Interference (Doc 8973) offers leadership and detailed guidance to States relating to the interpretation and 
implementation of the Standards and Recommended Practices contained in Annex 17.  The manual as 
most of you already know is restricted for distribution only to those individuals and organizations 
authorized by their State’s appropriate authority.  The manual is a highly useful tool for personnel 
engaged in national airline or airport AVSEC programmes, as well as for consultants or other private 
companies that specialize in the provision of AVSEC services and expertise.  It provides detailed 
information and guidance to enable compliance with Annex 17 provisions relating to: 
 

• AVSEC operations and personnel training; 
• Detection devices and other AVSEC technologies; 
• General equipment selection, procurement and maintenance and procedures; and 
• The development of an effective State AVSEC legal framework. 

 
2.3  The Aviation Security and Facilitation Branch (S&F) is also currently developing a 
guidance manual on “The Establishment and Management of a State’s Security Oversight System”, a 
manual which would enable States in their effort to establish a robust aviation security oversight systems 
and also prepare the road for the audit of State’s security oversight capability expected to commence in 
2008.  This manual is expected to be published during the third quarter of 2006.    
 
3.  Restructuring of the Security and Facilitation Branch 
 
3.1  The Security and Facilitation Branch have been restructured into two branches, 
Specification and Guidance Material (SGM) and Coordinated Assistance and Development Section 
(CAD).  The new CAD formerly the AVSEC Section is responsible for the management of: 
 

a) the Aviation Security Coordinated Assistance Programme ; 
b) future implications for aviation security; and  
c) management of the Aviation Security Training Programme 

 
3.2  The programme was recently approved by the ICAO Council and is intended to permit 
Contracting States to: 
 

a) remedy their aviation security deficiencies revealed during the course of the 
ICAO aviation security audits conducted under the Universal Aviation Security 
Audit Programme; 

b) establish a sound aviation security infrastructure in accordance with ICAO 
Annex 17 and all relevant ICAO aviation security guidance material; and  

c) assist States to address emerging aviation security challenges. 
 
3.3  The programme is being launched and implemented of its projects will commence in 
April 2006.  It will be coordinated with other regional aviation bodies and UN agencies that are involved 
in combating acts of unlawful interference.  The programme will be also coordinated with States that have 
expert and financial resources in aviation security and are willing to join ICAO in assisting States.  
Furthermore, CAD will continue to provide assistance under the Aviation Security Plan of Action. 
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4.  Future Implications for aviation security 
 
4.1  In today’s world many facts have impact in the field of aviation security.  These factors 
include legislation changes, regulatory policy, field operations, technology, aircraft and airport design and 
engineering as well as new and emerging threats.  In an effort to stay ahead of its many challenges, ICAO 
is launching an initiative to deal with those developmental issues that impact aviation security.  This 
initiative entails an outreach to Member States to introduce them to future challenges in aviation security, 
and also collaboration with industry partners such as airport and aircraft operators, aircraft and security 
equipment manufactures.  This approach will help States keep up with all new and emerging challenges to 
aviation security.   
 
5.  Recruitment of AVSEC Professionals 
 
5.1  With the launch of a new ICAO strategy for aviation security assistance and 
development, and considering the continuously evolving and increasingly challenging nature of the 
aviation security field, the coordinated Assistance and Development Section (CAD) in the Aviation 
Security and Facilitation Branch, and Technical cooperation Bureau, are in the process of compiling a 
new roster of aviation security professionals. These professionals, if successfully recruited as short term 
experts will carry out ICAO aviation security missions to help ICAO contracting States; a) develop a 
sound aviation security infrastructure; b) correct aviation security deficiencies as revealed by the 
universal ICAO Aviation security programme, c) deal with new and emerging threats; d) teach ICAO 
aviation security training courses. The new list will be compiled based on merit and professional 
experience in aviation and aviation security. The prerequisites included in Appendix B are required for 
all potential candidates. 
 
5.2  Anyone who meets these requirements and may be interested in carrying out aviation 
security missions on behalf of ICAO is encouraged to submit his/her resume to: Jhaidar@icao.int, and 
copy Mrs. Wendy Kiley-Valiquet, wkiley-valiquet@icao.int.  States are encouraged to forward this 
information to anyone qualified individuals in their administrations. 
 
6.  Aviation Security Training Programme 
 
6.1  ICAO has established a network of 16 designated Aviation Security Training Centres 
(ASTC) around the world three which are in the CAR/SAM regions.  Every year, ICAO publishes and 
annual aviation security training programme incorporating courses in the various disciplines of the 
aviation security field which are conducted at the ASTCs.  The 2006 Regional ASTCs schedule is as 
follows:   
 
6.2  The course programme of the ICAO Regional Aviation Security Training Centre (ASTC) 
in Port of Spain, Trinidad and Tobago, is as follows: 
 

• Airport Security Programme Workshop 
3-7 April 2006 (5 working days) 

• Screener Certification Workshop  
1-5 August, 2006 (5 working days)  
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6.3  The course programme of the ICAO Regional Aviation Security Training Centre (ASTC) 
in Quito, Ecuador (Spanish), is as follows: 
 

• National Civil Aviation Security Programme Workshop 
1-5 September 2006 (5 working days) 

• Hostage Negotiation  
1-5 October 2006 (5 working days) 

 
6.4  The course programme of the ICAO Sub-Regional Aviation Security Training Centre 
(ASTC) in Buenos Aires, Argentina (Spanish), is as follows: 
 

• Airport Security Programme Workshop 
15-19 May 2006 (5 working days) 

• Instructors Certification  
1-5 December 2006 (5 Working days) 

 
6.5  CAD is responsible for the development of all Aviation Security Training Packages 
(ASTP) that are provided to all members of the ASTC network.  CAD is also planning to develop new 
aviation security training packages during 2006, to include airport and aircraft security design, new and 
emerging threats in civil aviation, screener certification and national quality control.   
 
6.6  In 2005, the following new training packages were made available:  
 

• ASTP/Airport Design (English, French, Spanish) 
• ASTP/Quality Control (English, French, Spanish) 
• ASTP/National Auditors-Inspectors (English, French, Spanish) 
• ASTP/Certification of AVSEC Instructors (English, French, Spanish) 
• ASTP/Certification of AVSEC Staff (English) 

 
7.  Annex 9 and Machine Readable Travel Documents 
 
7.1  Through its Aviation Security and Facilitation Branch (S&F), ICAO pursues the 
objective to facilitate and strengthen border clearance and security measures in airports and to reduce 
landside congestion, with a three-part strategy: standardization of passports, visas and other travel 
documents; improvement of inspection processes with the use of modern technology; and tackling of 
related security problems.  Priority of the programme include:  updating of Standards and Recommended 
Practices in Annex 9- Facilitation; development and implementation of specification for machine readable 
travel documents (MRTDs) including identity confirmation with biometrics; modernization of border 
control processes; security and facilitation of the international supply chain; and contingency measures to 
address health emergencies of international concern. 
 
7.2  The Facilitation Division and the Facilitation Panel assist the Council and Air Transport 
Committee with amendments to Annex 9.  The Technical Advisory Group on Machine-Readable Travel 
Documents (TAG/MRTD) assists the Secretariat with updating the specifications for MRTDs in the Doc 
9303 series.  The Secretariat uses regional seminars, Universal Implementation of the MRTD Programme, 
regional staff missions and a network of Facilitation contact persons to promote the implementation of the 
aforementioned standards and specifications. 
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7.2.1  Selected Relevant Documents: 
 

• Annex 9- Facilitation (12 Edition, 2005) 
• Doc 9303, Part 1 to 3:  Machine Readable Travel Documents 
• Circular 309:  Passenger Name Record (PNR) Data (April 2006)  

 
7.2.2  Reports of Recent Meetings: 
 

• TAG-MRTD/16- Report of the Sixteenth Meeting of the Technical Advisory 
Group on Machine Readable Travel Documents (26 to 28 September 2005) 

• Symposium on ICAO-Standard MRTDs and Biometric Enhancement (with 
exhibition): 
Web site:  http://www.icao.int/icao/en/atb/fal/MRTDsymposium/index.html  
MRTD Web site:  www.icao.int/mrtd  

 
 
8.  ICAO Universal Security Audit Programme (USAP) 
 
8.1  The ICAO USAP AVSEC Audits in States commenced in November 2002 and are 
currently being conducted on the basis of the audit schedule sent to States.  As of 31 March 2006, 114 
audit missions have been conducted, 40 of which took place in 2005.  Five Follow-up visits in the region 
were conducted in 2005, at Bolivia, Jamaica, Suriname, Trinidad and Tobago and Paraguay.  Seven of 
these Follow-up visits are scheduled for 2006, at Cuba, El Salvador, Honduras, Mexico, Nicaragua, Peru 
and Venezuela.   An audit activity report detailing the audits conducted is set forth in Appendix C to this 
paper.   
 
8.2  The audit schedule relating to missions to be conducted in 2006 and 2007 as attached to 
this paper as Appendices D and E.  Eight Audits are scheduled in the region for 2006, at Argentina, 
Barbados, Dominican Republic, Grenada, Guyana, Saint Lucia, Saint Vincent and the Grenadines and 
Uruguay.  And three Audits are scheduled for 2007, at Belize, Haiti and Panama.  Audit Schedule 
involves actual mission dates which will be coordinated directly with the State concerned.  Four to six 
months prior to the date of the audit, Contracting States scheduled for an audit mission will be sent a 
customized Memorandum of Understanding (MoU) for confirmation of agreement on its terms, based 
upon the model bilateral MoU endorsed by the Council of ICAO. 
 
9. Organization of American States (OAS) Counter Inter-American Committee 

Against Terrorism (CICTE) 
 
9.1  The Organization of American States (OAS) Counter Inter-American Committee Against 
Terrorism (CICTE) offered thirty (30) fellowships for National Aviation Security Officials in the region 
wishing to attend the Hold Baggage Screening Seminar/Meeting on 28 November 2005, at Monterrey, 
Mexico.  Twenty-four (24) fellowships (14 of which were for the CAR Region) were processed by 
OAS/CICTE for this event and their Director, Kevin Newmeyer was in attendance.  He recently stated 
that OAS/CICTE plan to continue to work with ICAO and support ICAO sponsored AVSEC training 
events by offering more fellowships for 2006.     
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10.  ICAO/Canada Aviation Security Awareness Training Programme Phase II 
 
10.1  Transport Canada and ICAO are currently working to complete a proposal called 
“Counter Terrorism Capacity Building Programme” which entails aviation security (AVSEC) workshops, 
courses and seminars in the CAR/SAM Regions from 2006-2009, targeted for the Civil Aviation 
Aeronautical Authorities and may include airports, air operators and airport policing authorities.  The 
AVSEC topics for these events will include but are not limited to Airport Security Programme, National 
Civil Aviation Security Programme, National Quality Control Programme, Passenger Screening, Cargo 
Security Programme and Human Factors.  
 
11.  Aviation Security/Facilitation Seminar at the Dominican Republic 
 
11.1  The ICAO Technical Cooperation Bureau plan to host a Aviation Security and 
Facilitation Seminar at Santo Domingo, Dominican Republic on 27-30 June 2006.  The event is being 
coordinated with the ICAO Security and Facilitation Branch (S&F) and the ICAO NACC Office.  The 
topics are Annex 17 Amendment 11, Annex 9, Quality Control, Biometrically Enhanced (ePassport), 
Hold Baggage Screening, Changes in the S&F Branch, Machine Readable Travel Documents, USAP 
Programme, AVSEC COMM Initiatives, Air Cargo Security, Border Control & Clearance, Threat and 
Risk Assessment, Passenger/Baggage Screening and Human Factors.  
 
12.  Aviation Security Point (PoC) 
 
12.1  Pursuant to the view expressed by the G8 Roma-Lyon Crime and Terrorism Group, and 
ICAO-wide Aviation Security Point of Contact (PoC) Network has been established for the 
communication of imminent threats to civil air transport operations.  The objective of the PoC is to 
provide a network of international aviation security contacts within each State, who are designated as the 
appropriate authority to send and receive communications, at any time of the day or night, concerning 
imminent threat information, security requests of an urgent nature, and/or guidelines to support security 
requirements in the case of countering an imminent threat.  Points of contact need to be available at all 
times, engaged in the threat assessment process and close to the decision making process for aviation 
security procedures.  
 
12.2  Due to the sensitivity of the information to be contained in the Network, strict control 
must be exercised as failure to do so may compromise efforts and future security implementation 
endeavours.  Consequently, in order to maintain control over this information, participating States should 
take into account the following: 
 

a) access to the ICAO Aviation Security PoC Network will be confined to those 
States that have placed their own contact details in the database and have been 
issued a password by ICAO; 

b) Aviation Security PoC Network participants will have an obligation to ensure 
that their contact details are kept up to date; 

c) participating States will be required to ensure physical protection of access to the 
PoC Network, confining access to those with genuine need for it in order to 
discharge their duties; 

d) participating States will commit to having internal procedures for ensuring that 
contacts made via the PoC Network are handled expeditiously, consistent with 
their urgency; and 

e) participation in the PoC Network will be made conditional on the State agreeing 
to abide with the above directives. 

 



C/CAR DCA/8 - WP/08 
- 7 - 

 
12.3  States who wish to participate in the ICAO Aviation Security PoC Network, please 
complete the form included in Appendix F to this working paper and send it directly to the Chief, 
Aviation Security and Facilitation Branch, ICAO, fax; + 1 (514) 954-6408, e-mail: avsec @icao.int    
 
13.  Aviation Security Committee (AVSEC COMM) 
 
13.1  The AVSEC COMM/5 5th Annual meeting will be held at Buenos Aires, Argentina  in 
conjunction with the 10th Annual la CLAC Group of AVSEC Experts on 8-13 May 2006.  The AVSEC 
COMM meeting will discuss AVSEC topics such as Hold Baggage Screening (HBS) Final Report 
findings and Action Plan, Quality Control Programme, Cargo Security Programme, AVSEC 
Instructor/Consultant Directory, National Civil Aviation Security Training Programme, Passenger 
Screening Programme, Passenger Screening Seminar and Regional Mechanism for sharing threat 
information. 
 
14.  Action Required by the Meeting 
 
14.1  The Meeting is invited to note the content of this paper and take any action which is 
considered appropriate to encourage regional cooperation and timely implementation by States of the new 
AVSEC requirements. 
 
DRAFT  
CONCLUSION 8/X  ANNEX 17, AMENDMENT 11 RESOLUTION OF ADOPTION 
 

That the: 
 
a) States which have not done so, inform ICAO of any part of Amendment 11 

concerning which their Government register disapproval using the appropriate 
form;  

 
b) States before 1 June 2006 inform ICAO of the following using the appropriate 

form; 
 

1) any differences that will exist on 1 July 2006 between the national 
regulations or practices and the provisions of the Annex 17 to include 
Amendment 11 and thereafter of any further differences that may arise, 
in accordance with the obligation imposed by Article 38 of the ICAO 
Convention; and  

  
2) the date or dates by which the States will have complied with the 

provisions of Annex 17, including Amendment 11. 
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DRAFT  
CONCLUSION 8/X  RECRUITMENT OF AVSEC PROFESSIONALS 
 

That the States: 
 
a) review the ICAO prerequisites and forward this information to AVSEC qualified 

individuals in their administrations; and 
 
b) encourage qualified individuals to apply with ICAO to assist States with the 

enhancement of their AVSEC Programmes 
 
DRAFT  
CONCLUSION 8/X  POINT OF CONTACT (POC) NETWORK 
 

That the States: 
 
a)  review the criteria information and designate the appropriate authority to receive 

imminent threats to civil air transport operations through this Network; 
 
b)   before 30 June 2006 sign up with ICAO using the appropriate form for the 

Aviation Security Point of Contact (POC) Network.      
 
 
 

- - - - - - - - - - - - - - - - - - - - - 
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APPENDIX B 
 

REQUIREMENTS FOR THE RECRUITMENT OF AVSEC PROFESSIONALS 
 

 
 
Dear colleagues: 
 
 With the launch of a new ICAO strategy for aviation security assistance and 
development, and considering the continuously evolving and increasingly challenging nature of the 
aviation security field, the coordinated Assistance and Development section (CAD) in the Aviation 
security and Facilitation Branch, and Technical cooperation Bureau, are in the process of compiling a new 
roster of aviation security professionals. These professionals, if successfully recruited as short term 
experts will carry out ICAO aviation security missions to help ICAO contracting States; a) develop a 
sound aviation security infrastructure; b) correct aviation security deficiencies as revealed by the 
universal ICAO Aviation security programme, c) deal with new and emerging threats; d) teach ICAO 
aviation security training courses. The new list will be compiled based on merit and professional 
experience in aviation and aviation security. The following prerequisites are required for all potential 
candidates: 
 
 
Required Experience: 
 

1.  A comprehensive and working knowledge of ICAO's Annex 17 to the convention 
on International Civil Aviation (Chicago convention). 

 
2.  A comprehensive and working knowledge of ICAO Security Manual for the 

safeguarding of civil Aviation from Acts of unlawful Interference. (Doc.8973). 
 
3.  Working knowledge and familiarity with ICAO Annexes 6, (Aircraft Operations) 

9, (Faci1itation) 14, (Aerodromes) and 18, (Dangerous Goods). 
 
4.  10 years of domestic and international working experience in aviation security 

policy, planning, organizational and operational experience. 
 
5.  Strong command of one of the 6 ICAO working languages, Arabic, Chinese, 

English, French, Russian and Spanish, and one of any of the others. 
 
6.  Managerial skills in project management. 
 
7.  Working knowledge in aviation security training and familiar with the ICAO 

Aviation security Training programme. 
 
8.  Appreciation of, and ability to work with, people from different cultures. 
 
9.  Ability to travel anywhere around the world, including remote and high risk 

destinations. 
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Desirable experience: 
 

1.  Working experience in aviation management, airport operations (air and 
landside) operations, air carrier operations, aviation-related law enforcement 
operations. 

 
2.  Completion of ICAO aviation security training courses. 
 
3.  Certification as an ICAO aviation security auditing (USAP certification). 
 
4.  Risk and threat assessment (risk models and, geopolitical applications). 
 
5.  Airport security design and planning. 
 
6.  Cabin and flight deck experience. 

 
 Anyone who meets these requirements and may be interested in carrying out aviation 
security missions on behalf of ICAO is encouraged to submit his/her resume to me at Jhaidar@icao.int, 
and copy Mrs. Wendy Kiley-Valiquet, wkiley-valiquet@icao.int 
 
 Also, it would be greatly appreciated if you may forward this message to anyone 
qualified individuals in your administration. 
 

Finally, while we look forward to hearing from you with the Curriculum vitae of 
appropriate candidates. 
 
 
Jalal 
Jalal Haidar 
A/Chief 
Coordinated Assistance and Development (CAD) Section 
Aviation Security and Facilitation Branch 
International Civil Aviation Organization 
Montreal, Quebec, Canada  
H3C 5H7 
Tel: 514 954 5837 
Fax: 514 954 6408 
 
 

- - - - - - - - 
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APPENDIX C 
 

ICAO UNIVERSAL SECURITY AUDIT PROGRAMME (USAP) 
AUDIT ACTIVITY REPORT 

 
PROGRAMME IMPLEMENTATION AS OF 31 March 2006 

 
 

 STATE AIRPORTS AUDITED DATE OF AUDIT FOLLOW-UP VISIT 
DATES  

1. Antigua and 
Barbuda 

Antigua V.C. Bird International Airport 
(ANU) 

November 2005 2007 

2. Canada Toronto Pearson International Airport 
(YYZ) 

May 2005 2007 

3. Costa Rica San Jose Juan Santamaria International 
Airport (SJO) 

February 2005 2007 

4. Cuba Havana Jose Marti International Airport 
(HAV) 

March 2004 March 2006 

5. El Salvador San Salvador El Salvador International 
Airport (SAL) 

August 2004 2006 

6. Guatemala Guatemala City La Aurora International 
Airport (GUA) 

January/February 2005 2007 

7. Honduras Tegucigalpa Toncontin International Airport 
(TGU) 

March 2004 2006 

8. Jamaica Kingston Norman Manley International 
Airport (KIN) 

September 2003 October 2005 

9. Mexico Mexico City International  (MEX) and 
Guadalajara Miguel Hidalgo (GDL) 
Airports 

January 2004 May/June 2006 

10. Nicaragua Managua Internacional Augusto C. Sandino 
Airport (MGA) 

August/September 2004 September 2006 

11. Saint Kitts and 
Nevis  

St. Kitts Robert L Bradshaw Airport (SKB) November/December 2005 2007 

12. Trinidad and 
Tobago 

Port of Spain Piarco International Airport 
(POS) 

June/July 2003 October 2005 

13. United States New York John F. Kennedy International 
Airport (JFK) 

April 2005 2007 

 
 
 

 
- - - - - - - - 
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APPENDIX D 
 

ICAO UNIVERSAL SECURITY AUDIT PROGRAMME (USAP) 
AUDIT SCHEDULE 

 
JANUARY TO DECEMBER 2006 

 
 

 
First Quarter 2006 (January to March) 

 
Second Quarter 2006 (April to June) 

Dominican Republic  
Grenada 
Saint Lucia  
Saint Vincent and the Grenadines 

 
Third Quarter 2006 (July to September) 

 
Fourth Quarter 2006 (October to December)  

NONE Barbados 

 
 
 

— — — — — — — — 
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APPENDIX E 
 

ICAO UNIVERSAL SECURITY AUDIT PROGRAMME (USAP) 
AUDIT SCHEDULE 

 
JANUARY TO DECEMBER 2007 

 
 

 
First Quarter 2007 (January to March) 

 
Second Quarter 2007 (April to June) 

NONE NONE 

 
Third Quarter 2007 (July to September) 

 
Fourth Quarter 2007 (October to December)  

NONE 
Bahamas 
Belize 
Haiti 

 
 

— — — — — — — — 
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