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Sentauen Overview

»

Status felk Data Link Security
TNSSteieardization
o Reguiremenits for ATN Security

o SecunRy/ Mechanisms

— Basic Mechanisms (Building Blocks)
ESymmetric Encipherment
BAsymmetric Encipherment

B Hash Functions




Extended VEChanisms (Cryptographic
)

lD‘ﬁ'ta
=Rubliciikey Certificates

HKeyrAgreement

— Diffie-Hellman

BKeyed Message Authentication Codes




-écurity in ATNI Systems
— @%Systems

= AjiNNintermediate’ Systems

— AVIFISES)Stems

- Some Poliecy Issues




NEAG Standardization of
ATINFSEcCurity

g’

EchmCAIRSPECificationi(Updates to ICAO Doc 9705)
o1 ATIN Securlty accepted at ATN Panel Working
NETeEieiRtc VWiheleTVIEeting, Berlin, Germany,
Aljeltise, 2000

Mi%n 25 under GCB control to be submitted by

en [elnior publication by ICAO

Associatediprait Guidance Material presented at
ATNPWorking Groeup Meeting, Hawali, February-
March, 2001

Final due to ICAO Iin June 2001

Security Sub-Group tasked to extend ATN security to
support Confidentiality and to define options for
Certificate Delivery Service




genyor ATN Sec:urityi

TN END! SYSTEMS

nall authenticate the
systems.

— AlINFen@rsystems shall authenticate the
source off application messages.

— ATN end systems shall ensure the integrity
of application messages.




TN INTERMEDIATE SYSTEMS

Upediand anEerotnd houndary intermediate
systenisisiialll authenticate the identity of peer
b@@ry ltermediate systems.

— AlINgrewne and air-greund boundary intermediate
systems shalll authenticate the source of routing
Infermatioen.

— ATN ground and air-ground boundary intermediate
systems shall ensure the integrity of routing
Information.




=P8 ClynisoraphicBuilding Block
%metric ERCIPhErment

. Asyhﬁetric ERcipherment
— ERcIPREr under Public Key
— Encipher under Private Key

e Hash Functions
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EificEncipherment

(symmetric key)
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(symmetric key)
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PLAINTEXT MESSSAGE CIPHERTEXT MESSAGE PLAINTEXT MESSSAGE
— ENCIPHER — — —

abcde... Z@&#H%... DECIPHER abcde...

- Conceptuallyssimple, same secret key used for

enciphering and deciphering

- Efficient in terms ofi computational requirements and key

size and works well for small group of authorized parties

- Used to build Encryption and Authentication Exchange

Schemes
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(public key)
’ T

v

PLAINTE;t()'I(;dI\gESSSAGE . ENCIPHER

- Only the private key need be kept secret.

| CIPHERTEXT MESSAGE
Z@&#H%...

AASYmmEtic Encipherment
Eencipherinmder public key)

(private key)
T

Y

—+~ DECIPHER

PLAINTEXT MESSSAGE
abcde...

- The public key can be freely distributed - a/most

- Used to build Encryption Schemes




PLAINTEXT MESSSAGE
abcde...

Asymmetiic Encipherment
Encipherumder private key)

(private key)
e

v

-

ENCIPHER

CIPHERTEXT MESSAGE
— —»

Z@&#H%...

(public key)
T

Y

DECIPHER

PLAINTEXT MESSSAGE
abcde...

- Used to build Authentication Exchange

Schemes




. Discm@garithm proklem - 1976

— DiffiesFeliman Key Agreement, Digital Signature
Algerithm (DSA)

— 1024 bit keys

e Elliptic curve discrete logarithm problem - 1985
— ECDSA and EC Diffie-Hellman
— 160 bit keys




Hash Eunctions

T
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- A cryDtOi%hsh function is a mapping from an

arbiraAeRENRPUENto a short (fixed-length) output value
HI(V)

Like error correction code but with “collision resistance” and

“pre-image resistance” which permit detection of deliberate

modification

- Used to build Integrity Schemes
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Symmetric
Encipherment

- Authentication Exchange

-Encryption

ummary

Asymmetric
Encipherment
(under public key)

-Encryption

Bullding Blocks

Asymmetric
Encipherment
(under private key)

- Authentication Exchange

Hash
Functions

-Integrity




E)graphic Schemes

%ticaﬂon EXChange TFechnigues

- DigjtalfSionatures

— Publiciikey  Certificates

e Key Agreement

e Message Authentication Codes




publlc key technigues,
OGN can be accomplished by
naViRERRECIalmeant demonstrate

POSSESSIONIGT her private key.
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(private key)
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Compute hash
MESSSAGE of message,
b H(M) and

-_
ALICE

encipher hash

(public key)
T

Y

M
and Enciphered H(M),—»
(Signature over M)

Compute new

H(M)'; compare

to deciphered
H(M)

BOB

IF new H(M)' equals
deciphered H(M) then
signature is valid and
message is authentnic

- Claimant (ALICE) demonstrates possession of private key.

- Relying party (BOB) verifies by decrypting using ALICE’s

public key

- In principle works, but in practice Is subject to masquerade




enticationiExchange
i Masquerade

S pa publlc key scheme, Bob
ﬁnume copy. off Alice’s public

- Otlerwise an attacker can substitute a
fake key'as Alice’s public key and use
this to masguerade as Alice.




fu’m* gEFAIICEISIKEY In a Public Key
ertificate

3 -
stearihle partysterrmed a Certificate
INEILYACA) 19IES Alice and her public key.
Aliceregpesriertine CA with her public key.
CAE@\a Certificate to Alice containing her

idenuiZrnerpunlic key, and the CA’s signature on
ner identiyAanad public key.
Bob obtains the CA’s public key.
Bob verifiesi the CA’s signature on Alice’s certificate
and retrieves her public key. In this way Bob knows
that he has an authentic copy of Alice’s public key

e (Consider analog of arivers license or passport




| Certlflg:ite Version signing
Certificate serial number key

S sigpaute algerithm 1D

'S X.500 name

-"‘ Validity’ period Signature

generation

Stiject’s X.500 name

Subject’s public key information

(Algerithm ID, public key
Additional walaeg identifiers

Extensions

CA’s digital signature
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SADElValion el & Shared Secret Key
yAKEYMAGreement

BOB Alice

(Bob's private key) (Alice's private key)
T T

(Alice's public key) (Bob's public key)
Y I~ Key Agreement Y I Key Agreement

K
(shared secret key)

K
(shared secret key)

- Key Agreement permits two entities (BOB and ALICE) to arrive at a

shared secret key using each other’s public key.

- They can ten use more efficient symmetric cryptographic schemes.
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ﬁ» DINIES 'nJ.eHmir ey Agreement

a

B=g® (mod n) A=g? (mod n)

K=AP (mod n) K=B2 (mod n)

K=AP (mod n) = g2 (mod n) = g* (mod n) = B2 (mod n) = K



-*Symme [CPAUgENtication using Keyed
= EMAUhENTICation Code (HMAC)

HMAC (k,M) HMAC(k,M)

ALICE BOB

Alicerand Belragree in andradvance to a secret key (k), or arrive at

shared secret key (k) using Key Agreement
Alice sends message with HMAC tag computed using a shared ( k)

Bob verifies received HVIAC tag and knows it is from Alice because only

Alice Is in possession of or could have generated (k) used in the HMAC




B L Mmary
Shypiegraphic Schemes

Keyed Message Authentication

Digital Signature Key Agreement Code

Asymmetric Hash Asymmetric Symmetric Hash
Encipherment Function Encipherment Encipherment Function

- Authentication - Key Establishment - Authentication
-Integrity -Integrity

-Non-repudiation




Wtograpmc Schemes

BNFRIgItal Signature Scheme uses the
vepigitaltsignal Algorithm with the

m The ATN Key Agreement Scheme uses the
Elliptic Curve variant ofi the Diffie-Hellman
Key Agreement method

m The ATN Keyed Message Authentication Code
Scheme uses the HMAC technigue with SHA-1
for the hash function.




. L LinkeSeeurity Problem

-,

- Thousands of
\ aircraft need to
communicate
securely with ground
automation systems
OVer air-ground sub-

networks that are

Ground bandwidth limited.
Automation




rLd @RIPILC Operation

sy RrdeRaisiaific) nvelves two applications:
ExtalVianagement (V)

- ContrMilot Data Link Cemmunications

(R

o




- Grouna CVI can authenticate the Logon message
provided CWV has;the public key of the aircraft.

- There are two challenges:
— Getting the key
— Ensuring it Is authentic




Certificate Delivery
Service

Cert,=
Signg,(KP,,
)




*

%

o

- There are numerous application messages exchanged

- Digitally signing each message incurs too much

overhead.
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Eeniery) DAURENtication

o Ground CM Certificate to
g Aircraft,
‘.- | Application Public Keys to

Aircraft, _
Key Agreement for each Symmetric
Application Message
Authentication

Certificate Retrieval

Certificate Delivery
Service



Airborne App

8. Aircraft Application derives
a Shared Application Session
Key using the
ATN Key Agreement Scheme

5. Aircraft derives a Shared
CM Session Key using the
ATN Key Agreement Scheme

1. Aircraft sends

CM Logon Message 9. Subsequent

3. Ground CM derives a
Shared Session Key using the
ATN Key Agreement Scheme

Application Public Key
Certificates, which are
validated, and
authenticates the CM

Signed 6. Aircraft authenticates CM Application Messages
using the ATN Response Message seal using authenticated using
Digital Signature the ATN Keyed Message ATN Keyed Message

Scheme Authentication Code Scheme Authentication Code
Ground Ground Scheme
context Application
2.Ground CM | Management (App)
retrieves Aircraft ()
and Ground 1

7. Ground Application derives
a Shared Application Session
Key using the
ATN Key Agreement Scheme

Logon Message using
the ATN

Digital
Signature
Scheme

Certificate/CRL

Distribution
Service

4. Ground CM sends it's
Public Key Certificate and the
public keys of ATN Ground
Applications in a CM
Response Message sealed
using the ATN Keyed Message
Authentication Code Scheme
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1. Ground Routers exchange IDRP OPEN BISPDUs
containing their Public Key Certificates with MD4 Data
Integrity Checkvalue

Ground Ground

Router Router
2. Each Ground Router validates the received

Public Key Cetrtificate using the ATN Digital
Signature Scheme

3. Ground Routers derive a Shared IDRP Session
Key using the ATN Key Agreement Scheme

4. Subsequent IDRP BISPDUs are sealed/authenticated
using the ATN Keyed Message Authentication Code
Scheme
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A

ATIN VESSAC ENSANDBIEING SYSTEM Operation

B

1. Each system signs messages using the ATN
Digital Signature Scheme

a Public Key Certificate from a Certificate
Distribution Service, for example, an X.500

W 2. Each system retrieves the peer's public key in

Peer's s Peer's
Public Key atabase. Public Key
Certificate

Certificate 3 Each system verifies received messages using
the ATN Digital Signature Scheme

Certificate Distribution Service



Gy W%Issue‘s for ATN Security
%ﬁ IMpIEMmeEnt security - sunset

date(s

- Establisiment of Bilateral Agreements
— for Certificate Distribution Service
— for CA Cross Certification




