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Communication Plans

• A set of Communication Matrices/ Communication Plans can serve as 
the backbone for cyber response communication strategy.

• Communication Plans/Matrices might be built based on:
• Event-centric

• Radar data inconsistency (like in the TTX)
• Cyber incident (when defined) 

• Stakeholders specific
• Hybrid



Core Components of Communication Plan
• What? 

• Scope of information to be communicated
• How?

• Channels/Methods of communications
• Why?

• Reasons / Clear Objectives for communications
• Who?

• A clear understanding of the involved stakeholders
• When? 

• Clear timing and frequency 
• Time thresholds (incident perspective)



Type of Communications

• Routine Communications: 
• Status reports;
• Operational routines;
• Etc.

• Milestone Communications
• Training Completion; 
• Procedures deployed;
• Etc.

• Exception Communications
• Incidents;
• Investigation;



Various Communication Methods

Interactive

● Multidirectional 
exchanges in real time

● Teams, Zoom, Instant 
messaging

Push 

● Information send to 
specific stakeholders, 
with no guaranteed it is 
received/understood

● Emails, Reports 
updates.

Pull

● Stakeholders access 
information directly on 
their own

● Intranet, OneNote, 
Sharepoint, Lessons 
Learned, Repositories



Tools and Techniques

7

Techniques Tools

Email

Virtual Meeting

Meetings, Conferences, 
Seminars, Events

Teams, Skype, Zoom, 
Meets

Method When to Use 

Push 

Interactive

Daily Communication, 
Follow up, Formal 
Requests 

Collaboration Tool, Off 
Site Meetings

In-Person

Phone Call

Conference, Meeting

Phone or Virtual 
Medium

Interactive

Interactive

Facilitate Exchanges, 
One on One meetings

One on One 
Assignments, Quick 
Exchanges, Emergencies

Messenger

Bulletin Board

WhatsApp, Teams, Text

Internet, Intranet, Blog, 
Physical Board

Push

Pull or Push

Quick Exchanges, Heads 
up

Daily news, Status 
Updates, Events

Task Management 
Software Asana, Planner, Slack Pull or Push Assigning Tasks or 

Tracking, Collaboration



Stakeholder Analysis

• Direct  
• Indirect 

• Internal 
• External 



Stakeholder Analysis - Continues



Communication Matrix Template
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