Regional Security Culture Webinar
States - Security Culture Challenges
and Best Practices / Saudi Arabia

•

The General Authority of Civil Aviation, represented
by the Aviation Security Sector, has endeavored to
spread security awareness to all the Kingdom’s
airports in compliance with the Year of Security
Culture introduced by (ICAO), (ICAO Year of Security
Culture - YOSC/2021), this includes training courses,
workshops and creating meaningful presentation
materials concerning the security culture between
employee offices and airport lounges, As well as
establishing a program specialized in security
awareness
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Security Culture Workshops
 Online Security Culture Workshop for
Managers (23-25 June 2021) 25 participants
from Saudi Arabia
 Security Culture Workshop (CASP-MID and
ICAO ISD-SEC)
 Online Security Culture Workshop (July 27 August 3, 2021) 15 participants from Iraq
 Security Culture Workshop (CASP-MID) 16
participants from Jordan
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RAWAM Program
 Establishing a program specialized in cyber security awareness
in line with ICAO’s commitment to strengthening cybersecurity in
civil aviation through the General Assembly A40-10 – Addressing
Cybersecurity in Civil Aviation which emphasized the necessity
and importance of securing the civil aviation information systems
from cyber threats, while ensuring cooperation between all
stakeholders in order to establish a work plan that will reduce
cybersecurity risks .The resolution also recommended that
member states take a number of measures, For this reason, a
unified training standard has been established that guarantees a
minimum level of cyber security training and all employees
working in the aviation sector are obligated to complete this
training as a form of security awareness.
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the importance of cybersecurity awareness
The Kingdom of Saudi Arabia has supported and implemented cybersecurity awareness as follows:
- Dissemination of national cybersecurity policies in the Kingdom of Saudi Arabia.
- Launching an initiative based on an online training platform called (RAWAM)
- Make it a mandatory requirement for all employees to attend at least two training sessions
of the platform (RAWAM)

awareness video

E - Test

electronic certificate
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RAWAM Training Courses
1- Basic training (beginner) and includes the following chapters :

Cybersecurity Breach

Malware

Social Engineering

Security of passwords

2- Advanced training - includes the following chapters:
Social Networks
Security

Physical Security

Cybercrime

Identity theft

Backup
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(Security Reporting System) (Ingoing project)
Reporting Journey

.

Directing the report to
the concern dept., giving
a copy to those
concerned and adding a
link (if any)

report evaluation

Receiving and handling
the report

Submit the report

Fill in the report
information

sign in

Archive the report

Send the report to the
concern dept. at CAA

Approval of the final
report through the
parties involved in
resolving it

End the report with
writing the results
through the responsible
authorities

Dealing with the report

Follow-up
Follow up on reports, their status
and priority according to their
severity

Ease
facilitating procedures to
Raise the reports

Records and Documentation
documentation of
Submitted reports

Accuracy
Accuracy in reporting
Ensure the integrity of the data
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Thanks..

