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EUROCONTROL contribution in the field of ATM g
Security to the implementation of the GASeP five
key priorities

* Enhance risk awareness and response
« Develop security culture and human capability

* Improve technological resources and foster
Innovation

* Improve oversight and quality assurance
* Increase cooperation and support
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Develop security culture and human capability

EUROCONTROL training GLOBAL TRAINING w
delivered at the IANS (Institute ICAO ATM Security Introductory Workshop: “Risk, threat and mifigation for aviation and ATM o=
of Air Navigation Services) Training Bs kb e
D GEGE T ‘Fundamentals of ATM Security’
. Internal EUROCONTROL T . finn -
(management systems); 3 validation done in June 2017 g
days -  EUROCONTROL IANS o
associated member for GAT, ﬁm ey
» SEC-CYBER; 4 days and RTCE D
. New cooperation options under =
» LEX-CYBER; 2 days study
Plus
“On demand, on site,
customisable courses”

ATM/ANS.OR.D.010 Security management

(a) Air navigation services and air_traffic flow manag_ement providers and the SeMS, as part Of IMS fOI’
Network Manager shall, as an integral part of their management system as
required in point ATM/ANS.OR.B.005, establish a security management NM (Network I\/Ianager)
system to ensure: :

(1) the security of their facilities and personnel so as to prevent unlawful and MUAC (MaaSt“Cht
interference with the provision of services; control Centre)

(2) the security of operational data they receive, or produce, or otherwise employ,
so that access to it is restricted only to those authorised.
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NEASCOG ATM Security Policy and Implementation

Guidelines

« NATO EUROCONTROL ATM Security Coordination Group = NEASCOG

NATO — EUROCONTROL g

NEASCOG

EURGCONTROL

NATO UNCLASSIFIED
Releasable to EAPC and Mediterranean Dialogue Countries
EUROCONTROL UNCLASSIFIED

5 October 2015 DOCUMENT
AC/92(NEASCOG)D(2015)0001

EUROCONTROL(NEASCOG)D(2015)0001

Silence Procedure ends:

16 Oct 2015 16:00

NATO/EUROCONTROL ATM SECURITY COORDINATING GROUP
(NEASCOG)

ATM Security Policy
Note by the Secretaries

Reference: (a) AC/92(NEASCOG)WP(2015)0001
EUROCONTROL(NEASCOG)WP(2015)0001

(b)  AC/92(NEASCOG)R(2015)0001
EUROCONTROL(NEASCOG)R(2015)0001

1. The NEASCOG at its meeting in April 2015 endorsed the ATM Security
Policy at reference (a) and agreed to issue it as a “D" paper under a short silence
procedure with an additional paragraph 2.5., as requested at the meeting (reference
(b)).

2. Accordingly, NEASCOG members are invited to endorse the attached ATM
Security Policy as agreed at the NEASCOG/36 meeting by COB 16 October 2015.
3. Following endorsement the Document will be submitted to the NEASCOG

parent bodies for notation.

(Signed) M. Kalivoda
A. Nogueras

Annex: 1

EUROCONTROL

NATO - EUROCONTROL Q

NEASCOG

EUROGONTROL.

NATO UNCLASSIFIED
Releasable to EAPC and Mediterranean Dialogue Countries
EUROCONTROL UNCLASSIFIED

25 November 2015 DOCUMENT
AC/92(NEASCOG)D(2015)0002
EUROCONTROL(NEASCOG)D(2015)0002

NATO/EUROCONTROL ATM SECURITY COORDINATING GROUP
(NEASCOG)

ATM Security Policy
Guidelines for Implementation

Note by the Secretaries

Reference: AC/92(NEASCOG)WP(2015)0002-REV1
EUROCONTROL(NEASCOG)WP(2015)0002-REV1

i At its meeting in November 2015 the NEASCOG endorsed the ATM Security
Policy Guidelines for Implementation at reference and agreed to issue the paper as a
“D” document.

2 The Document will be submitted to the NEASCOG parent bodies for
notation.

(Signed) M. Kalivoda
A. Nogueras

Enclosure: 1
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Excerpt from the NEASCOG ATM Security policy ...

14. SECURITY CULTURE

» 14.1 An education, awareness, training and exercises plan shall be an integral part of ATM
security management.

* 14.2 ATM security management shall be enabled by security information sharing and
intelligence.

» 14.3 Security management shall be fully coordinated with safety management.

« 14.4 ATM security shall be cost-effective and sustainable

EUROCONTROL 5



14.1 An education, awareness, training and exercises z
plan shall be an integral part of ATM security mgmt.

Virtual Courses Classroom Courses

Conducting an ATM Security
Risk assessment [SEC-RA]

An introduction to cyber
security in ATM [SEC-CYBER-
INTRO]

Click here for the full catalog

Oversight of Security
Management Systems in ATM
[LEX-CYBER]

Cyber security in ATM - Main
threats and solutions [SEC-
CYBER]

Introduction to Managing
Cyber Security in ATM [SEC-
CYBER-MS]



Crisis management exercise: Room42  aodme

ROOM 442

e ([N TPANC
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14.2 ATM security management shall be enabled by .. A
security information sharing and intelligence.

* Watch out for the Cyber Security tunnel vision trap!

* With the current evolution in digitalisation an innovative technologies it is important not to
forget that ATM Security is more than only cyber.

* The ATM Security Policy from the NEASCOG covers all the domains.

EUROCONTROL 8



2020 Report on
cyber in aviation

EvRoCONTROL

CATM-CIRT
SRR

2021 report on
cyber in aviation

WPTORT D (LUROPLAN A TON

®

| =4
-

EUROCONTROL

2,2 EATM.CERT

EUROCONTROL
EATM-CERT

3™ Quarter 2019 Cyber Threat Landscape
& Activity Report for Senior Management
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2021 — report on cyber in aviation

No detection means
(e.g. SOC)

Legal framework
to share

Misuse of TLP

Company sharing
culture

Lack of maturity
De-identification

Trust

EUROCONTROL
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EUROCONTROL

~200 events

~1.260 events
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2021 - Aviation cyber threat landscape

6%

Aviation
stakeholders
31%

SOURCE

EATM-CERT
63%

EUROCONTROL

CAAs
6% 2%

Airports
15%

ATTACK
SURFACE
2020

Airspace users

A1%
OEMs 1

16%

(~1.260 events)

€

EUROCONTROL

High
12%

Medium
27%

SEVERITY |

61%
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