JOACH
Fas

ICAO  UNITING AVIATION

oy \}

ICAO Regional FAL Seminar
Bangkok, Thailand
23-26 March 2015

Aviation Security USAP Audits,
CMA and Annex 9

26 March 2015



LOAClo
LN

ICAO  UNITING AVIATION

Rvav

Auditing of ANNEX 9 : OVERVIEW
1. Evolution of the ICAO USAP

2. USAP 2"d Cycle Annex 9 security-related results
3. USAP-Continuous Monitoring Approach (USAP-CMA)

4. Proposal for increase of scope Annex 9 auditing pros
and cons
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USAP-CMA Related Documents

The Facilitation
Aviation Security Manual Manual




@ ICAD  UNITING AVIATION

APAC averageEl by AA: 69.07 %

100
90

79.86

80 5502 71.67 71.76 /3.02 7158
70 4

h
£

[=1]
%2

60 53.33
50 —

40 -

30 -

20 -

10 -

LEG TRG QCF OPS IFS PAX CGO AUI FAL




ik ICAO UNITING AVIATION

Average El in FAL: 54.54%

100
90
80 75.97
70 63.71 62.82
60
<0 49.24 47.08
41.78 41.21
40
30
20
10
0 . |
APAC ESAF  EUR/NAT MID NACC SAM WACAF




.D‘W»"
1'*'* \°

(00 UNTINSATION SAP-CMA Objective

Theobjectivenf the USARCMA Is to promotaylobalaviation
securitythrougrcontinuouauditingand monitoringf Member
St aaviatissecuritperformandsy

 regularhand continuouslgbtainingand analyzinglataon
MembelS t a avatomecurityperformancancludinghe)
levelof implementatiari the criticaklement®f an aviatinw

securityoversighsystemandthe degreeof compliancwit
Standardef Annexl70 Securityandtherelevansecurit
relatedprovision®f Annex9 o0 Facilitatignas well as
assoclategdroceduregyuidancenateriaandsecurityelated
practices
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i ICAO  UNITINGAVIATION  |JSAP-CMA Objective

* Identifyingdeficienciesin the overall aviation security
performancef MemberStatesand assessinghe risks
associategithsuchdeficiencies

 providingrioritizedecommendatiaimsassisiMembebtates
Inaddressinglentifiedeficiencies

 evaluatingndvalidatingorrectivactiongakenby Member
Statesand

* reassessinylembef t adviati®@rgecurityperformance)
ordernto continuousbnhancéheiraviatiorsecuritypversight
andcomplianceapabilities
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@ (a0 Nmeaviaton - USAP-CMA Activities

Documentation-based Oversight-focused
audits audits

Compliance-focused Other audit and
audits monitoring activities
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USAP-CMA Audit Area 9 FAL (Annex 9) Standards to be
Audited

« 3.7regular updating of security features in new versions of travel
documents

« 3.8safeguard against theft/misappropriation of blank travel
documents

« 3.8.1lappropriate controls over travel document application,
adjudication & issuance process

» 3.10all passports to be machine readable as per 9303 Pt. 1
« 3.3lassist aircraft operators in evaluation of travel documents

« 3.33aircraft operators to take necessary precautions at point of
embarkation to ensure pax in possession of necessary documents



1CAO UNITING AVIATION

USAP-CMA Audit Area 9 FAL (Annex 9) Standards to be
Audited (Cont.)

« 3.33.1seizure of fraudulent, falsified, counterfeit travel documents
« 3.46if introduce API do so in prescribed manner
« 3.64if issue CMCs do so in prescribed machine readable format

« 3.66CMCs only issued only after background checks and adequate controls
placed on blank stocks

« 8.17 establish NATFP
« 8.19establish NATFC and Airport Facilitation Committees

Also USOAP Standards8.15communicable diseases PIC to notify ATC &.16
national aviation plan for outbreak of communicable disease
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Proposal for Expansion of Auditing Scope of Annex 9

On 29 October2014 the Council,while consideringhereportof thejoint UIC-ATC meeting,
requestedhatthe Secretariatin coordinationwith therelevantPanelsconsiderthe feasibility
of auditingall of the Standards containedin Annex 9 (asopposedo the currentpracticeof
auditing only the securityrelated Standardsand communicablediseaseprocesseshnd to
reportthereonthroughthe pertinentCommittee(sC-DEC 2032 refers)
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Proposal for Expansion of Scope of Auditing of Annex 9 (Cont.)

The 8" Meeting of the FAL Panel (Nov. 2014) noted the following concerns;

a) the financial impact of such audits on ICAO and on States;
b) whether there would be any added value achieved by auditing all Annex 9 Standar

c) whether there would be benefits or difficulties in covering security and facilitation
matters during the same audit process;

d) practical considerations regarding the expertise and training required before auditc
would be able to audit Annex 9 Standards, given the range and complex nature of sol
of the subject matters involved,;

e) the practical difficulties in auditing subjects that are the responsibility of a wide
range of government agencies;
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Proposal for Expansion of Scope of Auditing of Annex 9 (Cont.)

Continuedé.

f) the lack of National Facilitation Programmesn many States,completionof which
may improve compliancewith Annex 9 Standardsin this regard,the FAL Panelalso
pointedout thata Model National FacilitationProgrammehadjust beendevelopedand
that Statesshouldfirst be providedan opportunityto developtheir own programmes
beforeassessingnplementatiorof thesame

g) the needfor ICAO to devoteits resourcego activities that will deliver the most
desirableoutcome and

h) thedifficulties in securinga mandatdor ICAO to auditnonaviationrelatedentities
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Aviation Security USAP Audits, CMA
and Annex 9

QUESTIONS?




