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2021: The Year of Security Culture
Objectives

• To encourage the aviation industry to think and act in a security-
conscious manner

• To raise security awareness in aviation operations - achieving a balance 
of security, safety, facilitation and the passenger experience 

• To promote an effective and sustainable security culture, as a critical core 
value endorsed from top management: “security is everyone’s 
responsibility”

Security culture ambassadors
• Global support and effort by all is essential to make YOSC a success
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Background (if required): TThe 40th Assembly requested ICAO develop further tools to enhance security awareness and security culture, making it a priority and designating 2020 as the Year of Security Culture (YOSC). Given COVID-19, the ICAO Council approved the extension of the YOSC into 2021.  The YOSC was launched (virtually) by the Sec Gen at the fourth annual ICAO Global Aviation Security Symposium (AVSEC2020) on 18 December 2020 with a call for action.Overall aims/objectives of the YOSC are:to encourage the aviation industry to think and act in a security-conscious mannerto raise security awareness in aviation operationsto promote an effective and sustainable security culture, so that security is a critical core value and endorsed from top management to all personnel in the aviation environment.Global efforts are essential to help promote the YOSC and build momentum by Regions, States, Industry, Organizations – we need your support. We hope you can be our Security Culture Ambassadors. Additional Info (if required)The YOSC is important as we all have a responsibility to promote security in all aspects of aviation operations, with security being everyone’s responsibility. By doing this, we can help achieve safe and secure operations, while also ensuring that facilitation and passenger experience priorities are supported to ensure business continuity.The YOSC supports the GASeP priority action of “developing security culture and human capability”. Indeed, security culture is an overarching principle of the GASeP (Ref. 2.1.2 e).



YOSC: Secretariat Support
• ICAO Security Culture Website: articles, guidance, toolkits, 

videos, FAQs, training links 
 ICAO Toolkit on Enhancing Security Culture (all ICAO languages)
 ICAO Security Culture Campaign “Starter Pack” (all ICAO languages)
 ICAO Top tips on developing an effective security culture
 ICAO YOSC Newsletter

• Shareable resources: YOSC email signature blocks, banners, 
editorials and PPT templates

• ICAO Security Culture Workshop and other training support
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The Secretariat have developed a number of tools and resources to promote the importance of a strong and effective security culture to assist States/Industry. This includes a Security Culture Website. The website contains various articles, guidance, toolkits, videos, FAQs on security culture and training links to help share best practices. Of note is the ICAO Toolkit on Enhancing Security Culture which provides best practices on how to implement a strong security culture in aviation. The toolkit is available in all the ICAO languages. There is also the ICAO Security Culture Campaign Starter Pack. The Starter Pack provides practical actions to create a security culture at an organization. It includes sample posters, quizzes, public announcements, and wallet cards for use. The Starter Pack (key parts) have been translated. The website also contains a number of helpful articles – see the articles from Sylvain and David Sterland for example. The latter contains top tips on developing an effective security culture. We also have a YOSC Newsletter to help inform all stakeholders with tips on becoming a Security Culture Ambassador.  Shareable YOSC promotional resources such as signature blocks, banners, editorials and PowerPoint templates. These have been developed in all ICAO languages. The website also contain security culture training information. Of note is an ICAO Security Culture Workshop which will be ready for delivery in the coming months. It’s built upon the best practices identified in the Toolkit and Starter Pack. Additional Info (if required) Interactive e-learning packages on Security Culture and an ICAO film are under development and will be available later in 2021.



Security Culture Self-Assessment
• What is your starting point? 

• Website contains a self-assessment tool (all ICAO languages)

• 20 questions help assess if an effective security culture exists at your 
organization / airports

– Let’s take 10mins. Answer each question and total your points

– Scale of 1-10 (1 being not likely/never, 10 being very likely/always)

• Exercise Time: 10 minutes
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Understanding what your current security culture is like, and how you would like it to be in the future, is an important step towards developing a strong and effective security culture.  You must understand where you are starting from, and what aspects of an effective security culture are already in place, before you can identify and prioritize next steps. The ICAO Security Culture website contains 20 questions which can help assess if a robust security culture exists at your organization / airports. The questions can be built into local quality control and assurance processes, as well as training courses and workshops, with results shared amongst airport leadership. We will take around ten minutes to go through the questions.  You will score your answer based on your opinions of the status of a security culture in your organization.  A score of 1 is that it is very unlikely/never to occur in your organization, while a score of 10 means that is very likely/always occurring in your organization.When you have answered each question, calculate your total score.This is a self- assessment, so you will not be asked to share your answers or totals with the wider group. But your feedback would be welcome. Note: Share the self-assessment on the screen! And read out each question. 



Security Culture Self-Assessment
• Over 160 – Excellent. A strong and effective security culture exists, with many 

security culture best practices implemented. 
• Between 121 and 160 – A good security culture exists. Security culture is 

recognized as important. Further security culture best practices can be 
implemented to achieve a strong and effective security culture. 

• Between 60 and 120 – A fair security culture exists. Some security culture 
awareness exists. But security culture needs to be strengthened across the 
organization to ensure security is a collective responsibility shared by everyone. 

• Under 60 – A poor security culture exists amongst staff at all levels. Work is 
needed to develop a security conscious workforce and to promote desired security 
behaviours. 
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Over 160 – Excellent. A strong and effective security culture exists, with many security culture best practices implemented. Security culture is recognized as a core value and staff at all levels are engaged with, and take responsibility for, security issues and protective security measures.Comment: Please note that the security landscape is changing every day, so there is no room for complacency. There is always room for continuous improvements!  Between 121 and 160 – A good security culture exists. Security culture is recognized as important and staff are likely to think and act in a security conscious manner at all levels. Further security culture best practices can be implemented to achieve a strong and effective security culture. Between 60 and 120 – A fair security culture exists. Some security culture awareness exists. But security culture needs to be strengthened across the organization to ensure security is a collective responsibility shared by everyone. Security culture initiatives (including airport security culture campaigns and/or security awareness programmes) are recommended. Under 60 – A poor security culture exists amongst staff at all levels. Work is needed to develop a security conscious workforce and to promote desired security behaviours. Leadership buy-in towards developing a strong and effective security culture is recommended, alongside security culture initiatives (including airport security culture campaigns and/or security awareness programmes). 



Practical Actions
• Practical actions that States and Industry could take on security culture include:

 High-level leadership support and endorsement of policies and procedures that 
define security culture

 Regular communications and advertising material on the importance of specific 
security measures

 Security awareness briefings to all aviation stakeholders
 Initial/recurrent training on security culture and continuous learning activities
 Utilizing e-learning tools and digital media that reinforce security culture messages 
 Leveraging internal staff communication platforms such as intranet articles, 

newsletters, brochures and videos that promote a positive security culture 
 Establishing a reporting framework that affords protection to reports and their 

sources. 
6

Presenter
Presentation Notes
Practical tools that member States, industry and regional organizations can use for promoting a security culture can include:High-level endorsement of policies and procedures that define security culture e.g. an airport Vision or Mission Statement on security and what effective security looks likeflyers, posters, leaflets and advertising that highlight the importance of specific security measures (a campaign). exhibitions and workshops enabling all personnel, including management, to better understand the importance (and rationale) of security culture in the organization public speaking, regular briefings and handouts that promote sustained security awareness e-learning tools and digital media that reinforce messages on security cultureinternal communication platforms such as intranet articles, newsletters, brochures and videos that promote a positive security cultureestablishing a reporting framework that affords protection to reports and their sources
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Thank you for your time today.�Questions? Feedback?NB: Opportunity to take a quick tour around the ICAO Security Culture website if time allows (to showcase its features and tools). 
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