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1. INTRODUCTION

1.1 The ACP is expected to develop detailed technical provisions for air/ground communications in an Internet Protocol Suite (IPS) environment. Security will be an important component of the new technical provisions and will be a key consideration in selecting the technical approach to mobility.
1.2 ICAO has specified cryptographic controls at the application level in the ATN security solution in Edition 3 of Doc 9705. The ATN security controls have not been implemented. In particular, they have not been implemented in the EUROCONTROL LINK 2000+ programme and they are not planned for Segment 1 of the FAA’s Data Communications Programme. However at some point in the future, cryptographic controls such as those in the ATN security solution or alternatives at the network or link layer will likely be required. The Communications Operating Concept and Requirements (COCR) for the Future Radio System (FRS) notes that cryptographic protection appears to be the preferred approach to mitigate certain threats to the Future Communications Infrastructure.
1.3 This information paper describes options for air-ground security that have been considered by the ACP Security Subgroup N4. The options identified in this paper (or similar alternatives) may be evaluated and placed in an overall Air-Ground Security Roadmap. The Air-Ground Security Roadmap would define when air-ground security is expected to be applied. The roadmap will depend on the mobility solution(s) specified for the IPS environment and whether the IPS mobility solution(s) are applied over VDL Mode 2 or strictly applied to the FRS.

2. OPTIONS

2.1 Security options may be segregated into options for cryptographic protection of messages (the security protocols) and options for key establishment.

Options for Cryptographic Protection (CP) of Messages

2.1.1 CP Option 1 – ATN Authentication Protocol The currently specified (Edition 3 of ICAO Doc 9705) mechanism for end-to-end cryptographic protection of messages is to apply the ATN authentication protocol within the Upper Layer Communication Service (ULCS). The ATN authentication protocol is defined in the ATN Security Services Object (SSO) in SubVolume VIII of Doc 9705. When protected-mode applications were introduced, the possibility of applying the ATN authentication protocol outside of the ULCS was examined. The concept was to have the applications invoke the ATN SSO directly or as a separate sublayer termed the “security shim”. This method has been followed in the ACARS Message Security approach described in AEEC PP 823.

2.1.2 CP Option 2 – IPsec The ATN Security Solution uses an industry standard method of authentication using a keyed message authentication code with the Secure Hash Algorithm (HMAC-SHA). The Internet Protocol security approach uses this same method of authentication in the Authentication Header (AH) protocol and the Encapsulating Security Payload (ESP) protocol. An ATN IPS mobility solution that uses IP is necessary for this option.

Options for Key Establishment (KE)

2.1.3 KE Option 1 – ATN Key Establishment The currently specified (Edition 3 of ICAO Doc 9705) mechanism for key establishment performs automated key establishment during the Context Management exchange. There have been two proposed modifications to ATN Key Establishment. The first proposal is to move key establishment out of Context Management. This approach would make ATN Key Establishment independent of Context Management, for example, it could be invoked as a separate application or at application start. A second proposed modification was to apply ATN Key Establishment with preshared aircraft keys. This option is based on the consideration that establishing a Public Key Infrastructure (PKI) with independent keys for each aircraft would be a significant undertaking. 

2.1.4 KE Option 2 – IKEv2 The method of automated key establishment for IPsec is the Internet Key Exchange Protocol Version 2 (IKEv2). An ATN IPS mobility solution that uses IP is necessary for this option.

2.1.5 KE Option 3 – Preshared Keys Within AEEC DSEC an option for key establishment with pre-shared aircraft and ground keys has been described in AEEC PP 823. This option is to essentially perform manual key management.

3. POSSIBLE Security roadmap

IPS Mobility is not Applied to VDL Mode 2

3.1.1 If IPS Mobility is not applied to VDL Mode 2, then cryptographic protection would use CP Option 1 – ATN Authentication Protocol possibly outside of the ULCS.
3.1.2 Key establishment may be performed using KE Option 1 – ATN Key Establishment possibly independent of CM or with preshared aircraft keys. KE Option 3 – Preshared Keys may be used at least for initial deployment.

IPS Mobility is Applied to VDL Mode 2

3.1.3 If IPS Mobility is applied to VDL Mode 2, then CP Option 1 – ATN Authentication Protocol  may be still be applied. However since the Internet Protocol would be used,  CP Option 2 - IPsec may alternatively be applied for cryptographic protection of messages.  
3.1.4 For key establishment either KE Option 1 or Option 3 may be still be applied; but, since IP would be used, KE Option 2 - IKEv2 may alternatively be used. However it should noted that there is substantial overhead with IKEv2.
IPS Mobility is only Applied to FRS

3.1.5 If IPS Mobility is only applied to the Future Radio System, then the ATN Authentication Protocol may still be applied; however it is more likely that IPsec would be applied unless the FRS has a unique method of protection.
3.1.6 Similarly, KE Option 1 or Option 3 may be still be applied; but, it is more likely that IKEv2 would be used.  Extensions to IKEv2 for operation in a mobile environment (MOBEIKE) may be used also.
4. Summary

4.1 This paper has identified possible approaches to air/ground security in the ATN IPS. The options for the security protocol include applying the ATN authentication protocol or a variation of it, or to use IPsec. Various options for key establishment have also been identified. The selected options and when they are applied may form a roadmap for air/ground security in the future work programme. This paper has noted that the roadmap for air/ground security will depend on the mobility solution(s) specified for the IPS environment and whether the IPS mobility solution(s) are applied over VDL Mode 2 or strictly applied to the FRS.
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