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Summary 

This paper gives the results of the PM-CPDLC ATN Application (version 1) validation effort.




1.
Introduction

1.
Scope

The Protected Mode Controller Pilot Data Link Communication (PM-CPDLC) ATN application defines an alternative CPDLC protocol for use in air/ground applications that demand a stronger proof against mis-delivery than provided by Standard Mode CPDLC.

This is the draft ACP/1 Validation Report for the PM-CPDLC Application Version 1.  This report presents the results of the validation and implementation programmes that have been undertaken by various States and Organisations, which apply to the PM-CPDLC application.  It summarises the results and analyses them against a set of high-level validation objectives (VOs).  

1.
Background

Safety Cases developed for CPDLC services have placed emphasis on the need to demonstrate that messages are processed in sequence, without error, at the appropriate time and by the intended recipient.

Solutions has been developed specifically to resolve issues arising from strategies developed to mitigate the two major safety critical hazards i.e. to provide straightforward proofs that:

a) A CPDLC Message has been delivered to its intended recipient, and

b) A CPDLC Message has been delivered without loss of content integrity.

SGN2 (Air-Ground ATN Applications) tasked in May 2204 by ACP WGN to investigate the different technical options supporting the listed above requirements conclude that the most efficient solution (i.e. minimising impacts on existing specification and implementations and likely to be standardized within a short period of time) was to develop a variant of CPDLC called PM-CPDLC. 

In November 2004, version 1.0 of the PM-CPDLC specification (intended to be inserted in Doc 9705 as new section 2.5) was reviewed by SGN/2 and presented to WGN for initial approval. Validation activities could be started, with the objective to present a proposed validated version (1.1) to WGN in May 2005.    

The change history is summarised below:

Table 1-1: Change History

	ICAO Version Number
	CCB Version Number
	Date
	PM-CPDLC Protocol Version
	Comment

	-
	Version 1.0
	Nov 04
	1
	New Orleans version

	-
	Version 1.1
	May 05
	1
	Montreal version

	
	Version 1.2
	Dec 05
	1
	Toulouse version


1.
High Level Validation Objectives

2.1.
Validation Objectives (VO)

At the lowest level of validation, every technical provision clause (“shall” and “should” statement) is validated for correctness, consistency, lack of ambiguity and lack of duplication. This is typically done as an integral stage of implementation.  This report concentrates instead on high-level validation objectives.  Each validation objective is categorised as:

· System Level Validation Objective (SVO), relating to the system level requirements which are based on operational requirements within the ICAO Manual of ATS Data link Applications, or elsewhere.

· Functional Validation Objective (FVO), relating to the functional characteristics described in the Technical Provisions.

· Technical Validation Objective (TVO), relating to the technical details in the Technical Provisions.

The following table lists the high-level validation objectives adopted for the air-ground ATN applications functional enhancements.

These validation objectives are fully usable to assess the achieved validation level of the PM-CPDLC application.

Table 2-1: Validation Objectives

	
	VO
	Description

	
	SVO 1
	To determine which System Level Requirements are satisfied by the functional descriptions in combination with the user requirements and recommended practices.

	
	SVO 2
	To determine if the ATN specifications are mutually consistent and that backwards compatibility is achieved.

	
	FVO 1
	To determine if the functional descriptions are compatible with the technical requirements.

	
	FVO 2
	To determine if the user requirements and recommended practices are compatible with the technical requirements.

	
	FVO 3
	To determine if the technical provisions are complete.

	
	FVO 4
	To determine if the technical provisions are unambiguous.

	
	FVO 5
	To determine if the technical provisions are consistent.

	
	FVO 6
	To determine if there are redundant technical provisions, i.e. requirements which would have no effect if removed.  
Note:  This VO should be interpreted to mean that there are no requirements that are not necessary for the defined functionality, or to achieve migration to future functionality.  It is not meant to eliminate possible duplicated statements of requirement that are known to exist.

	
	FVO 7
	To determine if provision has been made to ensure that the technical provisions are implementation independent.

	
	TVO 1
	To determine if the protocol description supports the stated end to end services.

	
	TVO 2
	To determine if the protocol description has any unacceptable behaviour

	
	TVO 3
	To determine if the abstract service interface parameters are mapped appropriately to PDU fields and/or communication service interface parameters, and vice versa.

	
	TVO 4
	To determine if protocol errors in the peer application entity are correctly handled.

	
	TVO5
	To determine if the SARPs are consistent with the Upper Layer architecture to the extent that this is a requirement, e.g. use of the Dialogue Service, application of the control function.

	
	TVO 6
	To determine if the APDUs are correctly specified.

	
	TVO 7
	To determine if provision for QOS management has been addressed.

	
	TVO 8
	To determine if provision for future migration has been addressed.

	
	TVO 9
	To determine if efficiency requirements have been addressed, e.g. minimising size of data transfer, appropriate maintenance of dialogue.

	
	TVO 10
	To determine that the functionality described in the technical provisions is implementable.

	
	TVO 11
	To determine that independent implementations built in accordance with the technical provisions will be able to interoperate.

	
	TVO12
	To determine that the way security is handled by the application is compliant with the overall ATN security framework.


2.1.
Grouping of Requirements

For the validation of the PM-CPDLC version 1 Application, the following functional groups of requirements have been identified:

· requirements describing the use of the protected mode on an air/ground CPDLC link for all phases: air and ground initiated link establishment, abort and release, message transfer.  

· requirements describing the use of the protected mode on an air/ground DSC link for all phases: link establishment, abort and release, message transfer.

· requirements describing the use of the protected mode on a ground/ground CPDLC link for all phases: link establishment, abort and release, message transfer.

· requirements describing the ATN default checksum algorithm including the detailed algorithm to be implemented. 

· requirements related to PM-CPDLC in the upper layer architecture. This includes implementations issues related to the identification and negotiation of the PM-CPDLC application using CM and ULCS, and the co-existence of standard and protected mode CPDLC in a single ground system.

1.
Validation Means

The following generic means of validation have been identified, and are used in Table 4.1.

a) Two or more independently developed interoperating implementations validated by two or more states/organisations.

b) Two or more independently developing interoperating implementations validated by one state/organisation.

c) One implementation validated by more than one state/organisation.

d) One implementation validated by one state/organisation.

e) Partial implementation validated by one or more state/organisation.

f) Simulation, analysis using tools e.g. ASN.1 compiler, modelling tools.

g) Analysis and inspection.

1.
Summary of Activities Supporting Validation

1.
ACP/WGN/SGN2

Inspection and analysis of the PM-CPDLC Application Version 1 SARPs has been performed by ACP/WGN/SGN2. This has involved close reading of the text with the specific aim of checking to make certain that there are no defects in the SARPs. 

1.
EUROCONTROL PM-CPDLC Validation Project

The project launched by Eurocontrol aimed at validating the draft specification (V1.0). It consisted in the development of two prototypes implementing the PM-CPDLC specification and the accomplishment of inter-operability tests between both prototypes. 

To ensure the confidence of the inter-operability tests, both prototypes have been developed by two independent teams and from two independent SARPs V1 compliant ATN End Systems, namely the Sofréavia ATN End System (RRI/ASE) and the STNA CHARME End System. 

The STNA, Service Technique de la Navigation Aérienne, was involved in the validation activity by providing access to the source of the CHARME End System and allowing the use of its ATN Laboratory for performing the inter-operability tests.

A two-step approach was followed. First locally in each development site, the CHARME and RRI/ASE implementations acting each as both air and ground systems have run the validation test scenarios. The scenarios were defined in order to cover all the new aspects introduced by the protected mode in CPDLC. Then, interoperability testing has been performed in the STNA ATN laboratory with a dual configuration where the CHARME and the RRI/ASE end systems inter-operate.

A number of specification defects have been identified during the lifetime of the project, and tested corrections are proposed to ACP WG/N SG/N2 for approval. The defect reports are summarized in section 6 of this paper.  

1.
LINK 2000+ Programme

Based on the proposed Document 9705 PM Specification Version 1.0 (output New Orleans), the LINK2000+ programme undertook the activity to prepare an Improvement Suggestion Form (ISF) for the EUROCAE Document ED110A (RTCA document DO280A) – Interoperability Requirement Standard for ATN Baseline 1 (INTEROP ATN B1) Revision A. 

During the work, some deficiencies have been identified in the draft 9705 amendment and signalled, leading to the addition of some cases in the Deficiency Reports set up. 

The LINK2000+ is looking forward to the approval of the PM-CPDLC by ICAO, so that the ISF can be forwarded to EUROCAE for further processing. After approval by ICAO, the new service will become part of the baseline definitions for LINK2000+ implementations. 

1.
Link 2000+ Test Facility
The Link2000+ Test Facility's main objective is to support the validation of the operational CPDLC services and ATN/VDL-M2 infrastructure for both air and ground implementations before their incorporation into an operational environment. The Facility is located at the Eurocontrol Experimental Center (EEC) at Bretigny-sur-Orge in France. 

ECC requested its ATN product supplier to upgrade the ATN system to support the PM-CPDLC application. The upgrade was delivered to EEC in December 2005 and will be validated in January. Interoperability test with existing implementations is planned by March 2006. The PM mode has been developed without raising any defect against the ICAO specification.  
1.
Defect Report Summary

The table below gives a summary of the defect reports raised during the validation programme.

	Ref.
	Defect documented in
	Description of change

	1. 
	DR_000
	More than one hundred typos and editorial errors have been reported.

	2. 
	DR_001
	It is proposes that the exhaustive list of CPDLC messages allowed to be sent on the CPDLC-start response be given in the specification.

	3. 
	DR_002
	The sections in the PM-CPDLC specification related to the out-of-sequence hazard that need to be deleted or modified are identified.

	4. 
	DR_003
	PM-CPDLC allows a PDU to be carried on the D-START confirmation APDU. This defect report identifies and proposes corrections to the specification errors on the way this PDU shall be handled by the ASEs

	5. 
	DR_004
	The simplification made on the top-level ASN.1 structure has created ambiguity when identifying the different APDU element. This DR proposes an extension to the APDU element naming in resolve the issue

	6. 
	DR_005
	This report identifies a clear defect in the draft specification which allows during the transfer phase the sending of a protected PM-CPDLC message with no CPDLC message included

	7. 
	DR_006
	This defect report points to an inconsistency in the draft specification, in that on one hand the sender could indicates the use of the atn-default algorithm by only one way (no algorithm identifier), and on the other hand the receiver detects the use of it by two ways (no algorithm identifier and algorithm identifier explicitly set to the atn-default algorithm OID).

	8. 
	DR_007
	This defect states that the capability for a PM-CPDLC user to switch during the data transfer phase from one algorithm to another one (as described in the draft specification) was not operationally justified and should be not allowed


1.
Functional Validation Achieved by States and Organisations

The following table summarises the validation activities that have completed to date. The letters in the table correspond to the validation means given in section 3.

Table 4-1: Validation Activities Summary

	Group
	ACP/WGN/SGN2 
	EUROCONTROL
	LINK2000+
	EEC Test Facility

	Use of protected-mode on a air/ground CPDLC link
	g) 
	b)
	g)
	

	Use of protected-mode on a air/ground DSC link
	g)
	b)
	g)
	

	Use of protected-mode on a ground/ground CPDLC link
	g)
	
	
	

	ATN default algorithm
	g)
	b)
	g)
	

	PM-CPDLC in the Upper Layer Architecture
	g)
	
	g)
	


All groups of requirements have a (b) validation level, except for the CPDLC-forward and the PM-CPDLC and the ULA items. It is expected to raise the validation level to 'a' for some of these groups when the ECC Test Facility implementation will be validated and used with existing implementations. 

1.
Results and Analysis

1.
SVO 1

To determine which System Level Requirements are satisfied by the functional descriptions in combination with the user requirements and recommended practices.

PM-CPDLC is build over the standard CPDLC application. All the User Level Requirements that the standard CPDLC application met are de facto met by the PM-CPDLC application.

2 new System Level Requirements have been identified on PM-CPDLC which are to provide built-in mechanism to verify (a) the CPDLC message end-to-end integrity and (b) the correct end-to-end CPDLC message routing.

As determined by inspection and validated by prototyping, the 2 new system level requirements is fully satisfied by the protected mode CPDLC. (b)

This validation objective may be considered as being achieved.

1.
SVO 2

To determine if the ATN specifications are mutually consistent and that backwards compatibility is achieved.

PM-CPDLC is related to the CM application in that the CM application is the mechanism used to identify and negotiate the use of the PM-CPDLC. As this mechanism (inclusion of the application name, version and AE qualifier in the CM logon and response) has not been modified specifically for PM-CPDLC, the consistency between CM et PM-CPDLC specifications is guaranteed. 

PM-CPDLC does not interact with the other ATN Applications (ADS, DFIS, AIDC). The consistency with the other ATN specifications is therefore maintained.

PM-CPDLC is consistent with the ULCS enhancements.

Backward compatibility is not addressed since only version 1 PM-CPDLC is produced. Provision for backward compatibility have been with use of the extensibility markers in the new ASN.1 specification. 

This validation objective may be considered as being achieved.

1.
FVO 1

To determine if the functional descriptions are compatible with the technical requirements.

The compatibility between the functional description (in chapter 1) and the technical requirements has been checked through paper analysis (g). 

This validation objective may be considered as being achieved for the considered functional scope (all services except CPDLC-forward).

1.
FVO 2

To determine if the user requirements and recommended practices are compatible with the technical requirements.

Most of the user requirements defined for standard CPDLC are not impacted by the introduction of the protected mode. The compatibility with the PM-CPDLC specification is therefore maintained.

All new user requirements and recommendations in section 2.5.7 (User Requirements) related to the protected mode have been examined and have been determined to be compatible with the technical requirements (g). In addition, for the considered functional scope, specific validation tests on these requirements have been successfully performed (b).

This validation objective may be considered as being achieved.

1.
FVO 3

To determine if the technical provisions are complete.

All PM-CPDLC statements on protocol have been analysed and syntax-checked, and care was taken to not to make any assumptions where there were no “shall” statements. (g)

The defects reported during the specification review and the prototyping activities have been analysed and taken into account where appropriate. (b)

This validation objective may be considered as being achieved.

1.
FVO 4

To determine if the technical provisions are unambiguous.

Defect reports have been produced to address ambiguous statements of the PM-CPDLC specification. Analysis (g) and implementation for the considered functional scope (b) by several teams allowed to identify and clear the ambiguity of the draft specification. 

This validation objective may be considered as being achieved.

1.
FVO 5

To determine if the technical provisions are consistent.

The development of an API for PM-CPDLC compliant with Chapter 3 requirement, the development of protocol state machines compliant with Chapter 5, the compilation of the ASN.1 specification as defined in chapter 4 and the development of test tools compliant with Chapter 7 requirements has proven for the considered functional scope the consistency between the sections of the draft specification. (d)

This validation objective may be considered as being achieved.

1.
FVO 6

To determine if there are redundant technical provisions, i.e. requirements which would have no effect if removed.  

Note:  This VO should be interpreted to mean that there are no requirements that are not necessary for the defined functionality, or to achieve migration to future functionality.  It is not meant to eliminate possible duplicated statements of requirement that are known to exist.

Further analysis of the requirements related to the out-of-sequence checking led to the removal of these requirements. All other stated requirements related to PM-CPDLC Version 1 are necessary. (d)

This validation objective may be considered as being achieved.

1.
FVO 7

To determine if provision has been made to ensure that the technical provisions are implementation independent.

Development of PM-CPDLC Version 1 applications on different systems using different operating systems, ASN.1 compilers and providing different APIs have shown that the draft specification for PM-CPDLC were implementation-independent.  (d)

This validation objective may be considered as being achieved.

1.
TVO 1

To determine if the protocol description supports the stated end to end services.

The PM-CPDLC protocol is based 90% over the standard CPDLC protocol that has been proved in the past to be fully correct. A special attention has been given to the vazlidation of the changes to the standard protocol:  possibility to provide a CPDLC message along with a positive CPLDC/DSC link establishment response, mandatory presence of the PM-CPDLC message parameter in all CPDLC primitives. (d) 

This validation objective may be considered as being achieved for the considered functional scope.

1.
TVO 2

To determine if the protocol description has any unacceptable behaviour

By inspection and validation tests, no unacceptable behaviour was detected. (d)

This validation objective may be considered as being achieved.

1.
TVO 3

To determine if the abstract service interface parameters are mapped appropriately to PDU fields and/or communication service interface parameters, and vice versa.

The prototyping activity has proven that service interface parameters are correctly mapped onto PDU fields, at least for the considered functional scope. (d)

1.
TVO 4

To determine if protocol errors in the peer application entity are correctly handled.

All new exception handling situations induced by the protected mode have been validation through specific tests (e.g. use of a non recognized checksum algorithm, switch to a new algorithm during data transfer, etc…). It is believed that all error occurring in an application entity and user is detected and correctly handled by any PM-CPDLC ASE and user fully compatible with the draft specification (d)

This validation objective may be considered as being achieved.

1.
TVO 5

To determine if the SARPs are consistent with the Upper Layer architecture to the extent that this is a requirement, e.g. use of the Dialogue Service, application of the control function.

The PM protected mode does not impact the way the ASE and the ULCS interact together. The PM-CPDLC application is fully compliant with the ULS architecture. 

It should be noted that the coexistence of the standard CPDLC and the PM-CPDLC application is the same ground system has not been formally verified by implementation. However, as the PM-CPDLC application does not differ from any other ATN ASE and interact the same way with users and DSP, it is believed that co-existence is fully possible (d)

This validation objective may be considered as being achieved.

1.
TVO 6

To determine if the APDUs are correctly specified.

Modifications to the ASN.1 have been made to achieve this validation objective. The final APDU specification has been inspected and syntax-checked using several ASN.1 compilers. The production of P/OICS based on the ASN.1 specification was an additional chance to verify the APDU constructs. (d)

This validation objective may be considered as being achieved.

1.
TVO 7

To determine if provision for QOS management has been addressed.

QOS management by the Version 1 standard CPDLC Application has been fully validated by various implementations (c).

The same mechanisms are used unchanged in PM-CPDLC.

This validation objective may be considered as being achieved.

1.
TVO 8

To determine if provision for future migration has been addressed.

Provisions for extensibility have been included in the PM-CPDLC draft specification by defining extensibility marker in the ASN.1 APDUs likely to be expanded in the future and by supporting an open negotiation process allowing the mutual selection of any checksum algorithm. 

This validation objective may be considered as being achieved.

1.
TVO 9

To determine if efficiency requirements have been addressed, e.g. minimising size of data transfer, appropriate maintenance of dialogue.

The same mechanisms defined for all ATN Applications are used unchanged in PM-CPDLC (mandatory use of PER, definition of PER-visible constraints, etc…) in order to meet efficiency requirements. In addition, protocol efficiency has been improved with the PM-CPDLC ability to respond immediately with a CPDLC message in a CPDLC-start response. (c)

This validation objective may be considered as being achieved.

1.
TVO 10

To determine that the functionality described in the technical provisions is implementable.

The validation activity has clearly demonstrated that the technical provisions for PM-CPDLC are implementable, for the considered functional scope. (b).

This validation objective may be considered as being achieved.

1.
TVO 11

To determine that independent implementations built in accordance with the technical provisions will be able to interoperate.

The validation activity has clearly demonstrated that 2 independent implementations were able to interoperate. (b).

1.
TVO 12

To determine that the way security is handled by the application is compliant with the overall ATN security framework.

The PM-CPDLC application version 1 does not address security requirements. However, nothing in the current draft specification will prevent from developing a secure version of the PM-CPDLC application(version 2) based on the secure ULCS services. 

This validation objective may be considered as achieved.

1.
Conclusions

Subject to the results of continued on-going validation, it is concluded that the technical provisions for the PM-CPDLC ATN application Version 1 as expressed in the draft specification V1.1 have been sufficiently validated for inclusion in ICAO Doc. 9705 Edition 2. 
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