ACP WGC8/WP12

AERONAUTICAL COMMUNICATIONS PANEL (ACP)

Working Group C – 8th meeting

Munich, Germany

20 - 24 September 2004

Agenda item 6:  Communication Requirements 

Lessons learnt from day to day voice Communication

Presented by Kors van den Boogaard

SUMMARY

Although the present VHF voice communication service operates in general very well there always will occur some incidents whether it is human or system related. This paper introduces reported problems in the European airspace from a security perspective.  It is recommended to consider this information in light of the future communication services.

Introduction:

The information contained in this is an excerpt from an IATA report of a meeting addressing security in the European airspace.

Security measures in times of aircraft communications loss in Europe

Communications loss with aircraft in flight has implications for safety and security. Since September 11th 2001 any aircraft in Europe that is out of communication with ATC has been viewed with suspicion. Procedures are in place for civilian ATC to make contact with an aircraft in this situation by any means possible, including calling on the guard frequencies, through another aircraft in the vicinity or via the airline operations centre. 

The reasons for loss of communication may be technical, the setting of the wrong frequency or lack of attention by the cockpit crew. In some cases there appears to be blind spots in the coverage of some frequencies.

After a certain time of communications loss and when other methods have failed, the military units are alerted and Quick Reaction Alert (QRA) procedures go into action with fighter aircraft  being scrambled. So far in 2004 up until 15 July we have had notification of 230 flights for the Northern Region alone. This number is made up of both major and smaller airlines plus private business jets and even a few military transports. 

Although the number of aircraft in this situation compared to the total number of flights in a day is statistically very small, the effort needed to investigate each communications loss event is large. Every time the fighters are scrambled, usually in pairs, other airborne traffic has to be moved aside and disrupted. The cost of the fighter launch is 6000 Euro each time and there are moves to recharge this to the airline concerned.

A number of airlines met with NATO in June 2002 to be briefed on the problem and for a general discussion on the subject. It was agreed that IATA would work closely with NATO on this issue and would become involved with a joint NATO/Eurocontrol group known as NEASCOG. 

The acronym stands for NATO/Eurocontrol ATM Security CO-ordinating Group and IATA is a permanent member using one of the NATO security cleared representative from the BRU office.

Prolonged Loss Of Communications group

A separate group was set up in 2003 by the civil/military team in Eurocontrol specifically looking at problems associated with a radio unit used by British Airways. This unit is known to sometimes 'go to sleep' until the transmit button is touched by the pilot. The main participants are UK NATS and British Airways with Eurocontrol experts. IATA has become linked also with this group. Other airlines known to be using the same radio equipment have been contacted. 

ECAC Security Group

Note that there is also an ECAC group also looking at security issues from the pre-departure viewpoint as well as onboard the aircraft. IATA is also represented on that group by our Senior Security Advisor and the European Commission are also part of it as well. Liaison with the NEASCOG is assured.

Attachment I

Flight 1.  During cruise captain left his seat and either then or on return unknowingly brushed the frequency selector for VHF-1. Unfortunately it selected another active frequency (possibly Swiss) which the crew continued to monitor until  approaching top of descent when the mistake came to light. Munich approach contacted & descent clearance given and hand over to correct frequency. 

Flight 2.   We decided it had been quiet for 3 or 4 minutes on frequency and asked for a radio check – nothing heard.   We reverted to previous frequency – nothing heard.

While the F/O kept trying both frequencies I looked up a relevant frequency for our Flight Level and position in the info book and got through on box 2.

This agency (I think it was Langen) got in touch with our controller by telephone and gave us yet another frequency which I contacted our controller on again using box 2.

We tried to switch this frequency to box 1 but nothing heard.

Tried again later - ok.        Tech log entry: Box 1 reception range very low.

Flight 3.   No calls heard from ATC for 5 minutes. Contact made on box 2 with London 128.42, no mention made by ATC of duration of loss of communications. Tech log entry made, suspect box 1 intermittent.

Flight 4.   During the whole time, the F/O and I were on the Munich radar frequency. After a couple of minutes, ( 10-15 ) I wondered why there was no communication on this frequency. I contacted Munich Radar, because meanwhile we were in the next sector. Munich radar told me that they had been trying to reach us for the last 15 minutes. I informed them, that our radios were continuously tuned on this frequency, but that there hadn't been any other radio calls from them for a few minutes. Thereafter we contacted Lubjana radar and for the rest of the flight we didn't have any more radio communication problems with other frequencies. 

Flight 5.   In cruising altitude, region of Munich, we received an ACARS asking us to contact ''Munich Control'' (I think) on such frequency. Before contacting this frequency I asked the F/O in charge of radio to make a trial contact on the actual frequency. At this moment, a lady controller informed us that we were not on the correct frequency.

Radio watch on 121.5 was however assured and the VHF1 reception was very good.

Flight 6.   In cruise flight over Germany, in radio and radar contact with Maastricht control the captain had his cockpit speaker on and his headset off. While the F/O had his headset on and his speaker off. After the F/O had left the cockpit for a sanitary stop the captain somehow hit the speaker push button switching off the speaker that way. Since the captain was not wearing his headset and the F/O speaker was already off, he could not hear radio transmissions any more. After it had been quiet on the radio for an unusually long time the captain checked his control panel and discovered the speaker was off. Almost immediately after the speaker was selected back on, Maastricht control called the flight and after re-establishing radio contact informed the crew that radio contact had been lost for a number of minutes.

Flight 7.   All the onboard radio apparatus was functional and was in operation. The crew was in continuing listening watch. They didn't receive any communication or any instruction to change frequency from Munich Control. They where in contact with Maastricht Control but they didn't receive any instruction to change frequency. They were contacted from another company flight on the emergency frequency (121.500) and instructed to contact Reims Radar. They contacted Reims Radar and they didn't received any comment or complain. 

Flight 8.   Reference your request for more information on the above subject, I have talked to the crew of this flight who have advised me that regretfully they cannot offer any explanation as to what has actually happened causing the temporary loss of communication. An attempt to recall and fully understand the sequence of events has not led them to a reasonable conclusion, other than a possible human error with regard to standby and active frequencies.

Flight 9.   Approaching KOK inbound, received HF call from Company Ops and informed that Maastricht were unable to contact us on VHF.  New VHF frequency provided by Ops and communication established.

Subsequently we determined that the previous (quiet) frequency had been correct, so cause

of loss unknown.

Flight 10.   While climbing and cleared to FL 310, Maastricht ATC issued a new clearance revising the altitude we were cleared to. We acknowledged and confirmed the new FL 300.

There was a crossing traffic that could be seen on the TCAS at FL 310.

As our aircraft was empty (ferry flight), our rate of climb was high. When approaching FL 270 or 280, we got a traffic alert which reverted quickly to “adjust vertical speed”. We were aware of the situation, knowing that our high rate of climb had triggered the alert, but of course we applied the procedure and disconnected the autopilot to adapt our climb profile. While doing this, we got rid of our charts on the pedestal (we were preparing the approach in Hamburg) and inadvertently rotated one dot on the VHF 1 Com selecting knob. 

After a while, we tried to contact ATC, got no reply, tried on freq.121.5 and then decided to contact Bremen radar who gave us back the good frequency. The situation was a little bit confusing because apparently ATC could hear us for a time but we couldn’t hear them.

We apologised for the communication problem and continued our flight preparing the approach to HAM

Flight 11.  According to the crew ATC did not transfer them to change the frequency. They received an ACARS from another company flight to contact Berlin. Crew could not recall if 121.5 was also selected. As far as he remembers he always has the frequency on. ATC was very easy on this matter and made no point at all of the issue that is why no report was filed.

Flight 12.   It seems that ATC called us in several times and we didn’t receive any call. We don’t know if it was for lack of radio cover or lack of equipment sensibility, due that we have noticed a defect on the equipment COM number 2 (on it was selected 121.5)

After a while from the last communication and seeing that we didn’t receive any call, we try to contact with the last ATC frequency, bu it was impossible. We search a zone frequency, and once we contact them, they inform us that for several times they have been trying to call us on a few frequencies.

Flight 13. My Flight Operations Director reported to me on Tuesday that we are getting a few of these situations occurring in the Brest J sector on flights northbound to the UK. The crews are not being handed over to London Control by Brest and are free calling London Control once they realised that they were in fact in

London's airspace.

The problem appears to be that there is another flight on the frequency at the same time with a similar call-sign. We added the KILO to try and de-conflict the call-signs but it appears that this is not working. Crews are hearing the other flight being told to call London but they are not being told do so themselves by Brest.

I will put out an advisory to the crews to call Brest if they are approaching London's airspace and have not been handed over to request hand-over. 

Flight 14.   We have been dealing with this and we found some interesting points to tell you:

Flight crew could not explain to us how did they loss contact with radio and why they did not call on Copenhagen Control, they actually do not remember to be switched to them. 

We suspect that for any unknown reason they may have changed the right frequency, due to the closeness of the frequency knob to the border of the central panel, it may be touched easily with Tech Log-Book, with a breakfast tray or even with a shoe if pilot goes out of his place for toilet or whatever. 

In fact we already discovered this risk and during a recent Flight Safety Committee, we proposed to maintenance to try to find some way to protect this knob from inadvertent change of frequency, but it seems it is quite difficult because this means a Master Change in Boeing Configuration. 

The crew is completely sure that during all this time they were monitoring emergency frequency 121.5 on VHF-COMM 2, but they never heard any call from this radio equipment. 

Flight Data Monitoring System does not allow us to see which frequency was selected during the flight, only when the push-to-talk button is pressed, so we have no way to know which was the selected frequency. 

The day after this incident, we had a less serious one involving a different crew and the same airplane and they never heard again any call on 121.5. After this, we found that this particular aircraft have a completely different settings of radio volumes. In fact we discovered that this radio station must be in the full loud position to hear a call, that means at 5 O'clock instead of the standard position pointing to 2 O'clock. That means crew where supposed to watch this emergency frequency and they were unable to hear anything. 

After some radio checks, we reported to maintenance his strange volume situation and today is already solved. We also suggested to make a complete check of all our aircraft to be sure they use a similar volume switch position. 

In my personal flight experience, I have to select a lower volume on 121.5 during most of the time, because there are a lot of communications and we are several times interrupted during ATC clearances, increasing the risk of incidents or even accidents. We also receive emergency locators (ELT) and it takes a lot of time to be out of our range, that means we spend more time managing the emergency frequency than actually flying the plane. We may forget easily to increase this volume for a while. 

To finish, we are very sorry about this incident, we accept our responsibility and in fact we already took some interesting lessons to learn. We will try to get higher pilots conscientiousness about this

matter, using simulators, recurrent courses and company publications.

Flight 15.   Last communication with Reims127.55, instructed to route VESAN then RATUK next. I left the radio communications to my co-pilot while I listened for the weather on VHF No2 box. On returning to the radio (VHF No1) my co-pilot was asking Reims if they would like us to change to a London radio as we were approaching the London air boundary at SOVAT. Several attempts with no reply from Reims so I changed to London on 127.1. It is possible we were not in contact with Reims for approx 10 min. The reason this all happened is the No 1 communication selector panel had decided to change frequency on its own. It defaulted to 124.350 in the active window and 119.250 in the stand-by window. Both myself and my co-pilot witnessed this happening two more times during the remainder of the flight. On arrival at Liverpool the engineers changed the No 1 communication selector and the No 1 transceiver.

Flight 16.   I was PNF when crossing Italy and had made contact with Padova control, probably on 127.45. From Padova, I received the clearance BZO – KPT, which was a shortcut to our routing. After a while I transmitted ATC duties to the first officer and left the cockpit. The first officer received a handover to another frequency, probably 132.**.(Rhein?)

The controller on this frequency had a German accent, and seemed confused to receive us on his frequency. The first officer had to call two times to get a readback of our callsign. The controller seemed satisfied with that, so there was no reason from our side to suspect something could be wrong. At this point I re-entered the cockpit.

We operated normally during the next period; the frequency we were on was active (we could hear ATC communications). Somewhere before the Top of Descent I had to leave the cockpit again. At the Top of Descent, the first officer asked a descent clearance.

Again there was a confused reaction of the controller, which asked about our previous frequency; which was according to the F/O 127.45. The first officer received a descent clearance.

At that moment I entered the cockpit again. During the initial descent, we received a handover to Brussels control. Nothing remarkable happened until the completion of the flight.

Flight 17.   During cruise, Copenhagen ACC tried to contact us several times. We simply never heard Copenhagen ACC try to contact us. We also had reduced volume on frequency 121.50, because of continuous unnecessary talk on the frequency. We received an ACARS message from Ops, to contact Copenhagen ACC and so we did.

1.1 Airline comment

The emergency frequency 121.5 should always be monitored. The misuse of this frequency, however, is always a threat. This is what probably is the case on this occasion.

Crew states that they had reduced volume on 121.5 due to "unnecessary talk" on this freq. and thereby did not hear Copenhagen until contacted by the company via ACARS.

I understand that UK communication reaches far over the North Sea and contributes to this situation.

1.1.1 Flight 18.  We flew short front of the Prague FIR border, and received a new frequency, to the German air space. We said good by to Prague, and preselected the new frequency to the standby window. At that time the purser called me by phone to enter her to the cockpit. I opened the door, and forgot the frequency change. We did not received any more call from Prague on 132.805. A few minutes later ( in about 6-8 min.) we received a call on the 121.5. One of our college from another flight called us, and told the controller try to take contact with our flight. They gave us the frequency. On that time I realized, the frequency was set on the standby windows, and we were on the previous frequency. I called the German FIR control. They asked, had we any technical problem with our radio. I confirmed we had not any problem. 

I apologies for this inconvenience.

1.1.2 Flight 19.  I spoke to the Captain and he advised me that there had been a comm. loss. However he did mention that after a short while they did realise that perhaps they were no longer in contact. They did try 3 or 4 frequencies before getting the right one but no-one indicated any problem. Finally they were monitoring 121.5 but never received a call.
Flight 20.  The investigation in to this incident has been completed and has been attributed to finger trouble by the first officer who accidentally changed the radio selection box to a previous preset frequency.

This incident is the subject of a flight crew bulletin posted on the crew information web site which reminds crews of the need to closely monitor ATC frequencies and take positive action if they hear no radio traffic for more than 5 minutes. 

1.1.3 Flight 21.  The situation as I recall. In Prague airspace, I heard a company call on 121.50. I answered it and they asked me to contact Prague Radar. When contacting them I asked them why they called on guard. A transfer was never made or I must have missed the call. In contact with the controller, I asked them how long he was looking for us. He answered there was no problem. 

I’m surprised a report is send, as the controller never mentioned it and called it a ‘fait divers’, and that was how I interpreted it.
Lately I performed a flight we were in contact with Marseille and they called us by our three letter code instead of name callsign. When we stressed on the correct use of our callsign, the controller replied that he did not recognise the callsign on the flight plan. This might have been the case in this flight too. (?)” 

(IATA note: this was not a BAW flight but I give the example where BAW is called Speedbird, the controller did not know the 'name' to go with the three letters). 
Flight 22.  Commanders feedback. They had no feedback from the frequency they were supposed to be on for about 15 minutes so they changed over to the previous frequency who knew about the problem and advised the crew of another frequency they could use, which worked well. This flight was not the only one having problems on that frequency, since the crew heard several aircraft asking for response from ground.
The problem was with Karlsruhe ACC. 

Flight 23.  I do remember while in northern Germany calling for a radio check after a longer than usual period of radio silence. As there was no reply we changed frequency to the next sector which was Copenhagen. Once in contact with Copenhagen we asked the lady controller to advise the previous sector that we lost communication with them and that we were now under Copenhagen control.

As you know such events are not unusual and in fact happen regularly. I did not think is worth making a note as I considered it to be a minor event.

Flight 24.  When requesting descent with Reims control our comms failed. After trying various comms boxes we managed to get intermittent comms with London. Also set squawk 7500 instead of 7600 because did not notice that the 6 digit was actually a 5 digit. Police met aircraft on ramp.

Flight 25. I’ve talked to the pilots and they claim that they remained on the allocated frequency

all the time. This was confirmed by the controller calling our crew on 121.5 and immediately changed them to a new frequency.

The Swedish speaking controller on this new frequency stated: “2 more minutes without radio contact and we would have sent a couple of fighters after you”.

Flight 26.  The Commander has reported the following in response to your enquiry:

"I am not sure as to the length of time involved, but at some point we realized that we had lost contact with ATC, and we took the initiative to find a valid frequency. I suspect that the controller attempted to hand us off to another sector, but it appears that we missed the call and the Controller didn't notice that we missed the frequency change. The frequencies were fairly busy at the time."  This is all that the crew can recall of the incident.

Flight 27.  All flight until Maastricht area completed without remarks. In Maastricht area was established radio communications on freq 135.310 and flight was continued until Paris ATC. Before entry to Paris area we were troubled why nobody gives clearance for descent and in this moment we found that on the active radio was set freq 135.305 instead of 135.310. Immediately we checked communications and called ATC controller. He asked "did you have radio communication problems or radio failure, we called you few minutes". We answered that every thing ok and for us it was a surprise why he was asking about communications problems, but all time we heard radio talks and on another radio we had 121.5.  Then we established communicaiton with Paris ATC freq 128.1 and controller again asked about communications problems and we confirmed ok. From ATC nobody informed us about serious or hazardous situation.  

Flight 28.  The captain confirmed that during the frequency change there was some confusion in the cockpit (I don't have any more details) regarding the frequency that has to be selected. Finally the right frequency was found and the proper contact where establish. On the new frequency the captain had the possibility to explain the incomprehension that generated the problems. Just because he didn't received any complains and he didn't notice any flight penalization he elected that filling and ASR was not necessary

Flight 29.   We did investigate this occurrence when first notified and the particular flight was fresh in the crew's mind and they claim to have no recollection of being out of communication at the time stated. For whatever reason they were unaware I am nonetheless sure that your records are correct. I have taken the opportunity to remind all crews to pay particular attention to their communications procedures, especially in this time of heightened awareness for aircraft which "disappear from the plot". Be assured that it is always our intention to meet all requirements when operating in your airspace.

Flight 30.  We lost communication with ATC in the Rhein/Maastricht area due to the fact that we have never been sent to another frequency by Rhein radar. We checked in with Rhein radar near ALB. Rhein instructed us to squawk ident and we complied accordingly. There was a lot of radio-comms with various aircraft including a number of other company call signs. Unfortunately we did not recognize that Rhein did never call us again until near BUB. We then called another company pilot on Pilot Air-to-Air Frequency, got a valid ATC Frequency and re-established normal radio communication.

At the same time two F-16 escorts showed up and stayed with us for a couple of minutes during which time we were explaining the circumstances to Maastricht radar. Unfortunately, during this communication on the number one set with London and on the number two set with Maastricht I mistakenly forgot to switch the number three set to 121.500 to get in contact with the escort

F-16. My co-pilot and I tried to figure out what led to this loss of communication and then remembered that Rhein radar was asking something like "Previous ' company' flight" a couple of  minutes after we checked in. As we had already been instructed to squawk ident and that already one or two minutes have been past since then, we did not think that she was calling us.















































































































































