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1. Introduction

1.0.1
ICAO progressed development of the Aeronautical Telecommunication Network (ATN) during the 1990s and released Standards and Recommended Practices (SARPs) suitable for operational implementation (Annex 10 and Doc 9705 Edition 2) in 1997. During the latter half of the 1990s, Japan and the ATN Transition Task Force of APANPIRG (ATNTTF) began preparations to introduce the OSI-based ATN/AMHS, and in March 2005 an ATN/AMHS (ATS Message Handling System) connection between Japan and the United States of America was put into full operational service. Since then, a variety of problems have been overcome and the service is currently operating smoothly. Moreover, by a process of resolving various issues, the ATN Implementation Coordination Group of APANPIRG (ATNICG), which took over responsibility for implementation coordination from the ATNTTF, has refined its ATN/AMHS implementation plans, and the Asia Pacific region are progressively implementing ATN/AMHS.
1.0.2
In 2003 the ACP began work to allow the use of the Internet Protocol Suite (IPS) for aeronautical communication. The X.400-based AMHS has already been adapted to use IPS networks by emulating the OSI transport service using the IPS transport protocol TCP. Working Group I (WG-I) will complete the most urgent task of producing SARPs for Ground-Ground IPS communication in November 2008.
1.0.3
However, WG-I is currently indicating an intention to create a new ATS message service standard based on IETF (Internet Engineering Task Force) message system standards (SMTP or ESMTP).

2. Discussion

2.0.1
In response to the intention of WG-I, Japan would like to present to the Panel the process of AMHS standardisation and the experiences gained from its efforts to introduce ATN/AMHS in the Asia/Pacific region, and to express its opinions on WG-I’s intention.
2.1 Experiences gained from ATN/AMHS introduction
2.1.1
Attachment A lists the main points that were considered during the creation of the AMHS SARPs in order to adapt X.400 to meet Aeronautical Fixed Service (AFS) operational requirements. It is presumed that IETF messaging standards will also require similar consideration.
2.1.2
Attachment B outlines the work undertaken by the ATNTTF of APANPIRG to introduce ATN/AMHS. A large amount of resources (both financial and manpower) were needed for planning, the creation of technical and operational documentation, and the development of procedures and processes in order to ensure that ATN/AMHS could be introduced smoothly. If an IPS-based system were to be introduced it would be necessary to invest a similar amount of resources, although some of the experience gained with AMHS could be reapplied so that the volume of work would not be as great.
2.2 Concerns regarding IETF protocol-based Messaging Systems

2.2.1
Japan has the following concerns regarding IETF protocol-based messaging systems.


1. Security concerns.
If an IETF messaging system were adopted, continual attention would have to be paid to security and patches would be necessary to keep the system up-to-date to eliminate vulnerability concerns. Such concerns cannot be neglected even if the ATN is thought of as a private network. Serious consideration needs to be given to the fact that military messaging systems (MMS) are presently X.400-based. Furthermore, many states would find it difficult to provide the resources necessary (budget and specialist staff) for maintaining the system, and if an under-maintained IPS-based message system were connected, the fact that it would be to a global network would be a threat to aviation safety.


2. Confusion due to proliferation of AFS messaging system standards.
The Asia/Pacific region is deploying AMHS over an OSI network, while the NAM, CAR/SAM and EUR regions are deploying AMHS over IPS networks. If a further IPS-based messaging system were to be added, it would only serve to confuse the transition from AFTN/CIDIN to AMHS.


3. Cost concerns.
An attraction of IETF message system standards is the availability of commercial off-the-shelf (COTS) mail servers and mail user agents, with the attendant potential of lower acquisition and life cycle costs than AMHS. However, although many SMTP mail servers exist, not all are fully standards compliant or properly implement error handling, and extensive testing would be necessary before a COTS mail server could be used for aeronautical messaging. Furthermore, customisation to meet AFS requirements will increase cost and make it less likely that a product could be used off-the-shelf.

Also, in addition to the mail server itself, gateways would be needed to convert messages to and from AMHS and AFTN formats, further increasing system cost. Commercial SMTP/X.400 gateways exist, but SMTP/AFTN gateways would have to be developed.


Regarding life cycle costs, there is no index that would allow a comparison with the life cycle cost of AMHS, especially given the attention to security that an IPS-based system would require over its life.


It would therefore be dangerous to jump to the conclusion that a so-called COTS IPS-based messaging service would be more economical than AMHS.


4. Lack of immediate necessity for a new message system standard.
Many ICAO contracting States accepted the significance of transition from AFTN/CIDIN to AMHS and began preparation. This was in order to deal with the limitations of AFTN which has been operating in the AFS for nearly fifty years, such as the limited message size and the use of IA-5 code, and to move away from point-to-point message switching.

These limitations have now been overcome by the X.400-based AMHS, and it is difficult to see the further necessity for an IPS-based messaging system.


5. Lack of Business Case.
In many States, legacy AFTN/CIDIN systems are nearing the end of their operational lives or will be outstripped by increasing demands for message services, and so will require replacement within the next few years. AMHS systems are currently available off-the-shelf from a number of vendors at competitive prices.


On the other hand, several years will be necessary for the development of the SARPs for an IPS-based aeronautical messaging system, for proper validation and interoperability testing, and finally for products to become available. By the time an IPS-based aeronautical message system could be made commercially available, most states will have introduced AMHS which will be meeting all their AFS messaging requirements. Consequently, there will be only a small market for an IPS-based system to replace the remaining legacy AFTN/CIDIN installations.


Given the small market and the lack of any decisive technical, operational or cost advantage that would allow an ESMTP/SMTP-based aeronautical messaging system to displace operational AMHS systems, it is uncertain whether vendors would be prepared to make the investment necessary to develop IPS-based messaging systems.

3. Recommendation

3.1
Considering

(1)
that AMHS meets all aeronautical messaging requirements, and there are currently no messaging requirements foreseen that would justify transition to another protocol;

(2)
that AMHS specified in Doc 9880 can already operate over IPS networks;

(3)
that AMHS is available off-the-shelf and is already being introduced in the EUR, NAM, CAR/SAM and Asia/Pacific region;

(4)
the extensive financial and manpower resources that would be required to specify, develop, validate, and deploy a new message system;

(5)
the possible impact on transition from legacy AFTN/CIDIN that the proposal of a new messaging system would cause;

(6)
that COTS IPS-based message systems are unlikely to be usable for aeronautical messaging without extensive validation and further development, negating their perceived cost advantage;

(7)
that there are security concerns over IPS-based message systems, and the fact that the Military MHS is X.400-based; and

(8)
the lack of a business case for commercial IPS-based message system development


it is strongly recommended that the ACP not develop an IPS-based message system standard unless new operational requirements emerge that cannot be met by modifying AMHS, and a strong business case can be shown.

4. Conclusion

4.1
The panel is invited to consider and adopt the above recommendation.

Attachment A
Main points of the adaptation of X.400 to meet AFS operational requirements
A.1 Conversion of AFTN acknowledgement messages

An AFTN acknowledgement message, which is an AFTN service message acknowledging the receipt of an AFTN messages, is converted to an X.400 RN (Receipt Notification), and vice versa.

A.2 Conversion of unknown address AFTN Service Messages

An “unknown address” AFTN Service Message, which is an AFTN service message requesting correction by the originator of a message with an unknown addressee indicator, is converted to a NDR (Non Delivery Report) with NDRC=1, NDDC=0 and vice versa. (NDRC: Non Delivery Reason Code, NDDC: Non Delivery Diagnostic Code.)

A.3 Mapping of AFTN Priority Indicator

The value of the AFTN message priority indicator is mapped into the AMHS Messages Transfer Envelope priority as listed in Table 1, and vice versa.

Table 1. Mapping of AFTN Priority Indicator

	AFTN Priority Indicator
	AMHS Message Transfer 

Envelope priority

	SS
	urgent

	DD
	normal

	FF
	normal

	GG
	non-urgent

	KK
	non-urgent


A.4 Mapping of Addressee Indicator

The value of an AFTN address included in an AFTN message is converted into an MF Address (MHS-form address) and vice versa. Attributes of MF Address (XF address and CAAS address) are listed in.
Table 2. Mapping of Addressee Indicator

	Attribute
	XF address
	CAAS address

	Country name
	“XX”
	“XX”

	Administration Domain Name
	“ICAO”
	“ICAO”

	Private Domain Name
	 SEQ CHAPTER \h \r 1one or two ICAO Nationality Letters as specified in Document 7910
	1)  SEQ CHAPTER \h \r 1a two-letter designator identifying a country as specified in ICAO Document 7910 (characters 1 and 2 of the AF-Address)
2)  SEQ CHAPTER \h \r 1a four-letter designator identifying a location as specified in ICAO Document 7910 (characters 1 to 4 of the AF-Address)
3)  SEQ CHAPTER \h \r 1a combination of a two-letter designator as specified in ICAO Document 7910 with a three-letter designator as specified in ICAO Document 8585, identifying an organization within a country
4)  SEQ CHAPTER \h \r 1a combination of a four-letter designator as specified in ICAO Document 7910 with a three-letter designator as specified in ICAO Document 8585, identifying an organization at a location

	Organization Name
	“AFTN”
	 SEQ CHAPTER \h \r 1the ICAO Location Indicators included in the geographical unit

	Organization Unit Name
	AFTN address
	 SEQ CHAPTER \h \r 14-character alphabetical value of the ICAO Location Indicator

	Common Name
	-
	AFTN address


A.5 AFTN parameters

AFTN parameters are conveyed by means of the ATS-Message-Header.

Figure 1 shows an example of ATS-Message-Header.

a)
Priority indicator is conveyed in a structure called ATS-Message-Priority.

b)
Filing time is conveyed in a structure called ATS-Message-Filing-Time.

c)
Optional-heading-information is conveyed in a structure called 
ATS-Message -Optional-Heading-Info.

	PRI: FF

FT: 281120

OHI: DEFG2345... (if present)

(blank line)

(Beginning of message text)




Figure 1. Example of ATS-Message-Header

Attachment B

List of ATN Planning Documents developed by APANPIRG

1. ASIA/PAC Regional ATN Documentation, Third Edition, April 2005

2. ASIA/PAC ATN Ground-Ground Transition Plan – Second Edition, March 2004

3. Checklist for Implementation of Ground/Ground ATN Network Infrastructure, Second Edition, March 2004

4. ASIA/PAC Communication Performance for ATN, First Edition, April 2005

5. ASIA/PAC ATN Routing Architecture, Second Edition, March 2004

6. ASIA/PAC ATN IDRP Routing Policy, Version 2.0, May 2004

7. ASIA/PAC ATN Network Service Access Point (NSAP), Addressing Plan, Second Edition, March 2004

8. ASIA/PAC Interface Control Document for Aeronautical Telecommunication Network Ground-Ground Router, Second Edition, April 2005

9. ASIA/PAC Interface Control Document for Aeronautical Telecommunication Network Ground-Ground Router ISO/IEC 8208 Sub-Network, First Edition, April 2005

10. ASIA/PAC ATN Network Service Access Point (NSAP), Address Registration Form, Second Edition, March 2004

11. ASIA/PAC Regional AMHS MTA Routing Policy, First Edition, April 2005

12. ASIA/PAC ATS Message Handling System (AMHS) Naming Plan, Third Edition, April 2005

13. Asia/Pacific Regional Interface Control Document (ICD) for ATS Message Handling System (AMHS), Version 1.0, September 2002

14. ASIA/PAC AMHS Naming Registration Form, Second Edition, April 2005

15. Asia/Pacific Technical Document on Use of Directory Services, First Edition, April 2005

16. ASIA/PAC Aeronautical Telecommunications Network System Management Policy, First Edition, April 2005

17. Asia/Pacific Regional ATN Implementation System Management Operational Procedures, Version 1, August 2004

18. ASIA/PAC Aeronautical Telecommunications Network System Integrity Policy, First Edition, April 2005

19. Guidance Material for Ground Elements in ATN Transition, Issue 2.0, October 2000

20. Asia/Pacific Regional Aeronautical Telecommunication Network (ATN) Ground-Ground Router Description, Edition 1.2, May 2004

21. Asia/Pacific Regional Aeronautical Telecommunication Network (ATN) Air Traffic Service (ATS) Message Handling System (AMHS) Description, First Edition, April 2005

22. ASIA/PAC – The Guidance Document for AMHS Conformance Testing (AMHS Manual) Version 1.0 - September 2007
Summary





The ACP has been working on standards that will allow the use of Internet Protocol Suite (IPS) in aeronautical communication, and will complete the urgently required manuals to enable IPS to be used for ground-ground communication in November this year.





In the Asia/Pacific and other regions, States are currently implementing AMHS to transition away from legacy AFTN/CIDIN systems. AMHS can operate over Internet Protocol networks by simply emulating the OSI transport service with the TCP protocol, and will be deployed over IP in the NAM, CAR/SAM and EUR regions.





Although AMHS already operates over IPS networks and meets all existing ATS messaging requirements, WG-I is indicating an intention to create a further aeronautical message system based on “native” IETF protocols (ESMTP/SMTP).


Such a system would require extensive resources for standardisation, development, validation and deployment by ACP, ICAO regions and vendors, and there are strong concerns over life cycle cost, security and the business case for development.





It is strongly recommended that a new IPS-based aeronautical message system not be developed unless requirements emerge that cannot be met by modifying AMHS, and a strong business case can be shown.
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