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	Category:
	MINOR

	Problem description:
	A number of issues were identified between MASPS RTCA DO-224A change 2 and the publication of the MOPS RTCA DO-271B.  These issues include Multiple radio operation, addition of 1V3D/1V2D for surface operations, expanded addressing, support for diversity site group operations.

	Background:
	[Validation Details]

During MOPS development, it was realized there was an issue when users might tune multiple radios into the same net.  Also, operational issues were raised with some surface locations having upwards of 200 aircraft (Chicago O’Hare).  Diversity site group issues were recognized during FAA ground system development.  

Validated by simulation and test.  OpNet simulations used for data operation under load.  MITRE, BCI/CIE, BAE, NEC, Rockwell-Collins and Honeywell equipment have been used in the testing.  Rockwell-Collins and Honeywell equipment should likely be certified by the end of the calendar year.  The R-C equipment will furthermore have an STC for equipage on 737-600/700/800.

	Backwards compatibility:
	There are interoperability issues for all system configurations but 4V and 3V1D due to the restructuring of the Message ID field for Poll Responses.  Also, the Supported Options message is a new step in the Net Entry process.  It should be noted that all known implementations comply with the proposed changes.

	Amendment Proposal:
	See attached for specific changes to Manual.

	WG-M Status:
	Proposed 10/1/04


The following modifications are needed in the Manual on VDL Mode 3 Implementation Aspects to resolve protocol deficiencies and to harmonize the ICAO standards with the RTCA standards to which the avionics vendors have built and are certifying against.

ADVANCE \d70CHAPTER 9.  MISCELLANEOUS ITEMS


9.1    RANDOM NUMBER GENERATOR

Note.— See Appendix C of the Technical Provisions of this Manual.





















9.2    SLOT TIMING
For the sake of completeness, detailed diagrams of the various time slot structures are shown in Figures 9-1 and 9‑2. In these figures, S signifies the synchronization sequence, H is the header, R is the Reservation word, and F is the Frequency word. B1, B2 and B3 are Beacon 1, Beacon 2 and Beacon 3, respectively. The horizontal scale is given in units of symbol periods. The V/D (voice) bursts are drawn using the assumption that each normal burst consists of six 96-bit vocoder frames, so that each vocoder frame carries 20 ms of voice information. The truncated voice modes are drawn as five 96-bit frames. The reduction from six to five  frames is accomplished by increasing the vocoder frame from 20 ms to 24 ms while retaining 96 bits per frame by slowing the vocoder clock. 
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9.3    GROUND STATION USER LIST
9.3.1ADVANCE \r12In order to manage the interface between the VDL Mode 3 radio network and the ground network, the ground station maintains a list of current active users on each net. This list consists of a record of the unique relationship between an aircraft user’s 24-bit ICAO address, 2-bit Radio ID and its 8-bit Local ID. Since the radio access is controlled by the Local ID and network access is controlled by the ICAO address, a translation must sometimes be made at the interface. Since an airframe may have multiple radios, the Radio ID is used to determine the specific Local ID assigned to the unit from the ICAO address, which is only unique to the airframe.  For example, during an aircraft voice transmission, the identity of the speaker can be sent to the ground controller by translating the Local ID in the V/D header into the corresponding ICAO address. The ICAO address can, in turn, be translated into the aircraft’s call sign if that information is available to the ground network.

9.3.2ADVANCE \r12Whenever a user is added to or deleted from the user list, an appropriate message is sent to a higher-level protocol in the ground system. A user is added to the list during the net entry procedure whenever a ground radio successfully receives the first Poll Response message during net entry. A user is deleted from the list whenever the ground station receives a Leaving Net message or generates a Terminate Net message. A user can also be deleted from the list if it fails to respond to NL2 (default = 3) poll commands. This type of purging can either be automatic or manual, depending on the ground system implementation.

9.3.3ADVANCE \r12Note that the user list can also be used to avoid ambiguities that could arise if a user who is already in a net should try to re-enter it. (This could happen if a net entrant failed to receive a Reservation message immediately following the first Poll Response.) In that case, the “entrant” will be issued a new Local ID and the Radio ID will be incremented.  If it is a duplicative entry in the net, the old Local ID association will time out after NL2 polls are not answered.

9.4    MISSED MESSAGES/


INCORRECT MESSAGES
This chapter deals with the consequences of possible errors in M channel messages. In the postulated channel bit error rate (BER) environment of 10-3 such errors are very unlikely (see Table 9-1). (Note that the synchronization performance is based on the algorithm discussed in Item 3 in the List of References to Part 1 of this manual.) Nevertheless, errors are possible, so it is important to verify that there are no significant failure modes. A partial catalogue of message errors is contained in the following paragraphs:


9.4.1    Link establishment
9.4.1.1ADVANCE \r12The link establishment procedure consists of several steps. In the net initialization phase, the entrant must receive an uplink beacon twice in a row with consistent (correct) information in the Beacon 2 word before it can begin the net entry phase. Note that this word contains a GSC, which should virtually eliminate the possibility of entering a nearby net using the same frequency as the correct net.

9.4.1.2ADVANCE \r12The net entry procedure begins with the entrant transmitting its 24-bit ICAO address. For the purpose of verification, the ICAO address is echoed back to the entrant along with the entrant’s Local ID number. If either of the ICAO address transfers is erroneous, the round-trip message is not verified and the entrant will reinitiate the entry procedure. It is extremely unlikely that the two ICAO address transfers will both be in error and have cancelling errors.

9.4.1.3ADVANCE \r12When the entrant receives the Net Entry message with its new Local ID number, it echoes back this number in an immediate Poll Response. If this response contains the correct Local ID, the ground station will assume that the entire entry process is successfully completed. As a type of acknowledgment, the ground station will send a Reservation message to the entrant in the next cycle. If the entrant does not receive this poll command, it will reinitiate the entry procedure.

9.4.1.4ADVANCE \r12All the crucial information transfers involve redundant messages, which need to agree with one another. The probability of multiple errors leading to incorrect verification is exceedingly small. Thus, it is almost certain that an entrant will enter only the intended net and will receive a valid Local ID.
Table 9-1. M channel performance
	
	Channel BER = 10-3
	Channel BER = 10-2

	Probability of no synchronization
	2.1 x 10-7
	1.4 x 10-3

	Golay word error rate 
	1 x 10-8
	9.1 x 10-5

	Golay word error rate (undetected)
	4.2 x 10-11
	3.6 x 10-6



9.4.2    Beacon reception
An aircraft radio may fail to receive a beacon message or it may receive an obviously erroneous one. When an aircraft radio fails to receive a designated number of beacons consecutively, it goes into timing state TS2 and the truncated voice mode. Truncation prevents an aircraft radio from transmitting in ways that would disrupt the remainder of the system.


9.4.3    Poll responses
A ground station may fail to correctly receive poll responses when they are commanded. This may be due to the fact that  the aircraft radio has left the net. After NL2 (default = three) consecutive missed poll responses, the ground radio will notify a higher-level protocol and the aircraft radio will be a candidate for purging.


9.4.4    Leaving Net messages
9.4.4.1ADVANCE \r12A ground station may fail to correctly receive a Leaving Net message. In this case, the aircraft user will remain in the Ground Station User List, but will no longer respond to polling commands. Thus, it will eventually be purged by the procedure outlined in 9.4.3.

9.4.4.2ADVANCE \r12There is a very small, but finite, chance that a Leaving Net message will be received erroneously.  The nine extra bits in the message are set to 0 to help identify when the message might be corrupted.  It may happen that the received message has an incorrect Local ID that corresponds to another user on the net. If this happens, the user will incorrectly be dropped from the net and deleted from the Ground Station User List. When it is dropped from the net, the user will stop receiving poll commands; however, it can re-enter the net using the procedures described in 9.4.5.


9.4.5    Poll command
If an aircraft user ceases receiving valid poll commands while it is still receiving beacon signals, it may have inadvertently been dropped from its net. After receiving no poll command for TL4 (default = 120) consecutive cycles, it can try to re-enter the net by the net entry procedure.


9.4.6    Reservation request
A ground station may miss a Reservation Request. In this case, no reservation will be given and the aircraft user will have to repeat its request. A ground station may also receive an erroneous message. The consequences of an error include the possibility of giving slots to a user who had not requested any or giving the wrong number of slots. Such errors will give rise to a small decrease in system throughput, but will have no other adverse effect.


9.4.7    Acknowledgment
A ground station may fail to receive a downlink M channel Acknowledgment message. In such a case, the ground station will have to repeat a data transmission. Such errors will give rise to a small decrease in system throughput.


9.4.8    Reservation
An aircraft user may fail to receive a reservation intended for it. Also, a user may misinterpret a message meant for another user as meant for itself. In either case, the correct message will either not be sent or will fail due to a collision. The upper level protocols will detect such errors. The net result will be the need to reschedule the transmission and a small decrease in system throughput.


9.4.9    Next Net
An aircraft radio may fail to receive one or two of a pair of Next Net messages directed to it. In that case, the aircraft radio will not respond with a Next Net ACK the next time it is polled, and the ground station can transmit another Next Net pair. If the Next Net message is received erroneously the aircraft radio may enter an incorrect net. If that happens, the aircraft operator must re-enter the previous net and request a retransmission of the Next Net message. It should be noted, however, that the two identical Next Net messages must be received in order to be loaded into the recipient’s memory. The chance of two identical erroneous receptions is very small.


9.5    DISTANT AIRCRAFT RADIOS
9.5.1ADVANCE \r12It is possible that an aircraft radio which is separated from a ground station by a range exceeding that implied by the Squelch Window parameter will nevertheless try to enter that ground station’s net or otherwise attempt to communicate. This could negatively affect overall system performance, particularly if the aircraft range would cause its transmissions to violate time slot boundaries as seen by some receivers. However, the protocols contain mechanisms which greatly reduce the probability of this happening.

9.5.2ADVANCE \r12The first mechanism relies on the fact that the ground station has a validity window for downlink M channel messages which is the same size as the squelch window. Thus, if an aircraft entrant’s range is substantially beyond the sector size, its Net Entry Request will not be valid, and the ground will not respond. Thus, the aircraft radio will not be able to enter the net and will not be allowed to transmit Reservation Requests, V/D (data) messages, etc. Nevertheless, the aircraft radio could still attempt to transmit V/D (voice) messages using the dummy Aircraft ID (= 61).

9.5.3ADVANCE \r12The second protocol mechanism helps reduce such voice message traffic. In Chapter 4, 4.6, it is pointed out that an aircraft transmitter expects to see the Voice Signal field = 01 soon after it begins transmitting. However, a V/D (voice) message which falls outside the squelch window will not cause such a change in the field. Thus, the “distant” aircraft radio would cease transmitting soon after it began, and potential interference would be limited.


9.6    BACK-UP GROUND SITES
9.6.1ADVANCE \r12For a variety of reasons, it may happen that the ground site that controls a particular user group will change abruptly. This might occur, for example, if there is a failure at a primary site which causes the ground infrastructure to switch to a back-up radio site. The validity window is now large enough to allow the site to change within a reasonable distance and timing to be maintained.  If the back-up site is sufficiently far from the primary site, the new beacon signals may appear (at some aircraft receivers) to be outside the -K(n+1)+1 to +1 symbol period validity window. Thus, the first such beacon will be declared invalid, and CTC1 and CTC2 will be incremented. (CTC3 will reset to 0.) However, if the next received beacon has the same time offset, it will be declared valid since the information (in this case the timing information) is the same.

9.6.2ADVANCE \r12Thus, whenever an aircraft radio receives two successive beacon signals with timing information which is substantially different from its previous information, the timing of the aircraft radio should be changed. This will allow the aircraft radio to quickly adapt to the new geometry with a minimal likelihood of false time adjustment. Note that by this same mechanism other information contained in the beacon, such as the Squelch Window parameter or the Configuration, can be changed.  
9.6.3ADVANCE \r12Recall to support diversity site group operations, the aircraft radio will utilize the validity window to determine whether timing should be updated, but will process the instructions from M uplink messages that have the appropriate GSC.

9.7    GROUND STATION 


CODE MANAGEMENT
9.7.1ADVANCE \r12In VDL Mode 3 the GSC is used to provide extra insurance that an aircraft user does not receive unintended messages from nearby sectors using the same frequency as the desired sector. Such incorrect messages can be disruptive, particularly during net initialization.

9.7.2ADVANCE \r12Normally, it can be expected that frequency reuse criteria will ensure that the signal level from nearby cochannel users will be reduced in power by at least 20 dB. This power difference should provide an excellent discriminator between correct and incorrect signals; however, unusual propagation phenomena (e.g. ducting) may cause distant signal sources to deliver excess power to some locations. If the GSCs are distributed so that neighbouring cochannel sectors have different designations, then the probability of confusion will be reduced. In other words, the GSCs should be geographically arranged so that incorrect signals from sectors using the same frequency and the same GSC as the correct signal will be reduced in power by significantly more than 20 dB.

9.7.3ADVANCE \r12If all neighbouring sectors sharing a frequency were separated by the same distance (D), they would form a perfect hexagonal grid. It would then be possible to number the hexagons in a cellular pattern with GSCs ranging from 1 to 7 so that the distance between hexagons with the same GSC would be √7 D. This would provide an extra 8.5 dB of power difference assuming free-space propagation. In practice, the extra margin would often be even greater if the frequency and GSC reuse sector was over the radio horizon.

9.7.4ADVANCE \r12It is not likely that the distribution of ground stations will allow for a perfectly symmetrical cellular arrangement. Thus, the improvement by 8.5 dB may not be realizable. However, it appears to be very likely that it will be possible to avoid using the same GSC in adjacent cochannel sectors. This is roughly equivalent to the situation with only 3 GSCs, which would lead to a minimum reuse distance of √3 D. This would give a power ratio improvement of at least 4.8 dB with free-space propagation.

9.7.5ADVANCE \r12Thus, the minimum improvement will be in the range between 4.8 dB and 8.5 dB. In many cases the sector reusing both frequency and GSC will be over the horizon, and the protection will be much greater. It is assumed that these techniques will effectively eliminate the possibility of entering an incorrect net or receiving incorrect data.
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