- 4 -
	ACP-WGM16/WP-08


- 3 -
	ACP-WGM16/WP-08



	[image: image1.jpg]



	
International Civil Aviation Organization

WORKING PAPER
	ACP-WGM16/WP-08
17 May 2010



AERONAUTICAL COMMUNICATIONS PANEL (ACP)
16th MEETING OF WORKING GROUP M (Maintenance)

Paris, France  17-19 May 2010
	Agenda Item 3a:
	ATN/OSI Document 9880 Update Status – Security Updates


ATN/OSI Doc. 9880 Security Validation Report
(Presented by Michael Olive, Honeywell International Inc., United States)

	SUMMARY

	This working paper includes, as an appendix, a report containing detailed validation of ATN/OSI security provisions in Doc. 9880 Part IV-B.  The ATN/OSI security validation was conducted by the Aerospace Advanced Technology organization of Honeywell International Inc. under contract to the FAA and in support of the FAA DataComm Program Office.  

	ACTION

	The working group is invited to review the ATN/OSI Security Validation results and consider recommended improvements to Part IV-B. 


1. INTRODUCTION

1.1 This working paper includes, as an appendix, a report that presents the detailed results of validation analysis of the ATN/OSI security provisions in Doc. 9880 Part IV-B as proposed in WGM14/IP05.  
1.2 The ATN/OSI security validation activity was conducted by the Aerospace Advanced Technology organization of Honeywell International Inc. under contract to the FAA and in support of the FAA DataComm Program Office.
2. DISCUSSION

2.1 The scope of the validation report includes validation by inspection and analysis of the ATN/OSI security provisions contained in the following chapters of Doc. 9880 Part IV-B as proposed in WGM14/IP05:
a) Chapter 2 – ATN Generic Security Services,

b) Chapter 4 – ATN Public Key Infrastructure (PKI),

c) Chapter 5 – ATN Cryptographic Infrastructure, 

d) Chapter 6 – ATN System Security Object.

These chapters contain the detailed ATN/OSI security provisions. 
2.2 The validation approach leverages:  1) ARINC Specification 823, the industry standard for ACARS Message Security (AMS) which is based directly on ATN/OSI security documented in Sub-volume VIII of ICAO Doc. 9705 and the security enhancements specified in Part IV-B of ICAO Doc. 9880; and 2) Honeywell Secure ACARS, which is an existing ARINC 823-compliant implementation of AMS.  These artifacts are used to show, by analysis and inspection, that:

· There is substantial alignment between the AMS provisions in ARINC 823 and the ATN/OSI security provisions specified in Part IV-B of ICAO Doc. 9880. 

· Given that alignment, Secure ACARS is a representative implementation of the technical security solution specified in Part IV-B of ICAO Doc. 9880. 
· Consequently, successful system-level testing and flight demonstration of the Secure ACARS implementation in a representative, operational communications environment satisfies high-level ATN security validation objectives and provides confidence in the technical security solution specified in Part IV-B of ICAO Doc. 9880. 
2.3 Since Doc. 9880 Part IV-B is intended to update and supersede ICAO Doc. 9705 Sub-volume VIII, the validation analysis re-uses the same high-level validation objectives that were applied previously during validation of the security provisions in Doc. 9705 Sub-volume VIII.

2.4 In general, the validation analysis results provide a high-degree of confidence that the ATN/OSI security provisions in Part IV-B are:

e) Complete, unambiguous, consistent, and necessary.
a) Sufficient to accommodate all security users.
b) Sufficient to accommodate both mobile and fixed users.

c) Implementable and implementation independent.

2.5 The validation effort identified only minor defects and typographical errors.  In addition, based on the implementation and test verification experience with ARINC 823 and Secure ACARS, the following bullets summarize areas where potential improvements can be made to ICAO Doc. 9880 Part IV-B:

a) Chapter 4 – Consider replacing the detailed provisions for certificate and certificate revocation list profiles with pointers to industry standards that represent best practice.  This approach is consistent with the approach taken in ICAO Doc. 9896, Technical Manual for the ATN using IPS.

b) Chapter 4 – Consider removing compressed certificates, which are a non-standard, ATN-unique format.  Furthermore, compressed certificates impose significant constraints on uncompressed certificates, and these requirements may be difficult to achieve since they do not reflect industry standard practice for Public Key Infrastructures (PKI) and Certificate Authorities (CA).
c) Chapter 5 – Re-consider the requirement for compressed elliptic curve points.  Although point compression offers some bandwidth efficiency, it requires additional computation and the implementation itself may require licensing of third-party intellectual property and consequently it may not be widely supported by certificate providers and cryptographic toolkit vendors.
d) Chapter 5 – Consider specifying a single public/private key pair for both key agreement and digital signature, rather than a separate key pair for each.  ARINC 823 specifies, and Secure ACAR implements, a single key pair based on feedback from airlines, which are striving to minimize the numbers and types of aircraft certificates that need to be procured and managed.
The detailed defect summary and recommendations may be found in Section 5 in the ICAO Doc. 9880 Part IV-B Security Validation Report, which is included as Appendix A to this working paper.

3. ACTION BY THE MEETING

3.1 The ACP WG-M is invited to:

1. Review the detailed ATN/OSI Security Validation results and consider recommended improvements to Part IV-B presented in the ICAO Doc. 9880 Part IV-B Security Validation Report, which is included as Appendix A to this working paper.
APPENDIX A
ICAO Doc. 9880 Part IV-B Security Validation Report
(embedded PDF file)
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ICAO Doc. 9880 Part IV-B Security Validation Report 
 


EXECUTIVE SUMMARY  
This report presents results of validation analysis of the security provisions proposed for Part IV-B, ATN 
Security Services, of ICAO Doc. 9880, Manual of Technical Provisions for the Aeronautical 
Telecommunications Network (ATN) using ISO/OSI Protocols.  The analysis, which uses the high-level 
validation objectives applied previously during validation of ICAO Doc. 9705 Sub-volume VIII, focuses 
on the ATN/OSI technical security solution, including: ATN security services, public key infrastructure 
(PKI), cryptographic infrastructure, and systems security object (SSO). 


The validation approach leverages:  1) ARINC Specification 823, the industry standard for ACARS 
Message Security (AMS) which is based directly on ATN/OSI security documented in Sub-volume VIII 
of ICAO Doc. 9705 and the security enhancements specified in Part IV-B of ICAO Doc. 9880; and


• There is substantial alignment between the AMS provisions in ARINC 823 and the ATN/OSI 
security provisions specified in Part IV-B of ICAO Doc. 9880.  


 2) 
Honeywell Secure ACARS, which is an existing ARINC 823-compliant implementation of AMS.  These 
artifacts are used to show, by analysis and inspection, that: 


• Given that alignment, Secure ACARS is a representative implementation of the technical security 
solution specified in Part IV-B of ICAO Doc. 9880.  


• Consequently, successful system-level testing and flight demonstration of the Secure ACARS 
implementation in a representative, operational communications environment satisfies high-level 
ATN security validation objectives and provides confidence in the technical security solution 
specified in Part IV-B of ICAO Doc. 9880.   


In general, the validation analysis results provide a high degree of confidence that the ATN/OSI security 
provisions in Part IV-B are: 


• Complete, unambiguous, consistent, and necessary; 
• Sufficient to accommodate all security users; 
• Sufficient to accommodate both mobile and fixed users; 
• Implementable and implementation independent. 


The validation effort identified only minor defects and typographical errors.  In addition, based on the 
implementation and test verification experience with ARINC 823 and Secure ACARS, the following 
bullets summarize areas where potential improvements can be made to ICAO Doc. 9880 Part IV-B: 


• Chapter 4 – Consider replacing the detailed provisions for certificate and certificate revocation 
list profiles with pointers to industry standards that represent best practice.  This approach is 
consistent with the approach taken in ICAO Doc. 9896, Technical Manual for the ATN using IPS.  


• Chapter 4 – Consider removing compressed certificates, which are a non-standard, ATN-unique 
format.  Furthermore, compressed certificates impose significant constraints on uncompressed 
certificates, and these requirements may be difficult to achieve since they do not reflect industry 
standard practice for Public Key Infrastructures (PKI) and Certificate Authorities (CA). 


• Chapter 5 – Re-consider the requirement for compressed elliptic curve points.  Although point 
compression offers some bandwidth efficiency, it requires additional computation and the 
implementation itself may require licensing of third-party intellectual property and consequently 
it may not be widely supported by certificate providers and cryptographic toolkit vendors.  


• Chapter 5 – Consider specifying a single public/private key pair for both key agreement and 
digital signature, rather than a separate key pair for each.  ARINC 823 specifies, and Secure 
ACAR implements, a single key pair based on feedback from airlines, which are striving to 
minimize the numbers and types of aircraft certificates that need to be procured and managed. 


The detailed defect summary and recommendations are provided in Section 5 of this validation report. 
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1. INTRODUCTION  


1.1. PURPOSE 
The purpose of this report is to present results of validation analysis of the security provisions proposed 
for Part IV-B, ATN Security Services, of ICAO Doc. 9880, Manual of Technical Provisions for the 
Aeronautical Telecommunications Network (ATN) using ISO/OSI Protocols.  Part IV-B of ICAO Doc. 
9880 is intended to update and supersede the ATN/OSI security provisions specified in Sub-volume VIII 
of ICAO Doc. 9705 Edition 3, Manual of Technical Provisions for the Aeronautical Telecommunications 
Network (ATN). 
 
The proposed Part IV-B security provisions were presented by the US Federal Aviation Administration 
(FAA) as information paper IP1405 during the 14th


 


 meeting of Working Group M (WG-M) of the ICAO 
Aeronautical Communications Panel (ACP).  Honeywell was tasked by the FAA to perform this 
validation as part of the FAA Data Communications (DataComm) Avionics contract. 


1.2. SCOPE 
The scope of this report includes validation by analysis and inspection of ATN/OSI technical security 
provisions contained in the following chapters of the Part IV-B document: 


• Chapter 2 – ATN Generic Security Services, 
• Chapter 4 – ATN Public Key Infrastructure (PKI),  
• Chapter 5 – ATN Cryptographic Infrastructure, and 
• Chapter 6 – ATN System Security Object (SSO). 


The validation was performed using Honeywell Secure ACARS and relevant industry standards as a 
means to establish, with high confidence, that the ATN/OSI security provisions have been implemented 
and demonstrated in a representative operational environment.  Honeywell Secure ACARS is a software-
based security solution for protecting air-ground ACARS datalink message exchanges.  It is compliant 
with ARINC Specification 823, ACARS Message Security (AMS), which is based directly on the 
ATN/OSI security provisions specified in Sub-Volume VIII of ICAO Doc. 9705 Edition 3, and which 
includes the security enhancements specified in Part IV-B of ICAO Doc. 9880. 
 
1.3. DOCUMENT OVERVIEW 
1.3.1. Organization 
This document is organized into the following sections: 


 Section 1 – Introduction 
Identifies the purpose and scope of the document, summarizes document organization 
and document conventions, defines terminology and acronyms used throughout the 
document, and provides references to applicable documents. 


 Section 2 – Validation Objectives 
Identifies and describes the high-level ATN security validation objectives, the scope of 
this validation, and the validation means, and also provides a detailed matrix of the 
ATN/OSI security provisions validated. 


 Section 3 – Validation Approach 
Describes the three-pronged approach for achieving the validation objectives. 
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 Section 4 – Validation Analysis and Results 


Presents the validation analysis detail and reports the validation results, including both 
conformance and defects. 


 Section 5 – Conclusions 
Provides summary conclusions and recommendations.  


 
1.3.2. Conventions 
The following conventions are used throughout this document: 


 Bold text  is used to identify fields within a public key certificate, elliptic curve domain 
parameters and object identifiers.  (This notation is consistent with ICAO Doc. 9880 Part IV-
B.) 


 Italicized text  is used for titles of reference documents and also for notes that provide 
additional information. 


 
1.3.3. Word Processing Algorithm 
This document was prepared using Microsoft® Office Word 2007 and saved in Word 97-2003 
Compatibility Mode.  The document is delivered using Adobe® Acrobat® 7.0 Professional Portable Data 
Format (PDF). 
 
1.4. TERMINOLOGY 
1.4.1. Definitions 


Term Definition 
ACARS Message 
Security (AMS) 


Industry standard, per ARINC Specification 823, which specifies provisions 
for protecting ACARS datalink message exchanges using a security 
framework that is based on the ATN/OSI security framework specified in 
Sub-volume VIII of ICAO Doc. 9705 Edition 3.  


Point 
Compression 


The compact representation of an elliptic curve point consisting of the x-
coordinate and a single bit that is derived from both the x-coordinate and the 
y-coordinate.   


Relying Party The mobile or fixed entity that relies upon a certificate containing a public 
key that is used for secure operation (e.g., a certificate containing a public 
key that is used to verify the signature of a digitally signed message). 


Secure ACARS The product name for Honeywell’s commercial implementation of ACARS 
Message Security (AMS) per ARINC Specification 823.  
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1.4.2. Acronyms 
Acronym Definition 
ACARS Aircraft Communications Addressing and Reporting System  
ACP Aeronautical Communications Panel 
ADSS ATN Digital Signature Scheme 
AKAS ATN Key Agreement Scheme 
AKDF ATN Key Derivation Function 
AMACP ATN Message Authentication Code Primitive 
AMACS ATN Message Authentication Code Scheme 
AMACVP ATN Message Authentication Code Verification Primitive 
AMS ACARS Message Security 
ANSI American National Standards Institute 
API Application Programming Interface 
ASE Application Service Element 
ASN Abstract Syntax Notation 
ATA Air Transport Association 
ATN Aeronautical Telecommunications Network 
ATNP Aeronautical Telecommunications Network Panel 
CA Certificate Authority 
CMU Communications Management Unit 
CP Certificate Policy 
CPS Certificate Practice Statement 
CRL Certificate Revocation List 
DN Distinguished Name 
DSEC Datalink Security 
DSP Datalink Service Provider 
DSWG Digital Security Working Group 
ECDSA Elliptic Curve Digital Signature Algorithm 
FAA Federal Aviation Administration 
FIPS Federal Information Processing Standard 
FVO Functional Validation Objective 
GDC (Honeywell) Global Data Center 
GPA Ground Peer Application 
HMAC Hashed Message Authentication Code 
ICAO International Civil Aviation Organization 
ICS Internet Communication Service 
IDRP Inter-Domain Routing Protocol 
IETF Internet Engineering Task Force 
ISO International Standards Organization 
ITU International Telecommunications Union 
LAN Local Area Network 
MAC Message Authentication Code 
MCDU Multi-function Control and Display Unit 
NIST (US) National Institute of Standards and Technology 
NM Nautical Miles 
OCSP On-line Certificate Status Protocol 
OSI Open Systems Interconnection 
OTA Other Transaction Authority 
PDF Portable Data Format 
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Acronym Definition 
PKI Public Key Infrastructure 
RF Radio Frequency 
RFC Request For Comments 
SASO Security Application Service Object 
SEC Standards for Efficient Cryptography 
SECG Standards for Efficient Cryptography Group 
SG Sub-Group 
SHA Secure Hash Algorithm 
SSO System Security Object 
SVO System Validation Objective 
TVO Technical Validation Objective 
ULCS Upper Layer Communication Service 
US United States 
VHF Very High Frequency 
VDR VHF Data Radio 
WG Working Group 
WP Working Paper 


 
1.5. APPLICABLE REFERENCE DOCUMENTS 
The following documents are referenced in this validation report. 
 
1.5.1. ICAO 


ICAO ATNP SGB3/7-WP0820:  ICAO 9705 Edition 3 Sub-Volume VIII (ATN Security): 
Confidentiality Enhancement Redline Draft.  September 2002.  Presented as Working Paper 
WP0820 during the 7th


ICAO Doc. 9705 Edition 3:  Manual of Technical Provisions for the Aeronautical 
Telecommunications Network (ATN). 


 meeting of Working Group B (WG-B), Sub-group 3 (SG-3) of the ICAO 
Aeronautical Telecommunications Network Panel (ATNP). 


ICAO Doc. 9705 Edition 3, Sub-Volume VIII:  ATN Security Services. 


ICAO Doc. 9880 (DRAFT):  Manual of Technical Provisions for the Aeronautical 
Telecommunications Network (ATN) using ISO/OSI Standards and Protocols. 


ICAO Doc. 9880 Part IV-B (DRAFT):  ATN Security Services, June 2009.  Presented as 
Information Paper IP1405 during the 14th


ICAO Doc. 9896:  Manual of Technical Provisions for the ATN using IPS Standards and 
Protocols. 


 meeting of Working Group M (WG-M) of the ICAO 
Aeronautical Communications Panel (ACP). 


 
1.5.2. Industry 


ARINC Report 811:  Commercial Aircraft Information Security Concepts of Operation and 
Process Framework, 20 December 2005. 


AEEC – ARINC Industry Activities 


ARINC Specification 823, Part 1:  Datalink Security, Part 1, ACARS Message Security, 10 
December 2007. 


ARINC Specification 823, Part 2:  Datalink Security, Part 2, Key Management, 10 March 2008. 
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ATA Spec 42, 2010.1:  Aviation Industry Standards for Digital Information Security, May 2010. 


Air Transport Association (ATA) 


ANSI Standard X9.62:  Public Key Cryptography for the Financial Services Industry: Elliptic 
Curve Digital Signature Algorithm (ECDSA), 2005.  


American National Standards Institute (ANSI) 


ITU recommendation X.509:  Information Technology – Open Systems Interconnection – The 
Directory: Authentication Framework. 


International Telecommunications Union (ITU) 


IETF Request for Comments (RFC) 2104:  HMAC – Keyed Hashing for Message 
Authentication, H. Krawczyk, February 1997. 


Internet Engineering Task Force (IETF) 


IETF RFC 3647:  Internet X.509 Public Key Infrastructure Certificate Policy and Certificate 
Practices Framework, S. Chokhani, et al, November 2003. 


IETF RFC 5280:  Internet X.509 Public Key Infrastructure Certificate and Certificate 
Revocation List (CRL) Profile, D. Cooper, et al, May 2008. 


NIST Federal Information Processing Standard (FIPS) 198:  The Keyed Hash Message 
Authentication Code (HMAC). 


National Institute of Standards and Technology (NIST) 


SEC2:  Recommended Elliptic Curve Domain Parameters. 


Standards for Efficient Cryptography Group (SECG) 
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2. VALIDATION OBJECTIVES 


2.1. HIGH-LEVEL ATN SECURITY VALIDATION OBJECTIVES 
Since ICAO Doc. 9880 Part IV-B is intended to update and supersede ICAO Doc. 9705 Sub-volume VIII, 
this report utilizes the same high-level validation objectives that were applied previously during 
validation of the security provisions in ICAO Doc. 9705 Sub-volume VIII.  The following table defines 
the high-level objectives, which include System-level Validation Objectives (SVO), Functional 
Validation Objectives (FVO), and Technical Validation Objectives (TVO). 
 


Table 2-1.  High-level ATN Security Validation Objectives 
High-level 
Validation 
Objective 


 
 


Description 


SVO 1 Determine which system level requirements are satisfied by Part IV-B requirements. 
SVO 2 Validate that the Part IV-B requirements trace to other sub-volumes, where applicable. 
SVO 3 Validate that Part IV-B includes provision for backward compatibility with prior versions of peer 


ATN implementations that do not incorporate security services. 
FVO 1 Validate that Part IV-B supports implementation of local security policies and practices, within the 


boundaries of SARPs, as determined by States/Organizations. 
FVO 2 Validate that Part IV-B requirements are complete. 
FVO 3 Validate that Part IV-B requirements are unambiguous. 
FVO 4 Validate that Part IV-B requirements are consistent. 
FVO 5 Determine if there are any Part IV-B requirements that would have no effect if removed. 


NOTE: Interpret this VO to mean that there are no requirements in Part IV-B that are not necessary 
for the intended functionality; or to achieve migration to future versions.  It is not meant to eliminate 
possible duplicate statements of requirements. 


FVO 6 Determine if provision has been made to ensure that Part IV-B is implementation independent. 
FVO 7 Determine if Part IV-B includes provision for security services necessary for all security users. 
TVO 1 Validate that Part IV-B includes provisions for both mobile and fixed ATN users. 
TVO 2 Validate that Part IV-B minimizes air-ground security related protocol overhead. 
TVO 3 Validate that Part IV-B supports the security provisions of the ATN Upper Layer Communications 


Service (ULCS). 
TVO 4 Validate that Part IV-B supports the security provisions of the ATN Inter-Domain Routing Protocol 


(IDRP). 
TVO 5 Validate that independent implementations built in accordance to Part IV-B will be able to 


interoperate. 
TVO 6 To determine if the ATN security solution has any unacceptable behavior. 
TVO 7 To determine if provision for future migration has been addressed. 
TVO 8 To determine if the functionality described in Part IV-B is implementable. 


 
2.2. ATN SECURITY VALIDATION SCOPE 
ICAO Doc. 9880 Part IV-B is organized in seven chapters.  The following table identifies the chapters 
that are included within the scope of this validation report. 
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Table 2-2.  High-level ATN Security Validation Scope 
Chapter Title Included in the Scope of this Validation 


1 Introduction No.  Rationale: This introductory chapter does not specify 
technical provisions. 


2 ATN Generic Security Services Yes 
3 ATN Security Framework No.  Rationale: This chapter describes an overall security 


framework that must be deployed in an operational 
environment to support ATN security, including provisions 
for: how a Certificate Authority (CA) is operated; which 
airborne and ground ATN systems support security 
services; and how the technical security solution interacts 
with air/ground applications and infrastructure services 
such as directory servers.   


Secure ACARS, the representative implementation used 
for this validation effort, demonstrated the technical 
security solution in a representative operational 
communications environment; however, the security 
framework and infrastructure services necessary to support 
full deployment of the security solution in an operational 
environment are beyond the scope of this validation effort. 


4 ATN Public Key Infrastructure Yes 
5 ATN Cryptographic Infrastructure Yes 
6 ATN System Security Object (SSO) Yes 
7 ATN Security ASN.1 Module No.  Rationale: The ATN/OSI provisions specify use of 


ASN.1, which results in binary encoding of data structures.  
ARINC 823, the industry specification for ACARS 
Message Security (AMS), specifies data element 
formatting and encoding rules suitable for character-
oriented messages exchanged via the ACARS network.  
Consequently, Secure ACARS, the representative 
implementation used for this validation effort, does not 
employ ASN.1. 


 
For the chapters of Part IV-B that are within scope, the following table further identifies the specific 
sections and individual provisions that are included within the scope of this validation report. 
 


Table 2-3.  Detailed ATN Security Validation Scope 
Section Section Section 


2 ATN Generic Security Services 2.1—2.5 


4 ATN Public Key Infrastructure  
4.1 Certificate Policy 4.1.1 (all) 


4.1.2 (all) 
4.2 Certificate Practice Statement (CPS) None.  Rationale: This section imposes requirements on an 


operational Certificate Authority (CA) to publish a CPS 
that describes its detailed procedures for life-cycle 
management of ATN keys and certificates.  An operational 
Certificate Authority (CA) is not within the scope of the 
validation effort.   
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Table 2-3.  Detailed ATN Security Validation Scope 
Section Section Section 


4.3 ATN PKI Certificate Format 4.3.1 (all) 
4.3.2, 4.3.3 (none).  Rationale: ARINC 823, the industry 
specification for ACARS Message Security (AMS), does 
not specify compressed certificates, which are ATN-unique 
and not a standard X.509 certificate format.  Consequently, 
Secure ACARS, the representative implementation used 
for this validation effort, does not implement compressed 
certificates. 


4.4 ATN PKI CRL Format 4.4.1 (all) 
4.4.2 (all) 


4.5 ATN PKI Certificate and CRL Validation 4.5.1 (all) 
4.5.2 (all) 


5 ATN Cryptographic Infrastructure  
5.1 Terms None.  Rationale: This section does not specify technical 


provisions. 
5.2 Notational Conventions None.  Rationale: This section does not specify technical 


provisions. 
5.3 ATN Cryptographic Setting 5.3.1 (all) 


5.3.2 (all) 
5.3.3 (all) 
5.3.4 (all) 
5.3.5 (all) 


5.4 ATN Key Agreement Scheme (AKAS) 5.4.1 (all) 
5.4.2 (all) 
5.4.3 (all) 


5.5 ATN Digital Signature Scheme (ADSS) 5.5.1 (all) 
5.5.2 (all) 


5.6 ATN Keyed Message Authentication 
Code Scheme (AMACS) 


5.6.1 (all) 
5.6.2 (all) 


5.7 ATN Auxiliary Cryptographic Primitives 
and Functions 


5.7.1 (all) 
5.7.2 (all) 


6 ATN System Security Object  
6.1 Introduction None.  Rationale: This section does not specify technical 


provisions. 
6.2 General Processing Requirements 6.2.1 (all) 


6.2.2 (all) 
6.3 SSO Functions 6.3.1 (all) 


6.3.2 (all) 
6.3.3 (all) 
6.3.4 (all) 
6.3.5 (all) 
6.3.6 (all) 
6.3.7 (all) 
6.3.8 (all) 
6.3.9 (all) 


6.3.10 (all) 
6.3.11 (all) 
6.3.12 (all) 
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2.3. VALIDATION MEANS 
Since ICAO Doc. 9880 Part IV-B is intended to update and supersede ICAO Doc. 9705 Sub-volume VIII, 
this report utilizes the validation means that were defined previously during validation of the security 
provisions in ICAO Doc. 9705 Sub-volume VIII.  The following table describes the validation means and 
specifies the associated shorthand notation.  
 


Table 2-4.  Validation Means 
Notation Description 


a Two or more independently developed interoperating implementations validated by two or more 
states/organizations. 


b Two or more independently developed interoperating implementations validated by one 
state/organization. 


c One implementation validated by more than one state/organization. 
d One implementation validated by one state/organization. 
e Partial implementation validated by one state/organization. 
f Simulation, analysis using tools e.g. compiler, modeling tools. 
g Analysis and inspection. 


 
2.4. ATN SECURITY VALIDATION MATRIX 
For each of the ATN Security provisions included within the scope of this validation effort (Section 2.2), 
the following validation matrix provides a cross-reference to the high-level ATN Security Validation 
Objective(s) to be addressed (Section 2.1) and identifies the validation means (Section 2.3) to be used.   
 


Table 2-5.  ATN Security Validation Matrix 


ICAO Doc. 9880 Part IV-B 
Security Provision Grouping 


Specific 
Provision 


High-Level ATN Security Validation Objectives 
SVO FVO TVO 


1 2 3 1 2 3 4 5 6 7 1 2 3 4 5 6 7 8 
ATN Generic Security Services 2.1 – 2.5     g g g g g g g       g 
Certificate Policy 4.1.1 (all)     g g g g           


4.1.2 (all)     g g g g           
ATN PKI Certificate Format 4.3.1 (all)     g g g g g g g       g 
ATN PKI CRL Format 4.4.1 (all)     g g g g           


4.4.2 (all)     g g g g           
ATN PKI Certificate and CRL 
Validation 


4.5.1 (all)     g g g g g g g       g 
4.5.2 (all)     g g g g           


ATN Cryptographic Setting 5.3.1 (all)     g g g g g g g       g 
5.3.2 (all)     g g g g g g g       g 
5.3.3 (all)     g g g g g g g       g 
5.3.4 (all)     g g g g g g g       g 
5.3.5 (all)     g g g g g g g       g 


ATN Key Agreement Scheme 
(AKAS) 


5.4.1 (all)     g g g g g g g       g 
5.4.2 (all)     g g g g g g g       g 
5.4.3 (all)     g g g g g g g       g 
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Table 2-5.  ATN Security Validation Matrix 


ICAO Doc. 9880 Part IV-B 
Security Provision Grouping 


Specific 
Provision 


High-Level ATN Security Validation Objectives 
SVO FVO TVO 


1 2 3 1 2 3 4 5 6 7 1 2 3 4 5 6 7 8 
ATN Digital Signature Scheme 
(ADSS) 


5.5.1 (all)     g g g g g g g       g 
5.5.2 (all)     g g g g g g g       g 


ATN Keyed Message Authenti-
cation Code Scheme (AMACS) 


5.6.1 (all)     g g g g g g g       g 
5.6.2 (all)     g g g g g g g       g 


ATN Auxiliary Cryptographic 
Primitives and Functions 


5.7.1 (all)     g g g g g g g       g 
5.7.2 (all)     g g g g g g g       g 


General Processing Requirements 6.2.1 (all)     g g g g g g g       g 
6.2.2 (all)     g g g g g g g       g 


SSO Functions 6.3.1 (all)     g g g g g g g       g 
6.3.2 (all)     g g g g g g g       g 
6.3.3 (all)     g g g g g g g       g 
6.3.4 (all)     g g g g g g g       g 
6.3.5 (all)     g g g g g g g       g 
6.3.6 (all)     g g g g g g g       g 
6.3.7 (all)     g g g g g g g       g 
6.3.8 (all)     g g g g g g g       g 
6.3.9 (all)     g g g g g g g       g 


6.3.10 (all)     g g g g g g g       g 
6.3.11 (all)     g g g g g g g       g 
6.3.12 (all)     g g g g g g g       g 
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3. VALIDATION APPROACH 


3.1. OVERALL APPROACH 
The validation approach leverages: 1) ARINC Specification 8231, the industry standard for ACARS 
Message Security (AMS) which is based on ATN/OSI security documented in Sub-volume VIII of ICAO 
Doc. 9705; and Honeywell Secure ACARS2


• There is substantial alignment between the AMS provisions in ARINC 823 and the ATN/OSI 
security provisions specified in Part IV-B of ICAO Doc. 9880.  


, which is an existing ARINC 823-compliant implementation 
of AMS.  These artifacts are used to show, by analysis and inspection, that: 


• Given that alignment, Secure ACARS is a representative implementation of the technical security 
solution specified in Part IV-B of ICAO Doc. 9880.  


• Consequently, successful system-level testing and flight demonstration of the Secure ACARS 
implementation in a representative, operational communications environment satisfies high-level 
ATN security validation objectives and provides confidence in the technical security solution 
specified in Part IV-B of ICAO Doc. 9880.   


 
This validation approach is feasible since the ATN/OSI technical security solution – i.e., the security 
framework, security services, cryptographic algorithms, and public key infrastructure – is independent of 
the upper layer applications that use the security services and the underlying sub-network(s) over which 
the security protocol is communicated.  In other words, the technical security solution is suitable for 
protecting bit-oriented ATN application messages communicated over the ATN network as well as 
protecting character-oriented ACARS messages communicated over the ACARS network (recognizing 
that some minor adaptation is necessary to accommodate differences in network addressing).  
Consequently, an ACARS security implementation that is based on ATN/OSI security can serve as a 
suitable platform for validation of ATN/OSI technical security provisions.  
 
The following sections further describe this three-pronged validation approach.  
 
3.2. PROVISION ALIGNMENT 
The first component of the validation analysis is a qualitative assessment of the alignment between AMS 
provisions in ARINC 823 and the ATN/OSI security provisions specified in Part IV-B of ICAO Doc. 
9880.  The provision alignment assessment is made possible by the fact that the AMS framework and 
provisions specified in ARINC 823 are based directly on the ATN/OSI security framework and 
provisions specified in Sub-Volume VIII of ICAO Doc. 9705 Edition 3.  In addition, AMS includes the 
security enhancements (e.g., migration of the hash function from SHA-1 to SHA-256) that are 
recommended for incorporation into Part IV-B of ICAO Doc. 9880.  The assessment focuses on technical 
equivalence of ATN/OSI security and AMS provisions, recognizing that technically equivalent provisions 
may be worded differently in their respective specification documents.    
 
As background, the following bullets summarize the primary rationale for selecting ATN/OSI security as 
the basis for an ACARS security solution: 


1. In developing the ATN/OSI security solution, the ICAO ATN Panel Security Sub-group 
considered the unique challenges of the mobile aeronautical communications environment, 


                                                 
1 Acknowledgement:  ARINC Specification 823 is the work product of the AEEC Datalink Security (DSEC) Subcommittee.  
Honeywell served as the primary technical contributor to and the industry editor of this specification. 
2 Acknowledgement:  The Secure ACARS development effort was co-funded by Honeywell and the US Air Force Research 
Laboratory under the terms of a Dual-Use Science and Technology Technical Investment Agreement (2001 thru 2005). 
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including RF bandwidth constraints and avionics resource limitations, which are shared by both 
ATN and ACARS. 


2. The ATN Panel Security Sub-group specified a security solution that is based on internationally 
recognized cryptographic and public key infrastructure standards.  This ensures a high degree of 
confidence in the cryptographic strength of the solution, and it also facilitates use of 
commercially available security tool-kits, which reduces development time and minimizes life 
cycle cost, including non-recurring, procurement, maintenance, and support costs. 


3. Finally, a common datalink security solution for both ATN/OSI and ACARS is consistent with 
ARINC Report 811, Commercial Aircraft Information Security Concepts of Operation and 
Process Framework, which recommends use of common security controls and a common security 
infrastructure (e.g., PKI) in order to minimize airline investment.   


  
3.3. IMPLEMENTATION 
The second component of the validation analysis is an indication of whether the aligned AMS provision 
was implemented in the Honeywell Secure ACARS application, which is compliant with ARINC 823.  
Although the AMS framework and provisions specified in ARINC 823 are based directly on the 
ATN/OSI security framework and provisions specified in Sub-Volume VIII of ICAO Doc. 9705 Edition 
3, ARINC 823 does not impose specific implementation requirements or constraints, such as a System 
Security Object (SSO).  However, during development of the Secure ACARS software architecture, 
Honeywell performed implementation trade-off analyses and elected to implement the SSO as specified 
in Sub-Volume VIII of ICAO Doc. 9705 Edition 3 (note that these SSO provisions have been transferred 
to Part IV-B of ICAO Doc. 9880).  Although implementation of the SSO is not mandated by the ATN 
provisions, the primary benefit of the SSO is that it serves to isolate the security-related functions from 
the communication protocol that is used to exchange security-related information.  The SSO achieves this 
separation by providing an Application Programming Interface (API) to abstract services for the 
generation and verification of security-related information.  The right-hand side of Figure 3-1 illustrates 
how the Honeywell Secure ACARS implementation of AMS integrates the SSO into the ACARS 
protocol stack.  Note that the left-hand side of the figure illustrates potential integration of the SSO into 
the ATN protocol stack, which is included to highlight similarities between ATN and ACARS security. 
 


Air-Ground
Application


Air-Ground
Application


ATN Application Service Element 
(ASE)


ATN Upper Layer 
Communications Service (ULCS)


ARINC 620
(ACARS)


Security Application
Service Object (SASO)


ARINC 618
(Air-Ground Character-oriented 


Protocol)
ARINC 429


(Digital Interface to the Radio)


System Security Object (SSO)System Security Object (SSO)


ATN SSO
(Authentication 
& Data Integrity)


AMS-specific 
SSO Extensions
(Confidentiality, 
Init, Self-Test)


ATN SSO
(Authentication 
& Data Integrity)
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Internet Communications Service 


(ICS)
ARINC 429


(Digital Interface to the Radio)


Cryptographic and Key 
Management Functions
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ATN Stack ACARS Stack
 


Figure 3-1.  High-level Integration of the SSO into ATN and ACARS Stacks 
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As shown, the Secure ACARS implementation of the SSO includes two components: 
• The ATN SSO, which supports authentication, data integrity, and key/certificate management 


services as specified in Sub-volume VIII of ICAO Doc. 9705 (and Part IV-B of Doc. 9880), and, 
• AMS-specific SSO extensions that support confidentiality services as well as initialization and 


self-test functions.  Initialization and self-test are not included in the ATN SSO provisions since 
these functions are not necessary for interoperability; however, they are necessary in actual 
implementation to prepare the SSO and to verify cryptographic operations prior to use. 


 
The final implementation of the Secure ACARS aircraft core software was integrated successfully into 
Honeywell Mark II Communications Management Unit (CMU) avionics.  This platform was chosen since 
it represents a legacy avionics environment with significant processor and memory resource constraints.  
Successful implementation and integration in this platform demonstrates that an ATN-based security 
solution is realizable in this type of resource-constrained avionics. 
 
3.4. VERIFICATION MEANS 
The final component of the validation analysis is an indication of one or more verification means that 
Honeywell applied during the Secure ACARS development effort to validate successful implementation 
of the AMS provisions and compliance with ARINC 823.   
 
3.4.1. Inspection 
In a limited number of cases, verification by inspection was used to compare Secure ACARS 
characteristics with representative documentation; for example, formatting or syntax compliance with a 
relevant industry standard that is specified in a provision. 
 
3.4.2. Unit-level Test 
As shown in Figure 3-2, software coding and unit-level test of the Secure ACARS application was 
performed using a workstation-based, integrated development environment that included a ground system 
workstation and an air/ground workstation hosting Airsim™, which is a Honeywell-proprietary avionics 
simulation tool.   
 


 
Figure 3-2.  Unit-Level Test Environment 
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The Airsim™ tool simulated avionics components including the Communications Management Unit 
(CMU), Multi-function Control and Display Unit (MCDU), cockpit printer, and VHF data radio (VDR).  
The CMU component of Airsim™ executed actual production software, and the Secure ACARS 
application software was integrated into the CMU software in the Airsim™ environment.  The VDR 
component implemented the VHF data radio interface to the CMU (i.e., ARINC 429 and application layer 
interface protocols).  This component also simulated, with a high level of fidelity, the air-ground datalink 
and VHF ground station, and it provided an interface to exchange messages with the ground test system.  
The ground system workstation hosted the Secure ACARS ground peer core software, which provided the 
means to test complementary cryptographic functions (e.g., message authentication generation and 
message authentication verification) between the communicating peer aircraft and ground entities. 
 
Unit-level testing was performed to ensure that the implementation accurately reflected the functional 
requirements and design.  Software functions were tested using test drivers to verify the correct 
functionality and behavior at the component level.  These software components were integrated and tested 
in a hierarchal manner, with successive integration of the components until complete software modules 
were built and tested.  The Secure ACARS aircraft core components were integrated and tested as 
modules in the CMU component of Airsim™, which provided visibility into operation of the CMU 
software.  To minimize the impact on the CMU production software, test software was integrated into the 
CMU component only where necessary to access test inputs and to retrieve test outputs otherwise not 
available; other test software external to Airsim™ provided the full test instrumentation.  A similar 
methodology was used to integrate and test the Secure ACARS ground peer core software in the ground 
system workstation. 
 
3.4.3. System-level Bench Test 
System-level bench testing of the Secure ACARS implementation was conducted in four incremental 
phases: 


• End-to-end testing in a simulated network environment with a non-operational ground system, 
• End-to-end testing in a simulated network environment with an operational ground system, 
• End-to-end testing in a virtual network environment with an operational ground system, 
• End-to-end testing in an over-the-air network environment with an operational ground system. 


Initially, system-level bench testing was performed in a closed environment in Honeywell’s Advanced 
Technology laboratories in Columbia, MD.  For this test configuration, the Airsim™ development 
environment (reference Section 3.4.2) was used to simulate aircraft components such as MCDU, cockpit 
printer, and VDR.  The Honeywell MK-II CMU, loaded with production software and the Secure ACARS 
application, was connected to the Airsim™ workstation via an ARINC 429 interface card, which permits 
testing with actual CMU hardware-in-the-loop.   In addition to simulation of avionics components, the 
Airsim™ workstation also simulated the air-ground link, VHF ground station, and the ground-ground 
network.  The companion Secure ACARS Ground Peer Application (GPA) was installed on a second 
workstation, which was connected to the Airsim™ workstation via local area network.  End-to-end testing 
was conducted between the CMU executing the Secure ACARS application software and the workstation 
executing the Secure ACARS GPA, using the simulated air-ground and ground-ground networks. 
 
In a second phase, the Secure ACARS GPA workstation was integrated into the ACARS message 
processing system of Honeywell’s Global Data Center (GDC), which is a fully operational flight support 
provider that offers ACARS datalink, flight planning, weather, and messaging services to corporate, 
private, government, and military customers on a 24 hour-a-day, 7 day-a-week basis.   The Secure 
ACARS GPA workstation was connected via local area network to the GDC server that hosts the ACARS 
message processor.   As in the initial phase, the aircraft peer included the Airsim™ workstation and CMU 
hardware-in-the-loop.  End-to-end testing was conducted between the CMU executing the Secure 
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ACARS application software and the Secure ACARS GPA workstation integrated in the operational 
ACARS message processor, using the simulated air-ground and ground-ground networks. 
 
In the third phase, the simulated network was replaced by a virtual network.  The ground peer 
configuration remained the same as in Phase 2; however, the CMU executing the Secure ACARS 
application was connected to an actual VDR, rather than a simulated VDR.  The VDR equipment 
connected through a modem to a SITA-provided virtual ground station that provided access to the SITA 
ground network without radiating RF energy.  End-to-end testing was conducted between the CMU 
executing the Secure ACARS application software and the Secure ACARS GPA workstation installed in 
the operational ACARS message processor, using a virtual air-ground network and the operational SITA 
ground network. 
 
In the final phase, SITA granted Honeywell permission to transmit and receive Secure ACARS messages 
over-the-air using a SITA VHF test frequency.  The aircraft and ground peer configurations remained the 
same as in Phase 3; however, the VDR was connected to a roof-top antenna rather than to a virtual ground 
station.  End-to-end testing was conducted between the CMU executing the Secure ACARS application 
software and the Secure ACARS GPA workstation installed in the operational ACARS message 
processor, using an over-the-air communications environment and the operational SITA ground network. 
 
3.4.4. Over-the-Air Flight Demonstration 
On 10 May 2005, Honeywell successfully conducted an extensive over-the-air, flight demonstration of its 
Secure ACARS implementation in a representative, operational, datalink communications environment.  
The purpose of this demonstration was to verify both nominal operation and error recovery features of the 
Secure ACARS application when operated in-flight, over the operational ACARS datalink network, and 
communicating with a ground peer.  Figure 3-3 illustrates the flight demonstration configuration. 
 


 
Figure 3-3.  Secure ACARS Flight Demonstration Configuration 
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The airborne entity consisted of an avionics test pallet which included the following equipment: 
o Honeywell MK-II Communications Management Unit (CMU) avionics (non-certified, 


blue-label) hosting the Secure ACARS application,  
o VHF Data Radio (VDR), 
o Multifunction Control and Display Unit (MCDU), used to control the CMU and VDR, 
o Cockpit printer, used to print test data. 


This pallet, as shown in Figure 3-4, was installed in a Honeywell King-Air C90 aircraft as a self-
contained suite of ACARS communications equipment; the only interfaces to the aircraft systems were a 
power connection and a VHF antenna connection. 
 


 
Figure 3-4.  Secure ACARS Avionics Test Pallet Installed in a Honeywell King-Air C90 


 
The ground peer entity consisted of an off-the-shelf workstation that hosted the Secure ACARS Ground 
Peer Application (GPA).  As described in Section 3.4.3, the workstation was integrated into the message 
processing system of Honeywell’s Global Data Center (GDC), which is a fully operational flight support 
provider that offers ACARS datalink, flight planning, weather, and messaging services to corporate, 
private, government, and military customers on a 24 hour-a-day, 7 day-a-week basis.   
 
SITA served as the ACARS datalink service provider, and permitted Honeywell to conduct the flight 
demonstration using an operational ACARS VHF channel (135.685 MHz). 
 
Public key certificates and private keys were generated using a test CA located at Honeywell’s Advanced 
Technology facilities in Columbia, MD. 
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NOTE:  In support of the ICAO ATN Panel Security Sub-group, Honeywell used this same test 
CA in the 2002-timeframe to generate ATN-compliant certificates and perform validation of the 
PKI certificate provisions in Sub-Volume VIII of ICAO Doc. 9705 Edition 3. 


 
The flight demonstration was conducted near Paine Field in Everett, WA, within RF line-of-sight of a 
SITA VHF ground station.  During the test, the aircraft was flown in a race-track pattern with holding 
legs of 15 to 20 NM and at an altitude of 8,000 to 12,000 feet.  The demonstration followed a formal test 
plan, which included scenarios to test secure session establishment, secure data exchanges, secure session 
termination, and exception recovery mechanisms.  The demonstration was witnessed both in the air and 
on the ground by representatives from the US Air Force, and all tests passed successfully. 
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4. VALIDATION ANALYSIS AND RESULTS 


This section includes the validation analysis detail and the validation results for the chapters and sections 
of Part IV-B included within the scope of this validation activity (reference Section 2.2).  The analysis is 
presented using the following tabular format, and the information in each column is described below: 
 


Table 4-1.  Tabular Format for Presenting Validation Analysis Detail 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


Column 1 Column 2 Column 3 
 


Column 4 


• Column 1


• 


 – Identifies the paragraph number associated with a specific ATN security provision in 
ICAO Doc. 9880, Part IV-B. 


Column 2


• 


 – Identifies the paragraph number associated with the AMS provision in ARINC 
Specification 823 that corresponds to the ATN security provision in Column 1. 


Column 3


o A – An assessment of provision 


 – Presents the details of the validation analysis in terms of the following three entries: 


alignment


Y 


, based on an inspection of the ATN and AMS 
provisions identified in Columns 1 and 2.  Possible entries, with the color coding shown, 
are: 


Yes, the provisions are aligned and equivalent technically.  (Recognizing that 
technically equivalent provisions may be worded differently.) 


Y* Yes, the provisions are aligned and equivalent technically, with the exception(s) noted 
in Column 4.  For AMS, there are cases where the ATN provision is modified slightly 
to adapt to the ACARS communications environment or to comply with industry 
standard practices; however, the adaptation does not affect the overall technical intent 
of the ATN provision. 


N No, the provisions are not aligned.   
X Not applicable, for cases where an ATN provision is not included in the validation.  


Supporting rationale is provided in Column 4. 


o I – An indication as to whether the provision was implemented


Y 


 in the Honeywell Secure 
ACARS implementation of AMS, as described in Section 3.3.  Possible entries, with the 
color coding shown, are: 


Yes, the provision was implemented. 
N No, the provision was not implemented.  Supporting rationale is provided in Column 4. 
X Not applicable, for cases where ATN and AMS provisions are not aligned or an ATN 


provision is not included in the validation. 


o V – An indication as to whether the provision, as implemented in Honeywell Secure 
ACARS, was verified


 


 and the manner(s) in which verification was conducted.  Possible 
entries, with the color coding shown, are: 
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I The provision was verified by inspection (reference Section 3.4.1). 
U The provision was verified via unit-level test (reference Section3.4.2). 
S The provision was verified via system-level bench testing (reference Section 3.4.3). 
D The provision was verified via over-the-air flight demonstration (reference Section 


3.4.4). 
* Denotes verification exception(s), which are described in Column 4. 
N The provision was not verified.  Supporting rationale is provided in Column 4. 
X Not applicable, for cases where ATN and AMS provisions are not aligned or an ATN 


provision is not included in the validation. 


• Column 4


 


 – Commentary describing differences between ATN and AMS provisions and 
providing rational for cases where an AMS provision was not implemented and/or cases where a 
provision was not verified or there were exceptions during verification.   


Subsequent to the analysis table, the validation results are presented using the following tabular format, 
and the information in each column is described below: 
 


Table 4-2.  Tabular Format for Presenting Validation Results 


Validation 
Objective 


 
Results / Defects 


Column 1 
 


Column 2 


• Column 1


• 


 – Identifies the applicable high-level ATN security validation objective(s), per Section 
2.4 of this document.  
Column 2


 


 – Summarizes the results of the analysis with respect to the validation objective, 
including identification of any defects. 


 
4.1. DOC. 9880 PART IV-B CHAPTER 2 – ATN GENERIC SECURITY SERVICES 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


2.1 [P1] 3.1, 3.1.1, 3.1.2 Y* N N In a fully deployed operational environment, 
access controls would be provided to prevent 
unauthorized access to AMS resources; 
consequently the provision is necessary. 
However, the access controls necessary to support 
full deployment of the security solution in an 
operational environment were beyond the scope 
of the Secure ACARS implementation and flight 
demonstration. 


2.2 [P1] 3.2.2, 3.2.2.2 Y Y S,D Provision aligned, implemented, and verified. 
2.3 [P1] 3.3.1, 3.3.2 Y Y S,D Provision aligned, implemented, and verified. 
2.4 [P1] 3.2.2, 3.2.2.1 Y Y S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
2.5 [P1] 3.2.1 Y* Y S,D The ATN provision specifies that the overall 


security framework include security-related 
functions and cryptographic settings that permit 
States to implement confidentiality services if the 
need to encrypt ATN application data is 
identified.   


The AMS specification includes confidentiality 
provisions based on draft enhancements to ICAO 
Doc. 9705 Edition 3, as presented in working 
paper ATNP SGB3/7-WP0820.  


Secure ACARS implemented and demonstrated 
successfully that the security-related functions 
and cryptographic settings can accommodate 
confidentiality services for protection of airline-
sensitive application data. 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for security services.  This 
provides a high degree of confidence that the ATN security services provisions are complete 
(FVO 2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and necessary 
(FVO 5). 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that ATN security services provisions in Part 
IV-B are implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the ATN security services provisions necessary for all security users, including those 
users that may desire confidentiality services in the future. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes ATN security services provisions necessary for both mobile and fixed communicating 
entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B ATN security services provisions are 
implementable. 


 
 
4.2. DOC. 9880 PART IV-B CHAPTER 4 – ATN PUBLIC KEY INFRASTRUCTURE 
The analysis tables in Sections 4.2.1 through 4.2.4 consider both AMS provisions in ARINC 
Specification 823 as well as public key infrastructure and certificate format provisions in ATA Spec 42, 
which is a companion industry standard that includes the AMS Certificate Policy.  
 







                                                ICAO Doc. 9880 Part IV-B Security Validation Report, Rev. 03 
 


 
  24 


 


4.2.1. Section 4.1 – Certificate Policy 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.1.1 [P2] 3.1.1.2 


[42] 2-3-1 


Y Y I Provision aligned, implemented, and verified. 


NOTE: Both ATN and AMS provisions indicate 
that a CA performs key management in 
accordance with a certificate policy (CP).  A CP 
for AMS was developed and incorporated as part 
of the reference CP documented in ATA Spec 42, 
which is verified by inspection. 


4.1.1.1 -- -- -- -- No provision; explanatory comment only. 
4.1.2 [P2] 3.1.1.2 


[42] 2-3-1, Section 1 


Y Y I Provision aligned, implemented, and verified. 


NOTE: The CP documented in ATA Spec 42 
conforms to RFC 3647, which is verified by 
inspection. 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for certificate policy.  This 
provides a high degree of confidence that all of the ATN certificate policy provisions are 
complete (FVO 2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and 
necessary (FVO 5). 


NOTE: Since AMS is based on ATN security, it is expected that the reference CP documented in 
ATA Spec 42, which accommodates AMS, can also be used to accommodate ATN. 


 
4.2.2. Section 4.3 – ATN PKI Certificate Format 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.3.1 -- -- -- -- No provision; heading only. 
4.3.1.1 -- -- -- -- No provision; heading only. 


4.3.1.1.1 [P2] 3.1.2 Y Y S,D Provision aligned, implemented, and verified. 
4.3.1.1.2 [P2] 3.1.2 


[P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 1 


Y Y I Compliance with general X.509 syntax is verified 
by inspection.  Verification of specific certificate 
syntax in accomplished in the subsequent 
provisions. 


4.3.1.2 -- -- -- -- No provision; heading and introductory text only. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.3.1.2.1 [P1] 3.3.1 


[P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Sections 
7.1.3, 10.9 


Y* Y U,S,D* The ATN provision specifies that a CA sign 
certificates using ecdsa-with-sha256.  To 
accommodate CAs that have not yet migrated to 
the SHA256 algorithm, the AMS provision 
specifies both ecdsa-with-sha1 and ecdsa-with-
sha256.  The Secure ACARS implementation 
supports both hash algorithms; verification 
included certificates signed using ecdsa-with-
sha1. 


4.3.1.2.1.1 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Sections 
7.1.3, 10.9 


Y* Y U* 


4.3.1.2.2 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3 -- -- -- -- No provision; heading only. 
4.3.1.3.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Sections 
7.1.1, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.2 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.2.1 -- -- -- -- No provision; explanatory comment only. 
4.3.1.3.3 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.4 -- -- -- -- No provision; heading only. 
4.3.1.3.4.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Sections 
7.1.4, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.13..5 -- -- -- -- No provision; heading only. 
4.3.1.3.5.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.5.2 [P2] Attachment2, 
Table 2-1.1 


Y N N Like ATN, AMS includes provisions for 
certificate validity dates of 2050 and beyond; 
however, these provisions were not implemented 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


in Secure ACARS or verified as part of the flight 
demonstration. 


4.3.1.3.6 -- -- -- -- No provision; heading only. 
4.3.1.3.6.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Sections 
3.1.1, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.6.2 [P2] Attachment2, 
Table 2-1.1 
 
[42] 2-3-1, Sections 
7.1.4, 10.9 


Y* Y U,S,D Both ATN and AMS provisions specify that a CA 
be indentified using a distinguished name (DN) in 
the certificate subject field.  The ATN issuer DN 
is in accordance with the directory schema in 
ICAO Doc. 9880 Part IV-A, whereas the AMS 
issuer DN is in accordance with industry standard 
ATA Spec 42 and repeats the name in the issuer 
field. 


4.3.1.3.6.3 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Sections 
3.1.1, 3.1.2, 3.1.5, 
7.1.4, 10.9 


N X X The ATN provision specifies that the certificate 
subject field be empty for non-CA entities.  
Industry standard ATA Spec 42 requires that the 
subject field contain a DN that is unique and 
meaningful, such that the DN information can be 
used to locate certificates stored in a repository. 


4.3.1.3.7 -- -- -- -- No provision; heading and introductory text only. 
4.3.1.3.7.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Sections 
7.1.3, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.7.2 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
6.1.5, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.7.2.1 [P1] 3.3.1 
[P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
7.1.3.2 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.7.3 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.7.4 [P2] Attachment2, 
Table 2-1.1 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.8 [P2] Attachment2, 
Table 2-1.1 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[42] 2-3-1, Section 
10.9 


4.3.1.3.9 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10 [P2] Attachment2, 
Table 2-1.1 and 
Note 2 


[42] 2-3-1, Sections 
7.1.2, 10.9 


Y* Y U,S,D Both ATN and AMS specify the keyUsage, 
authorityKeyIdentifer, and 
subjectAlternativeName extensions; however, 
AMS does not employ the 
issuerAlternativeName extension (see comment 
for ATN provision 4.3.1.3.10.5).    
In addition, ATA Spec 42 specifies other non-
critical


4.3.1.3.10.1 


 certificate extensions in accordance with 
industry standard practice. 


[P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Sections 
10.1, 10.2 


Y* Y U,S,D Both ATN and AMS provisions specify the 
subjectKeyIdentifer and basicConstraints 
extensions.   In addition, ATA Spec 42 specifies 
other non-critical


4.3.1.3.10.2 


 certificate extensions in 
accordance with industry standard practice. 


-- -- -- -- No provision; explanatory comment only. 
4.3.1.3.10.2.1 [P2] Attachment2, 


Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.2, 10.9 


Y* Y U,S,D Both ATN and AMS provisions specify the 
authorityKeyIdentifer extension. 
However, to support the compressed certificate 
format, the ATN provision requires specific 
extension ordering.  AMS and ATA Spec 42 do 
not support the non-standard ATN-unique 
compressed certificate format, and consequently, 
they do not impose certificate extension ordering, 
which is not an industry standard practice. 


4.3.1.3.10.2.2 [P2] Attachment2, 
Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.2, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10.2.3 [P2] Attachment2, 
Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.2, 10.9 


Y* Y U The ATN provision specifies the authority key 
identifier value to be 0100 || 60 least significant 
bits of the SHA-1 hash of the subjectPublicKey 
field, which is one of the computation methods 
specified in RFC 5280.   


Consistent with industry standard practice, AMS 
and ATA Spec 42 specify that the value be the 
same as the value in the subjectKeyIdentifier 
extension of the issuing CA.  


4.3.1.3.10.2.4 [P2] Attachment2, 
Table 2-1.1, Note 2 


N X X The ATN provision specifies that this field be 
omitted.   
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[42] 2-3-1, Sections 
10.2, 10.9 


Consistent with industry standard practice, AMS 
and ATA Spec 42 allow this decision to be 
determined by the issuing CA. 


4.3.1.3.10.2.5 [P2] Attachment2, 
Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.2, 10.9 


N X X The ATN provision specifies that this field be 
omitted.   


Consistent with industry standard practice, AMS 
and ATA Spec 42 allow this decision to be 
determined by the issuing CA. 


4.3.1.3.10.3 -- -- -- -- No provision; explanatory comment only. 
4.3.1.3.10.3.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Sections 
10.1, 10.2, 10.9 


Y* Y U,S,D Both ATN and AMS provisions specify the 
keyUsage extension.  However, to support the 
compressed certificate format, the ATN provision 
requires specific extension ordering.  AMS and 
ATA Spec 42 do not support the non-standard 
ATN-unique compressed certificate format, and 
consequently, they do not impose certificate 
extension ordering, which is not an industry 
standard practice. 


4.3.1.3.10.3.2 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Sections 
10.1, 10.2, 10.9 


Y* Y U,S,D The ATN provision specifies that the keyUsage 
extension be marked non-critical.   


Consistent with industry standard practice, AMS 
and ATA Spec 42 specify that the keyUsage 
extension be marked critical. 


4.3.1.3.10.3.3 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Sections 
10.1, 10.2, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10.4 -- -- -- -- No provision; explanatory comment only. 
4.3.1.3.10.4.1 [P2] Attachment2, 


Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y* Y U,S,D Both ATN and AMS provisions specify the 
subjectAlternativeName extension.  However, 
to support the compressed certificate format, the 
ATN provision requires specific extension 
ordering.  AMS and ATA Spec 42 do not support 
the non-standard ATN-unique compressed 
certificate format, and consequently, they do not 
impose certificate extension ordering, which is 
not an industry standard practice. 


4.3.1.3.10.4.2 [P2] Attachment2, 
Table 2-1.1 


[42] 2-3-1, Section 
10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10.4.3 [P2] Attachment2, 
Table 2-1.1 


Y* Y U,S,D The ATN provision specifies that the extension 
contain the AP title, which is meaningful within 
the ATN.  Similarly, AMS specifies that the 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[42] 2-3-1, Section 
10.9 


extension use existing character-based identifiers, 
which are meaningful within the ACARS 
communications environment.  


4.3.1.3.10.4.4 -- X X X 


Not included in the validation.   


Rationale: These ATN provisions are unique to 
ATN ground entities and are not included within 
the scope of AMS. 


4.3.1.3.10.4.5 -- X X X 
4.3.1.3.10.4.6 -- X X X 
4.3.1.3.10.4.7 -- X X X 
4.3.1.3.10.4.8 -- X X X 
4.3.1.3.10.4.9 -- X X X 
4.3.1.3.10.5 -- -- -- -- No provision; explanatory comment only. 


4.3.1.3.10.5.1 -- N X X These ATN provisions specify use of the 
issuerAlternativeName extension to identify the 
certificate issuer using a name that supports the 
compressed ATN certificate format.  AMS and 
ATA Spec 42 do not support the non-standard 
ATN-unique compressed certificate format, and 
consequently, they do not include provision for 
the issuerAlternativeName extension in 
certificates or CRLs. 


4.3.1.3.10.5.2 -- N X X 
4.3.1.3.10.5.3 -- N X X 
4.3.1.3.10.5.4 -- N X X 


4.3.1.3.10.6 -- -- -- -- No provision; explanatory comment only. 
4.3.1.3.10.6.1 [42] 2-3-1, Sections 


10.1, 10.2 
Y* Y U,S,D Both ATN and AMS provisions specify the 


basicConstraints extension.  However, to 
support the compressed certificate format, the 
ATN provision requires specific extension 
ordering.  AMS and ATA Spec 42 do not support 
the non-standard ATN-unique compressed 
certificate format, and consequently, they do not 
impose certificate extension ordering, which is 
not an industry standard practice. 


4.3.1.3.10.6.2 [42] 2-3-1, Sections 
10.1, 10.2 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10.6.3 [42] 2-3-1, Sections 
10.1, 10.2 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10.6.4 [42] 2-3-1, Sections 
10.1, 10.2 


Y Y U Provision aligned, implemented, and verified. 


4.3.1.3.10.7 -- -- -- -- No provision; explanatory comment only. 
4.3.1.3.10.7.1 [P2] Attachment2, 


Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.1, 10.2, 10.9 


Y* Y U,S,D Both ATN and AMS provisions specify the 
subjectKeyIdentifier extension.  However, to 
support the compressed certificate format, the 
ATN provision requires specific extension 
ordering.  AMS and ATA Spec 42 do not support 
the non-standard ATN-unique compressed 
certificate format, and consequently, they do not 
impose certificate extension ordering, which is 







                                                ICAO Doc. 9880 Part IV-B Security Validation Report, Rev. 03 
 


 
  30 


 


ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


not an industry standard practice. 
4.3.1.3.10.7.2 [P2] Attachment2, 


Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.1, 10.2, 10.9 


Y Y U,S,D Provision aligned, implemented, and verified. 


4.3.1.3.10.7.3 [P2] Attachment2, 
Table 2-1.1, Note 2 


[42] 2-3-1, Sections 
10.1, 10.2, 10.9 


Y* Y U The ATN provision specifies the subject key 
identifier value to be 0100 || 60 least significant 
bits of the SHA-1 hash of the subjectPublicKey 
field, which is one of the computation methods 
specified in RFC 5280.   


Although RFC 5280 specifies several possible 
computation methods, it permits use of alternative 
methods as well.  Therefore, consistent with 
industry standard practice, AMS and ATA Spec 
42 specify that the computation of the value be 
determined by the issuing CA. 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows partial alignment between ATN and AMS provisions for certificate format.  
For those provisions where alignment is achieved, this provides a high degree of confidence that 
the aligned ATN certificate format provisions are complete (FVO 2), unambiguous (FVO 3), 
consistent with industry standards (FVO 4), and necessary (FVO 5).   
 


Some of the ATN certificate format provisions are not fully consistent with current industry 
standard practices, driven primarily by the ATN requirement to support compressed certificates, 
which impose non-standard, ATN-unique format requirements.  The following certificate format 
provisions exhibit defects with respect to industry standard practice, as described in the 
associated comment field of the analysis table: 


DEFECTS (FVO 4):   


4.3.1.3.6.2 
4.3.1.3.6.3 
4.3.1.3.10.2.1 
4.3.1.3.10.2.3 
4.3.1.3.10.2.4 
4.3.1.3.10.2.5 
4.3.1.3.10.3.1 
4.3.1.3.10.3.2 
4.3.1.3.10.4.1 
4.3.1.3.10.5 (all) 
4.3.1.3.10.6.1 
4.3.1.3.10.7.1 
4.3.1.3.10.7.3 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that ATN certificate format provisions in Part 
IV-B are implementation independent.  
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Validation 
Objective 


 
Results / Defects 


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the ATN certificate format provisions necessary for all security users, including those 
users that may desire confidentiality services in the future. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes ATN certificate format provisions necessary for both mobile and fixed communicating 
entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B ATN certificate format provisions are 
implementable. 


 
4.2.3. Section 4.4 – ATN PKI CRL Format 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.4.1 -- -- -- -- No provision; heading only. 
4.4.1.1 [P2] 3.1.2 Y N N Provision aligned. 


Both ATN and AMS include provisions for 
CRLs, which are used only by the communicating 
peer ground entity to check for revocation of 
aircraft entity certificates.  In lieu of distributing 
CRLs to aircraft, both ATN and AMS employ 
short-lived ground certificates, which overcome 
the challenges of distributing CRLs to mobile 
aircraft assets in a timely manner.   


Secure ACARS, the representative 
implementation used for this validation effort, 
demonstrated the technical security solution in a 
representative operational communications 
environment; however, that representative 
environment did not include all necessary 
infrastructure services (e.g., an operational CA 
with CRL generation and distribution capability).   
Consequently, the CRL provisions necessary to 
support full deployment of the security solution in 
an operational environment were not 
implemented in the Secure ACARS ground entity 
or verified as part of the flight demonstration. 


4.4.1.2 [P2] 3.1.2 


[P2] Attachment2, 
Table 2-2.1 


Y N N 


4.4.1.3 [P2] Attachment2, 
Table 2-2.1 


Y N N 


4.4.2 -- -- -- -- No provision; heading only. 
4.4.2.1 [P2] Attachment2, 


Table 2-2.1 
Y N N Provision aligned. 


Refer to comment (above) for ATN provisions 
4.4.1.1 through 4.4.1.3. 4.4.2.2 [P2] Attachment2, 


Table 2-2.1 
Y N N 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.4.2.3 [P2] Attachment2, 
Table 2-2.1 


Y N N 


4.4.2.4 [P2] Attachment2, 
Table 2-2.1 


Y N N 


4.4.2.4.1 [P2] Attachment2, 
Table 2-2.1 


Y N N 


4.4.2.5 -- N X X These ATN provisions specify use of the 
issuerAlternativeName extension to identify the 
certificate issuer using a name that supports the 
compressed ATN certificate format.  AMS and 
ATA Spec 42 do not support the non-standard 
ATN-unique compressed certificate format, and 
consequently, they do not include provision for 
the issuerAlternativeName extension in 
certificates or CRLs. 


4.4.2.5.1 -- N X X 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for CRL format.  For those 
provisions where alignment is achieved, this provides a high degree of confidence that the 
aligned ATN CRL format provisions are complete (FVO 2), unambiguous (FVO 3), consistent 
with industry standards (FVO 4), and necessary (FVO 5).   
 


Some of the ATN CRL format provisions are not fully consistent with current industry standard 
practices, driven primarily by the ATN requirement to support compressed certificates, which 
impose non-standard, ATN-unique format requirements.  The following CRL format provisions 
exhibit defects with respect to industry standard practice, as described in the associated comment 
field of the analysis table: 


DEFECTS (FVO 4):   


4.4.2.5 
4.4.2.5.1 


 
4.2.4. Section 4.5 – ATN PKI Certificate and CRL Validation 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.5.1 -- -- -- -- No provision; heading only. 
4.5.1.1 [P2] 3.2.4.1, Step3 Y* Y U,S,D Minor difference in requirement wording, which 


does not impact the alignment.  The ATN 
provision specifies that the validating entity 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


retrieves an authentic copy of the CA certificate; 
whereas, the AMS certificate validation sequence 
assumes that the validating entity has already 
retrieved


4.5.1.2 
 an authentic copy of the CA certificate.   


[P2] 3.2.4.1 Y* Y U,S,D* Consistent with ATN, the AMS provision 
includes a check that the certificate conforms to 
the specified format.  However, AMS does not 
employ the issuerAlternativeName extension, so 
the AMS provision does not include a check for 
that extension; refer to the analysis table in 
Section 4.2.2 of this report and the comment for 
ATN provisions 4.3.1.3.10.5. 


4.5.1.3 [P2] 3.2.4.1, Step2 Y* Y U,S,D* Consistent with ATN, the AMS provision 
includes a check that the 
subjectAlternativeName extension contains a 
single name.  However, AMS does not employ 
the issuerAlternativeName extension, so the 
AMS provision does not include a check of that 
extension; refer to the analysis table in Section 
4.2.2 of this report and the comment for ATN 
provisions 4.3.1.3.10.5. 


4.5.1.4 [P2] 3.2.4.1, Step8 Y Y U,S,D Provision aligned, implemented, and verified. 
4.5.1.5 [P2] 3.2.4.1, Step1 Y Y U,S,D Provision aligned, implemented, and verified. 
4.5.1.6 [P2] 3.2.4.1, Step3 Y* Y U,S,D* Consistent with ATN, the AMS provision 


includes a check that the issuer field contains the 
name of an appropriate CA.  However, AMS does 
not employ the issuerAlternativeName 
extension, so the AMS provision does not include 
a check of that extension; refer to the analysis 
table in Section 4.2.2 of this report and the 
comment for ATN provisions 4.3.1.3.10.5. 


4.5.1.7 [P2] 3.2.4.1, Step4,  


[P2] 3.2.4.1, Step5 


Y Y* U,S,D* Provision aligned. 


Consistent with ATN, the AMS provision 
includes a check that the validity field is fresh; in 
addition, ground entities with access to a CRL, 
check that the certificate is not revoked.   
Secure ACARS implemented and verified the 
validity field check.  However, CRL checking 
was not implemented in the ground entity; refer 
to the analysis table in Section 4.2.3 of this report 
and the comment for ATN provisions 4.4.1.1 
through 4.4.1.3. 


4.5.1.8 [P2] 3.2.4.1, Step2 Y Y U,S,D Provision aligned, implemented, and verified. 
4.5.1.9 [P2] 3.2.4.1, Step6 Y Y U,S,D Provision aligned, implemented, and verified. 


4.5.1.10 [P2] 3.2.4.1, Step7 Y Y U,S,D Provision aligned, implemented, and verified. 







                                                ICAO Doc. 9880 Part IV-B Security Validation Report, Rev. 03 
 


 
  34 


 


ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


4.5.1.11 [P2] 3.2.4.1, Step9 Y Y U,S,D Provision aligned, implemented, and verified. 
4.5.2 -- -- -- -- No provision; heading only. 


4.5.2.1 [P2] 3.2.4.2, Step2 Y* N N Minor difference in requirement wording which 
does not impact the alignment.  The ATN 
provision specifies that the validating entity 
retrieves an authentic copy of the CA certificate; 
whereas, the AMS certificate validation sequence 
assumes that the validating entity has already 
retrieved


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


 an authentic copy of the CA certificate. 


4.5.2.2 [P2] 3.2.4.2 Y* N N Consistent with ATN, the AMS provision 
includes a check that the CRL conforms to the 
specified format.  However, AMS does not 
employ the issuerAlternativeName extension, so 
the AMS provision does not include a check for 
that extension; refer to the analysis table in 
Section 4.2.3 of this report and the comment for 
ATN provisions 4.4.2.5 and 4.4.2.5.1. 


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


4.5.2.3 -- N X X AMS does not employ the 
issuerAlternativeName extension, so the AMS 
provision does not include a check of that 
extension; refer to the analysis table in Section 
4.2.3 of this report and the comment for ATN 
provisions 4.4.2.5 and 4.4.2.5.1. 


4.5.2.4 [P2] 3.2.4.2, Step4 Y N N Provision aligned.   


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


4.5.2.5 [P2] 3.2.4.2, Step1 Y N N Provision aligned.   


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


4.5.2.6 [P2] 3.2.4.2, Step2 Y* N N Consistent with ATN, the AMS provision 
includes a check that the issuer field contains the 
name of an appropriate CA.  However, AMS does 
not employ the issuerAlternativeName 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


ATA Spec 42 [42] 
and/or 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


extension, so the AMS provision does not include 
a check of that extension; refer to the analysis 
table in Section 4.2.3 of this report and the 
comment for ATN provisions 4.4.2.5 and 
4.4.2.5.1. 


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


4.5.2.7 [P2] 3.2.4.2, Step3 Y N N Provision aligned.   


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


4.5.2.8 -- N X X AMS does not include a provision for the ground 
entity to verify that the CA certificate is not 
revoked by the CRL.  This is a worthwhile check, 
and a new provision will be recommended for 
inclusion in a future supplement to ARINC 823. 


4.5.2.9 [P2] 3.2.4.2, Step5 Y N N Provision aligned.    


With regard to implementation and verification, 
refer to the analysis table in Section 4.2.3 of this 
report and the comment for ATN provisions 
4.4.1.1 through 4.4.1.3. 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows near-complete alignment between ATN and AMS provisions for certificate 
and CRL validation.  For those provisions where alignment is achieved, this provides a high 
degree of confidence that the aligned ATN certificate and CRL validation provisions are 
complete (FVO 2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and 
necessary (FVO 5).    
 


As noted in the analysis tables in Sections 4.2.2 and 4.2.3, the ATN certificate and CRL format 
provisions are not fully consistent with current industry standard practices, driven primarily by 
the ATN requirement to support compressed certificates, which impose non-standard, ATN-
unique format requirements.  Consequently, the following certificate and CRL validation 
provisions exhibit defects, as described in the associated comment field of the analysis table: 


DEFECTS (FVO 4):   


4.5.1.2 
4.5.1.3 
4.5.1.6 
4.5.2.2 
4.5.2.3 
4.5.2.6 
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Validation 
Objective 


 
Results / Defects 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that ATN certificate validation provisions in 
Part IV-B are implementation independent. 
NOTE: CRL validation was not implemented and demonstrated; therefore, the validation result 
applies only to certificate validation provisions. 


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the ATN certificate validation provisions necessary for all security users, including 
those users that may desire confidentiality services in the future. 
NOTE: CRL validation was not implemented and demonstrated; therefore, the validation result 
applies only to certificate validation provisions. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes ATN certificate validation provisions necessary for both mobile and fixed 
communicating entities. 
NOTE: CRL validation was not implemented and demonstrated; therefore, the validation result 
applies only to certificate validation provisions. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B ATN certificate validation provisions are 
implementable. 
NOTE: CRL validation was not implemented and demonstrated; therefore, the validation result 
applies only to certificate validation provisions. 


 
 
4.3. DOC. 9880 PART IV-B CHAPTER 5 – ATN CRYPTOGRAPHIC 
INFRASTRUCTURE 
4.3.1. Section 5.2 – Notational Conventions 
Although this section does not include provisions and is not included in the validation analysis, a defect 
was identified during review. 


• For the second notation entry, replace “ϕxκ” with “x”. 
DEFECT (FVO 3): 


 
4.3.2. Section 5.3 – ATN Cryptographic Setting 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


5.3 -- -- -- -- No provision; heading only. 
5.3.1 -- -- -- -- No provision; heading only. 


5.3.1.1 [P1] 3.3.1 Y* Y I Both ATN and AMS provisions specify 
arithmetic operations on an elliptic curve over a 
finite field, the elements of which are binary 
polynomials.  ATN includes explicit provisions to 
specify characteristic-2 finite field arithmetic. 


Rather than explicit provisions, AMS specifies 


5.3.1.2 [P1] 3.3.1 Y* Y I 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
the 233-bit binary curve (sect233r1) per SEC2, 
which associates this curve with characteristic-2 
finite field arithmetic.  These provisions are 
verified by inspection of SEC2, as well as unit-
level and system-level verification of the 
sect233r1 domain parameters (reference ATN 
provision 5.3.4). 


5.3.2 -- -- -- -- No provision; heading only. 
5.3.2.1 [P1] 3.3.1 Y* Y I Both ATN and AMS provisions specify the use of 


arithmetic operations on an elliptic curve over a 
finite field, the elements of which are binary 
polynomials.  ATN includes an explicit provision 
to specify the elliptic curve equation. 


Rather than an explicit provision, AMS specifies 
the 233-bit binary curve (sect233r1) per SEC2, 
which specifies the elliptic curve equation.  This 
provision is verified by inspection of SEC2, as 
well as unit-level and system-level verification of 
the sect233r1 domain parameters (reference ATN 
provision 5.3.4). 


5.3.3 -- -- -- -- No provision; heading only. 
5.3.3.1  N X X The ATN provision specifies the use of point 


compression for representation of points on an 
elliptic curve. 


AMS does not mandate the use of point 
compression.  Although point compression offers 
some computational and bandwidth efficiency, 
the trade-off is that the implementation itself may 
require licensing of third-party intellectual 
property and consequently it may not be widely 
support by certificate providers and cryptographic 
toolkit vendors.  Secure ACARS implemented 
and demonstrated elliptic curve cryptographic 
functions using uncompressed elliptic curve 
points, which was supported by the both the 
commercial off-the-shelf software library used to 
implement SSO cryptographic primitives and by 
the CA that supplied test certificates.  


5.3.3.2 -- -- -- -- No provision; explanatory comment only. 
5.3.4 [P1] 3.3.1 


[P2] Attachment2, 
Table 2-1.1 


Y Y U,S* Provision aligned. 


Both ATN and AMS provisions specify use of the 
elliptic curve domain parameters for the 233-bit 
binary curve (sect233r1) per SEC2. 
Consistent with the provisions in ICAO Doc. 
9705 Ed. 3 Sub-volume VIII, the initial Secure 
ACARS implementation and the flight 
demonstration utilized two sets of domain 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
parameters: sect163r2 for mobile and fixed user 
entities and sect233r1 for CA entities.  During 
development of the AMS standard, and in 
coordination with the FAA, the AMS provision 
was written to specify use of a single set of 
domain parameters (sect233r1) for all users, 
which is consistent with ICAO Doc. 9880 Part 
IV-B.  Consequently, to ensure compliance with 
AMS, the Secure ACARS implementation was 
updated to reflect this change, and re-verification 
was performed via unit-level and system-level 
regression testing using the unit-level test 
environment. 


5.3.4.1 -- -- -- -- No provision; explanatory comment only. 
5.3.4.1.1 [P1] 3.3.1 Y* Y I ATN includes explicit provisions to specify the 


values of the elliptic curve domain parameters 
associated with the 233-bit binary curve 
(sect233r1).   


Rather than explicit provisions, AMS specifies 
the 233-bit binary curve (sect233r1) per SEC2, 
which specifies the values of the domain 
parameters.  These provisions are verified by 
inspection of SEC2, as well as unit-level and 
system-level verification of the sect233r1 domain 
parameters (reference ATN provision 5.3.4). 


ATN provision 5.3.4.1.4 specifies the base point 
G using point compression.  As described in the 
comment for ATN provision 5.3.3.1 above, AMS 
does not mandate the use of point compression.  
Consequently, Secure ACARS implemented and 
demonstrated elliptic curve cryptographic 
functions using the uncompressed representation 
of base point G, as specified in SEC2. 


5.3.4.1.2 [P1] 3.3.1 Y* Y I 
5.3.4.1.3 [P1] 3.3.1 Y* Y I 
5.3.4.1.4 [P1] 3.3.1 N X X 
5.3.4.1.5 [P1] 3.3.1 Y* Y I 


5.3.5 -- -- -- -- No provision; heading only. 
5.3.5.1 [P1] 3.3.4.1 


[P1] Attachment7 
Table 7.2.1-1 Step 
N08-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE: ATN specifies generation of random 
values in a cryptographically secure manner, and 
ANSI X9.62 is referenced as a means to achieve 
this requirement.  AMS specifies ANSI X9.62 for 
generation of random values.    


5.3.5.2 -- -- -- -- No provision; explanatory comment only. 
5.3.5.3 -- -- -- -- No provision; explanatory comment only. 
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Results: 
Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for the cryptographic setting.  
This provides a high degree of confidence that all of the provisions are complete (FVO 2), 
unambiguous (FVO 3), consistent with industry standards (FVO 4), and necessary (FVO 5). 
 


5.3.4.1.5 – The provision contains a formatting error; italicize “T
DEFECTS (FVO 4):   


ATN
 


” 


Since ATN specifies the 233-bit binary curve (sect233r1) per SEC2, the following provisions 
have no effect if removed since the information is contained in SEC2, as described in the 
associated comment field of the analysis table: 


DEFECTS (FVO 5):   


5.3.1.1 
5.3.1.2 
5.3.2.1 
5.3.4.1.1 
5.3.4.1.2 
5.3.4.1.3 
5.3.4.1.4    (promote explanatory comment to a provision to specify use of compressed or    
     uncompressed base point)  
5.3.4.1.5 
As an alternative to deleting the text, the provisions could be demoted to explanatory text, which 
repeats the information in SEC2. 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that the ATN cryptographic setting provisions 
in Part IV-B are implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the ATN cryptographic setting provisions necessary for all security users, including 
those users that may desire confidentiality services in the future. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes cryptographic setting provisions necessary for both mobile and fixed communicating 
entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B cryptographic setting provisions are implementable. 


 
4.3.3. Section 5.4 – ATN Key Agreement Scheme (AKAS) 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


5.4 -- -- -- -- No provision; heading only. 
5.4.1 -- -- -- -- No provision; heading only. 


5.4.1.1 [P1] 3.3.1 Y Y U,S,D* Provision aligned and implemented.   


With regard to verification, refer to the analysis 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
table in Section 4.3.1 of this report and the 
comment for ATN provision 5.3.4. 


5.4.1.2 [P1] 3.3.4.1 Y* Y U,S,D* Consistent with the provision in ICAO Doc. 9880 
Part IV-B, the initial Secure ACARS 
implementation and the flight demonstration 
utilized two public/private elliptic curve key 
pairs: one for key agreement and one for digital 
signature.  


During development of the AMS standard, airline 
participants, including the USAF, recommended 
that the AMS provisions specify a single key pair, 
to be used for both key agreement and digital 
signature.  This request was driven by an airline 
identified need to minimize the numbers and 
types of aircraft certificates to be procured and 
managed.  Consequently, to ensure compliance 
with AMS, the Secure ACARS implementation 
was updated to reflect this change, and re- 
verification was performed via unit-level and 
system-level regression testing using the unit-
level test environment. 


5.4.1.3 [P1] 3.3.4.1 Y Y U,S,D Provision aligned, implemented, and verified. 
5.4.2 -- -- -- -- No provision; heading only. 


5.4.2.1 -- -- -- -- No provision; heading only. 
5.4.2.1.1 [P1] 3.3.4.1  


[P1] Attachment7 
Table 7.2.1-1 Steps 
N08, N17 


Y* Y U,S,D* Refer to the comment for ATN provision 5.4.1.2 
regarding use of one key pair vs. two key pairs. 


5.4.2.2 -- -- -- -- No provision; explanatory comment only. 
5.4.2.2.1 [P1] 3.3.4.1 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N08, N17 


Y* Y U,S,D* The ATN provision specifies that the shared key 
derivation parameter (X) is the hash computed 
over the concatenation of the signature and a 
random value.   


The AMS provision specifies the same 
computation; however, the concatenation also 
includes the time of session initiation and the 
aircraft-supported crypto-algorithms, which is 
necessary since AMS supports per-session 
negotiation of the authentication (and encryption) 
algorithm(s).  This additional AMS feature does 
not impact the validation analysis. 


5.4.2.3 -- -- -- -- No provision; heading only. 
5.4.2.3.1 [P1] 3.3.4.1 Table 


3.3-2 


[P1] Attachment7 


Y* Y U,S,D For generation of the session-specific 
authentication key, ATN specifies that 
SharedInfo is computed as the concatenation of 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
Table 7.2.1-1 Steps 
N09, N10,N18, N19 


the octet 0116


AMS specifies the same parameters for the 
computation of SharedInfo; however, AMS 
aircraft and ground entity identifiers, which are 
meaningful within the ACARS environment, are 
used in place of AP-titles.  In addition, since 
AMS supports per-session negotiation of the 
authentication algorithm, the computation of 
SharedInfo includes additional algorithm 
identifier and key length parameters, which are 
necessary to ensure that the key is associated with 
the selected crypto-algorithm.  This additional 
AMS feature does not impact the validation 
analysis. 


, shared key derivation parameter 
(X), the AP-title of the airborne entity and the 
AP-title of the ground entity. 


NOTE:  Since AMS supports confidentiality 
services, a separate SharedInfo value is 
computed for generation of the session-specific 
encryption key.  The parameters are similar; 
however, the octet 0216


5.4.2.3.2 


 is used to ensure that the 
encryption key is distinct from the authentication 
key.  This is consistent with the confidentiality 
provisions included in draft enhancements to 
ICAO Doc. 9705 Edition 3, as presented in 
working paper ATNP SGB3/7-WP0820.  This 
additional AMS feature does not impact the 
validation analysis. 


-- X X X Not included in the validation.   


Rationale: The ATN provision is associated with 
ground-ground ATN routers, which are not are 
not included within the scope of AMS. 


5.4.2.3.3 [P1] 3.3.4.1 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N09, N10, N18, N19 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE:  Since AMS supports confidentiality 
services, AKDF is invoked a second time with the  
SharedInfo value computed for generation of the 
session-specific encryption key.  This is consistent 
with the confidentiality provisions included in 
draft enhancements to ICAO Doc. 9705 Edition 3, 
as presented in working paper ATNP SGB3/7-
WP0820.  This additional AMS feature does not 
impact the validation analysis. 


5.4.3 -- -- -- -- No provision; heading only. 
5.4.3.1 


Steps a and b 
[P1] 3.3.4.1  


[P1] Attachment7 
Table 7.2.1-1 Steps 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
N08, N17 


5.4.3.1 
Steps c thru g 


[P1] 3.3.4.1  


[P1] Attachment7 
Table 7.2.1-1 Steps 
N08, N17 


Y Y U,S,D Provision aligned, implemented, and verified. 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for the key agreement scheme.  
This provides a high degree of confidence that all of the AKAS provisions are complete (FVO 
2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and necessary (FVO 5). 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that the AKAS provisions in Part IV-B are 
implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the AKAS provisions necessary for all security users, including those users that may 
desire confidentiality services in the future. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes AKAS provisions necessary for both mobile and fixed communicating entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B AKAS provisions are implementable. 


 
4.3.4. Section 5.5 – ATN Digital Signature Scheme (ADSS) 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


5.5 -- -- -- -- No provision; heading only. 
5.5.1 -- -- -- -- No provision; heading only. 


5.5.1.1 [P1] 3.3.1 Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.1 of this report and the 
comment for ATN provision 5.3.4. 


5.5.1.2 [P1] 3.3.1 Y* Y U,S,D* Consistent with the provision in ICAO Doc. 9880 
Part IV-B, the initial Secure ACARS 
implementation and the flight demonstration 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
utilized two public/private elliptic curve key 
pairs: one for key agreement and one for digital 
signature.  


During development of the AMS standard, airline 
participants, including the USAF, recommended 
that the AMS provisions specify a single key pair, 
to be used for both key agreement and digital 
signature.  This request was driven by an airline 
identified need to minimize the numbers and 
types of aircraft certificates to be procured and 
managed.  Consequently, to ensure compliance 
with AMS, the Secure ACARS implementation 
was updated to reflect this change, and re- 
verification was performed via unit-level and 
system-level regression testing using the unit-
level test environment. 


5.5.1.3 [P1] 3.3.1 Y Y U,S,D Provision aligned, implemented, and verified. 
5.5.2 -- -- -- -- No provision; heading only. 


5.5.2.1 -- -- -- -- No provision; heading only. 
5.5.2.1.1 


Steps a and b 
[P1] 3.3.1  


[P1] Attachment7 
Table 7.2.1-1 Step 
N02 


[P1] Attachment7 
Table 7.2.2-1 Step 
G02 


Y* Y U,S,D* Refer to the comment for ATN provision 5.5.1.2 
regarding use of one key pair vs. two key pairs. 


5.5.2.1.1  
Steps c1 thru 


c10  


[P1] 3.3.1  


[P1] Attachment7 
Table 7.2.1-1 Step 
N02 


Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.5 of this report and the 
comment for ATN provision 5.7.2.1. 


5.5.2.2 -- -- -- -- No provision; heading only. 
5.5.2.2.1 


Steps a thru c 
[P1] 3.3.1  


[P1] Attachment7 
Table 7.2.1-1 Step 
N07 


[P1] Attachment7 
Table 7.2.1-1 Step 
G07 


Y Y U,S,D Provision aligned, implemented, and verified. 


5.5.2.2.1  
Step d1 thru 


d11 


[P1] 3.3.1  


[P1] Attachment7 
Table 7.2.1-1 Step 
N07 


Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.5 of this report and the 
comment for ATN provision 5.7.2.1. 
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Results: 
Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for the digital signature 
scheme.  This provides a high degree of confidence that all of the ADSS provisions are complete 
(FVO 2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and necessary 
(FVO 5). 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that the ADSS provisions in Part IV-B are 
implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the ADSS provisions necessary for all security users. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes ADSS provisions necessary for both mobile and fixed communicating entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B ADSS provisions are implementable. 


 
4.3.5. Section 5.6 – ATN Keyed Message Authentication Code Scheme (AMACS) 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


5.6 -- -- -- -- No provision; heading only. 
5.6.1 -- -- -- -- No provision; heading only. 


5.6.1.1 [P1] 3.3.2 Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.5 of this report and the 
comment for ATN provision 5.7.2.1. 


NOTE:  AMS supports air-ground negotiation of 
the MAC-tag length, which may be 32 bits, 64 
bits, or 128 bits.  The 32-bit length is the default, 
consistent with ICAO Doc. 9880 Part IV-B, and 
this length was used for all system-level and flight 
demonstration testing of Secure ACARS.  This 
additional AMS feature does not impact the 
validation analysis. 


5.6.1.2 -- X X X Not included in the validation.   


Rationale: The ATN provision is associated with 
ground-ground ATN routers, which are not 
included within the scope of AMS. 


5.6.1.3 [P1] 3.3.2 Y Y U,S,D Provision aligned, implemented, and verified. 
5.6.2 -- -- -- -- No provision; heading only. 


5.6.2.1 -- -- -- -- No provision; heading only. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
5.6.2.1.1 


Steps a thru c 
[P1] 3.3.2 


[P1] Attachment7 
Table 7.2.1-1 Step 
N12 


[P1] Attachment7 
Table 7.3.1-1 Step 
D04 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03, R12 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE:  AMS supports air-ground negotiation of 
the MAC-tag length, which may be 32 bits, 64 
bits, or 128 bits.  The 32-bit length is the default, 
consistent with ICAO Doc. 9880 Part IV-B, and 
this length was used for all system-level and flight 
demonstration testing of Secure ACARS.  This 
additional AMS feature does not impact the 
validation analysis. 


5.6.2.1.1 
Steps d and e 


[P1] 3.3.2 


[P1] Attachment7 
Table 7.2.1-1 Step 
N12 


[P1] Attachment7 
Table 7.3.1-1 Step 
D04 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03, R12 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03 


Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.5 of this report and the 
comment for ATN provision 5.7.2.1. 


NOTE:  The ATN provision references IETF RFC 
2104 for the HMAC tagging transformation.  The 
AMS provision references NIST FIPS 198, which 
is an equivalent US Federal standard. 
 


5.6.2.2 -- -- -- -- No provision; heading only. 
5.6.2.2.1  


Steps a thru d 
[P1] 3.3.2 


[P1] Attachment7 
Table 7.2.1-1 Step 
N20 


[P1] Attachment7 
Table 7.3.1-1 Step 
D07 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE:  AMS supports air-ground negotiation of 
the MAC-tag length, which may be 32 bits, 64 
bits, or 128 bits.  The 32-bit length is the default, 
consistent with ICAO Doc. 9880 Part IV-B, and 
this length was used for all system-level and flight 
demonstration testing of Secure ACARS.  This 
additional AMS feature does not impact the 
validation analysis. 







                                                ICAO Doc. 9880 Part IV-B Security Validation Report, Rev. 03 
 


 
  46 


 


ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R06, R15 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06 


5.6.2.2.1  
Steps e thru g 


[P1] 3.3.2 


[P1] Attachment7 
Table 7.2.1-1 Step 
N20 


[P1] Attachment7 
Table 7.3.1-1 Step 
D07 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R06, R15 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06 


Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.5 of this report and the 
comment for ATN provision 5.7.2.1. 


NOTE:  The ATN provision references IETF RFC 
2104 for the HMAC tagging transformation.  The 
AMS provision references NIST FIPS 198, which 
is an equivalent US Federal standard. 
 
 


 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for the message authentication 
code scheme.  This provides a high degree of confidence that all of the AMACS provisions are 
complete (FVO 2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and 
necessary (FVO 5). 
 


5.6.1.3 – The provision specifies 160-bit session keys, but the text in paragraph 5.6.1.2 describes 
the use of 256-bit session keys.  The provision should be re-worded as:  “ATN applications and 
ATN routers shall establish a 256-bit session key using AKAS with the peer application or router 
using AKAS prior to using AMACS.” 


DEFECTS (FVO 3):   


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that the AMACS provisions in Part IV-B are 
implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes the AMACS provisions necessary for all security users. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
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Validation 
Objective 


 
Results / Defects 


includes AMACS provisions necessary for both mobile and fixed communicating entities. 
TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 


high degree of confidence that the Part IV-B AMACS provisions are implementable. 
 
4.3.6. Section 5.7 – ATN Auxiliary Cryptographic Primitives and Functions 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


5.7 -- -- -- -- No provision; heading only. 
5.7.1 -- -- -- -- No provision; heading only. 


5.7.1.1  
Steps a thru c 


[P1] 3.3.4.1 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N09, N10 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N18, N19 


Y Y U,S,D* Provision aligned and implemented. 


With regard to verification, refer to the analysis 
table in Section 4.3.5 of this report and the 
comment for ATN provision 5.7.2.1. 


5.7.1.1  
Steps d thru j 


[P1] 3.3.4.1 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N09, N10 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N18, N19 


Y Y U,S,D Provision aligned, implemented, and verified. 


5.7.2 -- -- -- -- No provision; heading only. 
5.7.2.1 


Steps a thru d 
[P1] 3.3.1 


[P1] 3.3.4.1 


[P1] 3.3.2 


Y* Y U,S,D* Both ATN and AMS provisions specify use of the 
SHA-256 hash algorithm.  Consistent with the 
provisions in ICAO Doc. 9705 Ed. 3 Sub-volume 
VIII, the initial Secure ACARS implementation 
and the flight demonstration utilized the SHA-1 
hash algorithm.  During development of the AMS 
standard, and in coordination with the FAA, the 
AMS provision was written to specify the SHA-
256 hash algorithm, which is consistent with 
ICAO Doc. 9880 Part IV-B.  Consequently, to 
ensure compliance with AMS, the Secure 
ACARS implementation was updated to reflect 
this change, and re-verification was performed 
via unit-level and system-level regression testing 
using the unit-level test environment. 
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Results: 
Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for auxiliary cryptographic 
primitives and functions.  This provides a high degree of confidence that all of the provisions are 
complete (FVO 2), unambiguous (FVO 3), consistent with industry standards (FVO 4), and 
necessary (FVO 5). 
 


DEFECTS (FVO 3)
5.7.1.1 Step b – Typo; replace “hashlenΗ(2


:  
32-1)” with “hashlen x (232


5.7.1.1 Step f – Typo; the text should read “For i=1 to j= keydatalen/hashlen” 
-1)”; 


5.7.1.1 Step f2 – Delete un-italicized word “counter” 
5.7.1.1 Step h – Typos; replace “(hashlenΗ (j-1))) leftmost bitsoctets” with “(hashlen x (j-1))) 
leftmost octets”. 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that the provisions for auxiliary cryptographic 
primitives/functions in Part IV-B are implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes provisions for auxiliary cryptographic primitives/functions necessary for all security 
users, including those users that may desire confidentiality services in the future. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes provisions for auxiliary cryptographic primitives/functions necessary for both mobile 
and fixed communicating entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B provisions for auxiliary cryptographic 
primitives/functions are implementable. 


 
4.4. DOC. 9880 PART IV-B CHAPTER 6 – ATN SYSTEM SECURITY OBJECT 
Chapter 6 of ICAO Doc. 9880 Part IV-B specifies provisions for a System Security Object (SSO), which 
provides a set of abstract cryptographic services for generation and verification of security items.  As 
stated in Part IV-B (Section 6.1, paragraph 5), there is no requirement to implement the ATN SSO in any 
product


 


, and the presence or absence of an SSO should not be possible to detect externally.  The only 
requirement is to implement the steps necessary to perform the cryptographic schemes and primitives. 


To facilitate the greatest implementation flexibility, ARINC 823, the industry standard for ACARS 
Message Security, does not impose requirements for implementation of an SSO; however, it does specify 
the detailed process steps necessary to perform the cryptographic schemes and primitives.  The detailed 
steps are provided in Attachment 7 of ARINC 823 (Part 1), and these references are used in the analysis 
table in this section to demonstrate alignment with the SSO provisions in Part IV-B, Chapter 6.    In 
addition, as described in Section 3.3 of this report, although AMS provisions do not specify an SSO, 
Honeywell Secure ACARS implements an SSO that is consistent with Part IV-B of ICAO Doc. 9880. 
 
As with prior analysis tables in this report, there are instances where an ATN provision is adapted to the 
ACARS communications environment and rationale is provided in the comment column.  The following 
exception applies to multiple ATN SSO provisions: 


• To identify source and destination peer entities, ATN provisions specify entity identities using the 
ATNPeerID type based on ASN.1 syntax.  In lieu of ASN.1, which results in binary encoding, 
ARINC 823 specifies data formatting and encoding rules suitable for character-oriented ACARS 
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messages (reference Table 2-2 in Section 2.2 of this report).  This includes use of existing 
character-based entity identifiers, which are meaningful within the ACARS communications 
environment.   


Rather than repeating this text for each case where this exception applies, the comment column simply 
indicates “ASN.1 exception applies.” 
 
4.4.1. Sections 6.2 and 6.3 – General Processing Requirements and SSO Functions 
Analysis: 
ATN Provision 


ICAO Doc. 
9880,  


Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


6.2.1 -- -- -- -- No provision; heading only. 
6.2.1.1  N X X ASN.1 exception applies. 
6.2.2 -- -- -- -- No provision; heading only. 


6.2.2.1   N Y U Provision implemented and verified. 
 
As discussed in Section 4.4 of this report AMS 
does not include specific requirements for 
implementation of an SSO; however, Secure 
ACARS implemented SSO error conditions and 
notifications, which were verified during unit-
level test. 


6.3 -- -- -- -- No provision; explanatory comment only. 
6.3.1 -- -- -- -- No provision; explanatory comment only. 


6.3.1.1 Step a [P1] Attachment7 
Table 7.2.1-1 Steps 
N02-2, N12 


Y* Y U,S,D Provision aligned, implemented, and verified. 


ASN.1 Exception applies. 


6.3.1.1 Step b [P1] Attachment7 
Table 7.2.1-1 Step 
N08-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.1.1 Step c [P1] Attachment7 
Table 7.2.1-1 Step 
N02 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.1.1 Step d [P1] Attachment7 
Table 7.2.1-1 Step 
N12 


Y Y U,S,D Provision aligned, implemented, and verified.  


6.3.2 -- -- -- -- No provision; explanatory comment only. 
 6.3.2.1 Step a [P1] Attachment7 


Table 7.2.1-1 Steps 
N04-8, N20 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.2.1 Step b [P1] Attachment7 
Table 7.2.1-1 Steps 
N11-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.2.1 Step b1 [P1] Attachment7 
Table 7.2.1-1 Steps 
N07-4 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
6.3.2.1 Step b2 [P1] Attachment7 


Table 7.2.1-1 Steps 
N08-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.2.1 Step c [P1] Attachment7 
Table 7.2.1-1 Steps 
N06, N16 


Y* Y U,S,D* Refer to the comment for ATN provision 6.3.7.1 
in this table regarding the use of CertificatePath. 
 
Refer to the analysis table in Section 4.3.3 of this 
report and the comment for ATN provision 5.5.12 
regarding the use of one key pair vs. two key 
pairs. 


 6.3.2.1 Step d1 [P1] Attachment7 
Table 7.2.1-1 Step 
N05 


Y* Y U,S,D* 


6.3.2.1 Step d2 [P1] Attachment7 
Table 7.2.1-1 Step 
N15 


Y* Y U,S,D* 


6.3.2.1 Step d3 [P1] Attachment7 
Table 7.2.1-1 Steps 
N06, N16 


Y* Y U,S,D* 


6.3.2.1 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N07 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.2.1 Step f [P1] Attachment7 
Table 7.2.1-1 Steps 
N20, N21 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.3.1 -- -- -- -- No provision; explanatory comment only. 
6.3.3.1 Step a [P1] Attachment7 


Table 7.2.2-1 Step 
G02-2 


[P1] Attachment7 
Table 7.3.1-1 Step 
D04-2 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-2 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-2, R12-2 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.3.1 Step b [P1] Attachment7 
Table 7.2.2-1 Step 
G02 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.3.1 Step c [P1] Attachment7 
Table 7.3.1-1 Step 
D04 


[P1] Attachment7 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
Table 7.3.2-1 Step 
X04 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03, R12 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03 


6.3.3.1 Step d [P1] Attachment7 
Table 7.2.2-1 Steps 
G02-5, G02-6 


[P1] Attachment7 
Table 7.3.1-1 Steps 
D04-5, D04-6 


[P1] Attachment7 
Table 7.3.2-1 Steps 
X04-5, X04-6 


 [P1] Attachment7 
Table 7.4.1-1 Steps 
R03-5, R03-6, R12-
5, R12-6 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-5 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.3.1 Step e [P1] Attachment7 
Table 7.2.2-1 Step 
G02-4 


[P1] Attachment7 
Table 7.3.1-1 Step 
D04-4 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-4 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-4, R12-4 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.4 -- -- -- -- No provision; explanatory comment only. 
6.3.4.1 Step a [P1] Attachment7 


Table 7.2.2-1 Step 
G04-7 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[P1] Attachment7 
Table 7.3.1-1 Step 
D07-2 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07-2 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R06-2, R15-2 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06-2 


6.3.4.1 Step b [P1] Attachment7 
Table 7.3.1-1 Step 
D08 


[P1] Attachment7 
Table 7.3.2-1 Step 
X08 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R07,  R16 


[P1] Attachment7 
Table 7.4.2-1 Step 
A07 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.4.1 Step c [P1] Attachment7 
Table 7.2.2-1 Step 
G07 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.4.1 Step d [P1] Attachment7 
Table 7.3.1-1 Step 
D08 


[P1] Attachment7 
Table 7.3.2-1 Step 
X08 


[P1] Attachment7 
Table 7.4.1-1 Step 
R06, R15 


[P1] Attachment7 
Table 7.4.2-1 Step 
A07 


Y Y U,S,D Provision aligned, implemented, and verified.  


6.3.5 -- -- -- -- No provision; explanatory comment only. 
6.3.5.1 Step a [P1] Attachment7 


Table 7.2.1-1 Steps 
N07-1, N17-2 


Y* Y U,S,D* Refer to the analysis table in Section 4.3.3 of this 
report and the comment for ATN provision 5.5.12 
regarding the use of one key pair vs. two key 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
6.3.5.1 Step b [P1] Attachment7 


Table 7.2.1-1 Steps 
N07-1,N17-2 


Y* Y U,S,D* pairs. 
. 


6.3.5.1 Step c1 [P1] Attachment7 
Table 7.2.1-1 Steps 
N05, N15 


Y* Y U,S,D* 


6.3.5.1 Step c2 [P1] Attachment7 
Table 7.2.1-1 Steps 
N06, N16 


Y* Y U,S,D* 


6.3.5.1 Step c3 [P1] Attachment7 
Table 7.2.1-1 Steps 
N07-1, N17-2 


Y* Y U,S,D* 


6.3.5.1 Step d [P1] Attachment7 
Table 7.2.1-1 Steps 
N08-3, N17-3 


Y* Y U,S,D* 


6.3.5.1 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N08-3, N17-3 


Y* Y U,S,D* 


6.3.5.2 [P1] Attachment7 
Table 7.2.1-1 Steps 
N08-5, N17-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.3 Step a [P1] Attachment7 
Table 7.2.1-1 Steps 
N08-5, N17-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.3 Step b [P1] Attachment7 
Table 7.2.1-1 Step 
N17-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.3 Step c [P1] Attachment7 
Table 7.2.1-1 Step 
N08-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.3 Step d [P1] Attachment7 
Table 7.2.1-1 Steps 
N17-4, N08-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.3 Step e [P1] Attachment7 
Table 7.2.1-1 Steps 
N08-5, N17-4 


Y* Y U,S,D Refer to the analysis table in Section 4.3.3 of this 
report and the comment for ATN provision 
5.4.2.3.1. 


6.3.5.3 Step f [P1] Attachment7 
Table 7.2.1-1 Steps 
N08-5, N17-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.4 Step a  N X X ASN.1 exception applies. 
6.3.5.4 Step b  N X X ASN.1 exception applies. 
6.3.5.4 Step c [P1] Attachment7 


Table 7.2.1-1 Step 
N08-5 


Y* Y U,S,D Refer to the analysis table in Section 4.3.3 of this 
report and the comment for ATN provision 
5.4.2.3.1. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
6.3.5.4 Step d [P1] Attachment7 


Table 7.2.1-1 Steps 
N09, N10, N18, N19 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE:  Since AMS supports confidentiality 
services, AKDF is invoked a second time with the  
SharedInfo value computed for generation of the 
session-specific encryption key.  This is consistent 
with the confidentiality provisions included in 
draft enhancements to ICAO Doc. 9705 Edition 3, 
as presented in working paper ATNP SGB3/7-
WP0820.  This additional AMS feature does not 
impact the validation analysis. 


6.3.5.4 Step e [P1] Attachment7 
Table 7.2.1-1 Steps 
N01-3, N11-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.4 Step f [P1] Attachment7 
Table 7.2.1-1 Steps 
N01-3, N11-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.5.5  N Y U,S,D Provision implemented and verified. 
 
AMS does not include an explicit provision to 
check whether a session key has been revoked via 
a previous session; however, Secure ACARS 
implemented and demonstrated this session key 
revocation check. 


NOTE:  For Secure ACARS, the revoked key list 
stored up to 64 session keys.  This list size was 
selected to be greater than the expected number 
of secure sessions initiated by an aircraft in one 
day (assuming that a new secure session is 
initiated for each flight segment). 


6.3.5.6  N Y U,S,D 


6.3.6 -- -- -- -- No provision; explanatory comment only. 
6.3.6.1 Step a  N X X With regard to implementation and verification, 


refer to the comment for ATN provision 6.3.7.1. 
6.3.6.1 Step b [P1] Attachment7 


Table 7.2.1-1 Steps 
N06, N16 


Plus, alignment for 
ATN provisions 
4.5.1.1 thru 4.5.1.11 
(see Section 4.2.4 in 
this report) 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.7 -- -- -- -- No provision; explanatory comment only. 
6.3.7.1  N X X AMS employs a direct trust model for its PKI.  In 


this model, one or more CAs serve as trust 
anchors, which adhere to a common certificate 
policy (e.g., ATA Spec 42).  A relying party 
validates and uses only certificates signed by one 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
of the trust anchors.  Consequently, the Secure 
ACARS implementation of the SSO does not 
include the SSO-GetCertificatePath function.  
Instead, it implements an SSO-CertificateRetrieve 
function to obtain certificates from local cache 
memory, from local storage, or from a certificate 
directory (in the case of a ground entity).  Once 
retrieved, the certificate is validated as being 
signed by one of the trust anchors in accordance 
with the certificate validation provisions 
(reference the analysis table in Section 4.2.4 of 
this report and the comments for ATN provisions 
4.5.1.1 through 4.5.1.11) 


6.3.8 -- -- -- -- No provision; explanatory comment only. 
6.8.3.1 Step a  N Y U,S,D Provision implemented and verified. 


 
AMS does not include specific implementation 
requirements; however, Secure ACARS 
implemented the SSO-Stop function to delete 
state data and session-specific information. 


6.8.3.1 Step b  N Y U,S,D 


6.3.9 -- -- -- -- No provision; explanatory comment only. 
6.3.9.1 Step a [P1] Attachment7 


Table 7.2.1-1 Step 
N02-3 


[P1] Attachment7 
Table 7.2.2-1 Step 
G02-3 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.9.1 Step b [P1] Attachment7 
Table 7.2.1-1 Step 
N02-1 


[P1] Attachment7 
Table 7.2.2-1 Step 
G02-1 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.9.1 Step c [P1] Attachment7 
Table 7.2.1-1 Step 
N02-2 


[P1] Attachment7 
Table 7.2.2-1 Step 
G02-2 


Y* Y U,S,D The AMS provision specifies the same 
computation; however, since AMS supports per-
session negotiation of the authentication (and 
encryption) algorithm(s), the computation of To 
Be Signed Data also includes an algorithm 
identifier parameter that identifies the aircraft-
supported crypto-algorithms.  This additional 
AMS-specific parameter does not impact the 
validation analysis. 


6.3.9.1 Step d [P1] Attachment7 
Table 7.2.1-1 Step 
N02-3 


[P1] Attachment7 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
Table 7.2.2-1 Step 
G02-3 


6.3.9.2  N X X ASN.1 exception applies. 
6.3.9.3  N X X 
6.3.9.4  N X X 


6.3.9.5 Step a 
thru d 


[P1] Attachment7 
Table 7.2.1-1 Steps 
N02-1, N02-4 


[P1] Attachment7 
Table 7.2.2-1 Steps 
G02-1, G02-4 


Y* Y U,S,D The AMS provision specifies the same 
computation; however, since AMS supports per-
session negotiation of the authentication (and 
encryption) algorithm(s), the AMS Signature 
Appendix also includes an algorithm identifier 
parameter that identifies the aircraft-supported 
crypto-algorithms.  This additional AMS-specific 
parameter does not impact the validation analysis. 


6.3.9.5 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N02-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.10 -- -- -- -- No provision; explanatory comment only. 
6.3.10.1 Step a [P1] Attachment7 


Table 7.2.1-1 Step 
N04-3 


[P1] Attachment7 
Table 7.2.2-1 Step 
G04-3 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.10.1 Step b [P1] Attachment7 
Table 7.2.1-1 Step 
N07-2 


[P1] Attachment7 
Table 7.2.2-1 Step 
G07-3 


Y* Y U,S,D The AMS provision specifies the same 
computation; however, since AMS supports per-
session negotiation of the authentication (and 
encryption) algorithm(s), the computation of To 
Be Signed Data also includes an algorithm 
identifier parameter that identifies the aircraft-
supported crypto-algorithms.  This additional 
AMS-specific parameter does not impact the 
validation analysis. 


6.3.10.1 Step c [P1] Attachment7 
Table 7.2.1-1 Step 
N07-3 


[P1] Attachment7 
Table 7.2.2-1 Step 
G07-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.10.1 Step d [P1] Attachment7 
Table 7.2.1-1 Step 
N07-3 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.10.1 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N07-3 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[P1] Attachment7 
Table 7.2.2-1 Steps 
G05, G06, G07 


6.3.10.1 Step f [P1] Attachment7 
Table 7.2.1-1 Step 
N07-3 


[P1] Attachment7 
Table 7.2.2-1 Step 
G07-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.10.2 [P1] Attachment7 
Table 7.2.1-1 Step 
N04-3 


[P1] Attachment7 
Table 7.2.2-1 Step 
G04-3 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.10.3  N X X ASN.1 exception applies. 
6.3.10.4  N X X 
6.3.11 -- -- -- -- No provision; explanatory comment only. 


6.3.11.1 Step a [P1] Attachment7 
Table 7.3.1-1 Step 
D04-2 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-2 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-2, R12-2 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.1 Step b [P1] Attachment7 
Table 7.2.1-1 Steps 
N08, N09, N10 


Y* Y U,S,D The ATN provision specifies that SSO-
SessionKey is invoked to create a session key 
when it is not available at the invocation of SSO-
AMACP. 


The Secure ACARS implementation of the SSO 
invokes SSO-SessionKey to create a session key 
when the Shared Key Derivation Parameter (X) is 
not available at the invocation of SSO-AMACP.  
This logic is consistent with the ATN provisions 
in 6.3.11.1 Steps e through h. 


6.3.11.1 Step c [P1] Attachment7 
Table 7.2.1-1 Step 
N11-5 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[P1] Attachment7 
Table 7.3.1-1 Step 
D02-4 


[P1] Attachment7 
Table 7.3.2-1 Step 
X02-4 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R01-4, R10-4 


[P1] Attachment7 
Table 7.4.2-1 Step 
A01-4 


6.3.11.1 Step d [P1] Attachment7 
Table 7.2.1-1 Step 
N11-5 


[P1] Attachment7 
Table 7.3.1-1 Step 
D02-4 


[P1] Attachment7 
Table 7.3.2-1 Step 
X02-4 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R01-4, R10-4 


[P1] Attachment7 
Table 7.4.2-1 Step 
A01-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.1 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N12-1 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.1 Step f [P1] Attachment7 
Table 7.2.1-1 Step 
N12-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.1 Step g [P1] Attachment7 
Table 7.2.1-1 Step 
N12-2 


Y Y U,S,D The AMS provision specifies the same 
computation; however, since AMS supports per-
session negotiation of the authentication (and 
encryption) algorithm(s), the computation of 
MAC Data also includes an algorithm selection 
parameter that identifies the negotiated crypto-
algorithms.  This additional AMS-specific 
parameter does not impact the validation analysis. 


6.3.11.1 Step h [P1] Attachment7 
Table 7.3.1-1 Step 
D04-2 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-2 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-2, R12-2 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-2 


6.3.11.1 Step i [P1] Attachment7 
Table 7.2.1-1 Step 
N12-2 


[P1] Attachment7 
Table 7.3.1-1 Step 
D04-3 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-3 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-3, R12-3 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-3 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE:  AMS supports air-ground negotiation of 
the MAC-tag length, which may be 32 bits, 64 
bits, or 128 bits.  The 32-bit length is the default, 
consistent with ICAO Doc. 9880 Part IV-B, and 
this length was used for all system-level and flight 
demonstration testing of Secure ACARS.  This 
additional AMS feature does not impact the 
validation analysis. 


6.3.11.2  N X X ASN.1 exception applies. 
6.3.11.3 Step a [P1] Attachment7 


Table 7.3.1-1 Step 
D04-1 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-1 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-1, R12-1 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-1 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.3 Step b [P1] Attachment7 
Table 7.2.1-1 Step 
N12-1 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.3 Step c [P1] Attachment7 
Table 7.2.1-1 Step 
N12-1 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
6.3.11.3 Step d [P1] Attachment7 


Table 7.3.1-1 Step 
D04-1 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-1 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R03-1, R12-1 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-1 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.11.3 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N12-1-4 


[P1] Attachment7 
Table 7.3.1-1 Step 
D04-4 


[P1] Attachment7 
Table 7.3.2-1 Step 
X04-4 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R04-4, R12-4 


[P1] Attachment7 
Table 7.4.2-1 Step 
A03-4 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12 -- -- -- -- No provision; explanatory comment only. 
6.3.12.1 Step a [P1] Attachment7 


Table 7.2.1-1 Step 
N14-7 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12.1 Step b [P1] Attachment7 
Table 7.2.1-1 Steps 
N17, N18, N19 


Y* Y U,S,D The ATN provision specifies that SSO-
SessionKey is invoked to create a session key 
when it is not available at the invocation of SSO-
AMACVP. 


The Secure ACARS implementation of the SSO 
invokes SSO-SessionKey to create a session key 
when the Shared Key Derivation Parameter (X) is 
not available at the invocation of SSO-AMACVP.  
This logic is consistent with the ATN provisions 
in 6.3.12.1 Steps f through h. 


6.3.12.1 Step c [P1] Attachment7 
Table 7.3.1-1 Step 
D07-3 


Y Y U,S,D Provision aligned, implemented, and verified. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07-3 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R06-3, R15-3 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06-3 


6.3.12.1 Step d [P1] Attachment7 
Table 7.2.1-1 Step 
N21 


[P1] Attachment7 
Table 7.3.1-1 Step 
D08 


[P1] Attachment7 
Table 7.3.2-1 Step 
X08 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R07, R16 


[P1] Attachment7 
Table 7.4.2-1 Step 
A07 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12.1 Step e [P1] Attachment7 
Table 7.2.1-1 Step 
N21 


[P1] Attachment7 
Table 7.3.1-1 Step 
D08 


[P1] Attachment7 
Table 7.3.2-1 Step 
X08 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R07, R16 


[P1] Attachment7 
Table 7.4.2-1 Step 
A07 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12.1 Step f [P1] Attachment7 
Table 7.2.1-1 Step 
N20-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12.1 Step g [P1] Attachment7 Y* Y U,S,D The AMS provision specifies the same 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
Table 7.2.1-1 Step 
N20-2 


computation; however, since AMS supports per-
session negotiation of the authentication (and 
encryption) algorithm(s), the computation of 
MAC Data also includes an algorithm selection 
parameter that identifies the negotiated crypto-
algorithms.  This additional AMS-specific 
parameter does not impact the validation analysis. 


6.3.12.1 Step h [P1] Attachment7 
Table 7.3.1-1 Step 
D07-2 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07-2 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R06-2, R15-2 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06-2 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12.1 Step i [P1] Attachment7 
Table 7.2.1-1 Step 
N20-1 


[P1] Attachment7 
Table 7.3.1-1 Step 
D07-1 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07-1 


[P1] Attachment7 
Table 7.4.1-1 Steps 
R06-1, R15-1 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06-1 


Y Y U,S,D Provision aligned, implemented, and verified. 


6.3.12.1 Step j [P1] Attachment7 
Table 7.2.1-1 Steps 
N20-2, N21 


[P1] Attachment7 
Table 7.3.1-1 Step 
D07-3 


[P1] Attachment7 
Table 7.3.2-1 Step 
X07-3 


[P1] Attachment7 


Y Y U,S,D Provision aligned, implemented, and verified. 


NOTE:  AMS supports air-ground negotiation of 
the MAC-tag length, which may be 32 bits, 64 
bits, or 128 bits.  The 32-bit length is the default, 
consistent with ICAO Doc. 9880 Part IV-B, and 
this length was used for all system-level and flight 
demonstration testing of Secure ACARS.  This 
additional AMS feature does not impact the 
validation analysis. 
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ATN Provision 
ICAO Doc. 


9880,  
Part IV-B 


AMS Provision 
ARINC 823,  


Part 1 [P1] or   
Part 2 [P2] 


Provision 
Aligned / 


Implemented / 
Verified? 


Comments 


A I V 
Table 7.4.1-1 Steps 
R06-3, R15-3 


[P1] Attachment7 
Table 7.4.2-1 Step 
A06-3 


6.3.12.2   N X X ASN.1 exception applies.  
 
Results: 


Validation 
Objective 


 
Results / Defects 


FVO 2 
FVO 3 
FVO 4 
FVO 5 


The analysis shows alignment between ATN and AMS provisions for SSO functions.  This 
provides a high degree of confidence that all of the provisions are complete (FVO 2), 
unambiguous (FVO 3), consistent (FVO 4), and necessary (FVO 5). 
 


DEFECTS (FVO 3)
6.3.2.1 Step b – Typo; in Line 1, replace “Securit” with “Security”; 


:  


6.3.2.1 Step b – For an initial air-ground message exchange with a Signature-appendix, the 
provision specifies that the receiving entity check that the message counter (for source-to-
destination) not have a value greater than one.  However, since SSO-SessionKey initializes the 
message counters to zero, and since counters are incremented only for messages with a MAC-
appendix, then the provision should be re-worded as “if one of the Source Peer and Destination 
Peer is an airborne Peer and the Security Item contains a Signature-appendix, verify that the 
Counter for exchanges from the Source Peer to the Destination Peer does not have a value 
greater than zero.” 


6.3.2.1 Step b – In Line 3, the text “when the Security Item contains a Signature-appendix and a 
current session key exists:” is associated with the sub-steps 1) and 2) and is meant to be a 
separate provision from provision b). 


6.3.2.1 Step b2 – Note 1 (located just after this provision) is intended to be two notes.  The first 
five sentences (“This check ensures…will use a Signature-appendix.”) are associated with 
provision step b).  The remaining four sentences (“This check protects…between two ground 
peers.”) are associated with the provision intended to precede 1) and 2).  Refer to the previous 
defect for ATN provision 6.3.2.1 Step b. 


6.3.2.1 Step f – Typo; delete the text “set the CheckResult parameter as appropriate.” 


6.3.4.1 Step d4 – Typo; delete the text “set the CheckResult parameter as appropriate.” 


6.3.5.3 Step e – Typo; delete the text “concatenation of the Secured-Association-Signature and 
Random Challenge as the AHASH parameter Data.” 


6.3.5.4 Step c – Typo; replace “0116” with “0116


6.3.5.4 Step e – Typo; delete the text “create, with an initial value of zero, the Counter for 
messages sent from the Local Peer to the Remote Peer.” 


” 


6.3.5.4 Step f – Typo; delete the text “create, with an initial value of zero, the Counter for 
messages sent from the Local Peer to the Remote Peer.” 


6.3.11.1 Step e – Typo; replace “Parameteression Key” with “Parameter” 
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Validation 
Objective 


 
Results / Defects 


6.3.11.1 Step f – Typo; replace “Parameteression Key” with “Parameter” 


6.3.11.1 Step g – Typo; replace “Parameteression Key” with “Parameter” 


6.3.11.1 Step h – Typo; replace “Parameteression Key” with “Parameter” 


6.3.11.3 Step c – Typo; replace “Parameteression Key” with “Parameter” 


6.3.11.3 Step d – Typo; replace “Parameteression Key” with “Parameter” 


6.3.12.1 Step f – Typo; replace “Parameteression Key” with “Parameter” 


6.3.12.1 Step g – Typo; replace “Parameteression Key” with “Parameter” 


6.3.12.1 Step h – Typo; replace “Parameteression Key” with “Parameter” 


 
DEFECTS (FVO 4)
6.3.5.1 Step b – In an e-mail dated September 2001, Honeywell identified the following issue 
with the ATN provisions in Sub-volume VIII of ICAO Doc. 9705:  “When ATNappendix is 
MAC-Appendix, the SSO-SignCheck function retrieves the source peer's public key agreement 
key certificate and verifies the uncompressed certificate path (8.6.3.2.1 Steps d2 and d3).  The 
function then calls SSO-AMACVP, which in turn calls SSO-SessionKey.  The first two steps in 
SSO-SessionKey (8.6.3.5.1 Steps a and b) are to perform the same actions, which are redundant 
with those executed in SSO-SignCheck.  If these provisions are removed from SSO-SessionKey, 
then these steps would have to be added to SSO-Sign for the MAC-Appendix branch, just as they 
are in SSO-SignCheck.” (Note provision 8.6.3.5.1 in Sub-volume VIII of ICAO Doc. 9705 is 
equivalent to provision 6.3.5.1 in Part IV-B of ICAO Doc. 9880.)  The issue was not resolved in 
Sub-volume VIII of ICAO Doc. 9705 and persists in Part IV-B of ICAO Doc. 9880.  During 
development of Secure ACARS, Honeywell moved these two provisions to the SSO-Sign 
function to eliminate the redundancy in SSO-SessionKey and for consistency with SSO-
SignCheck. 


:  


6.3.11.1 Step b – For consistency with ATN provisions in 6.3.11.1 Steps e through h, consider 
rewording this provision as, “invoke SSO-SessionKey to calculate the Session Key shared by the 
two peers when the Shared Key Derivation Parameter is not available at invocation of SSO-
AMACP.” 


6.3.12.1 Step b – For consistency with ATN provisions in 6.3.12.1 Steps f through h, consider 
rewording this provision as, “invoke SSO-SessionKey to calculate the Session Key shared by the 
two peers when the Shared Key Derivation Parameter is not available at invocation of SSO-
AMACVP.” 


FVO 6 Successful adaptation of the aligned ATN provisions to the ACARS communications 
environment provides a high degree of confidence that the provisions for SSO functions in Part 
IV-B are implementation independent.  


FVO 7 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes provisions for SSO functions necessary for all security users, including those users that 
may desire confidentiality services in the future. 


TVO 1 Inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B 
includes provisions for SSO functions necessary for both mobile and fixed communicating 
entities. 


TVO 8 Successful implementation and flight demonstration of the aligned AMS provisions provides a 
high degree of confidence that the Part IV-B provisions for SSO functions are implementable. 
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5. CONCLUSIONS 


5.1. SUMMARY RESULTS 
5.1.1. Validation Objectives FVO 2, FVO 3, FVO 4, FVO 5 
Overall, the validation analysis shows alignment between ATN and AMS provisions for security services, 
PKI, cryptographic infrastructure, and SSO functions.  This provides a high degree of confidence that the 
Part IV-B provisions are complete (FVO 2), unambiguous (FVO 3), consistent (FVO 4), and necessary 
(FVO 5). 
 
The following table summarizes defects identified during the validation analysis. 
 


Table 5-1.  Defect Summary 
Part IV-B 


Section 
Part IV-B 


Section Title 
Validation 
Objective 


Part IV-B Provision(s) 
Identified as Having a 


Defect 


Section in this 
report


4.3 


 where 
the defect is 
described 


ATN PKI Certificate Format FVO 4 4.3.1.3.6.2 
4.3.1.3.6.3 


4.3.1.3.10.2.1 
4.3.1.3.10.2.3 
4.3.1.3.10.2.4 
4.3.1.3.10.2.5 
4.3.1.3.10.3.1 
4.3.1.3.10.3.2 
4.3.1.3.10.4.1 


4.3.1.3.10.5 (all) 
4.3.1.3.10.6.1 
4.3.1.3.10.7.1 
4.3.1.3.10.7.3 


4.2.2 


4.4 ATN PKI CRL Format FVO 4 4.4.2.5 
4.4.2.5.1 


4.2.3 


4.5 ATN PKI Certificate and CRL 
Validation 


FVO 4 4.5.1.2 
4.5.1.3 
4.5.1.6 
4.5.2.2 
4.5.2.3 
4.5.2.6 


4.2.4 


5.2 Notational Conventions FVO 3 Second notation entry 4.3.1 
5.3 ATN Cryptographic Setting FVO 4 5.3.4.1.5 4.3.2 


FVO 5 5.3.1.1 
5.3.1.2 
5.3.2.1 


5.3.4.1.1 
5.3.4.1.2 
5.3.4.1.3 
5.3.4.1.4 
5.3.4.1.5 


5.6 ATN Keyed Message Authentication 
Code Scheme (AMACS) 


FVO 3 5.6.1.3 4.3.5 
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Table 5-1.  Defect Summary 
Part IV-B 


Section 
Part IV-B 


Section Title 
Validation 
Objective 


Part IV-B Provision(s) 
Identified as Having a 


Defect 


Section in this 
report


5.7 


 where 
the defect is 
described 


ATN Auxiliary Cryptographic 
Primitives and Functions 


FVO 3 5.7.1.1 Steps b, f, f2, h 4.3.6 


6.3 SSO Functions FVO 3 6.3.2.1 Steps b, b2, f 
6.3.4.1 Step d4 
6.3.5.3 Step e 


6.3.5.4 Steps c, e, f 
6.3.11.1 Steps e, f, g, h 


6.3.11.3 Steps c, d 
6.3.12.1 Steps f, g, h 


4.4.1 


FVO 4 6.3.5.1 Step b 
6.3.11.1 Step b 
6.3.12.1 Step b 


 
5.1.2. Validation Objective FVO 6 
Overall, successful adaptation of the aligned ATN provisions to the ACARS communications environment 
provides a high degree of confidence that the provisions in Part IV-B are implementation independent. 
 
5.1.3. Validation Objective FVO 7 
Overall, inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B includes 
provisions necessary for all security users, including those users that may desire confidentiality services in the 
future. 
 
5.1.4. Validation Objective TVO 1 
Overall, inspection of the ARINC 823 (AMS) provisions and the successful implementation and flight 
demonstration of the aligned AMS provisions provide a high degree of confidence that Part IV-B includes 
provisions necessary for both mobile and fixed communicating entities. 
 
5.1.5. Validation Objective TVO 8 
Overall, successful implementation and flight demonstration of the aligned AMS provisions provides a high degree 
of confidence that the Part IV-B provisions for SSO functions are implementable. 
 
5.2. RECOMMENDATIONS 
This section identifies opportunities to improve Part IV-B of ICAO Doc. 9880.  For each improvement 
opportunity, experience with ACARS Message Security (AMS) and Secure ACARS is provided as 
background to support a recommended change to Part IV-B.  Potential advantages and disadvantages of 
the recommended change are also identified. 
 
5.2.1. Certificate and CRL Profile Specification 
Improvement Opportunity 
Chapter 4 of Part IV-B includes detailed provisions for specification of certificate and CRL profiles.  
These provisions, which were transferred from Sub-volume VIII of ICAO Doc. 9705, were developed in 
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the late 1990’s, and consequently, they do not necessarily reflect current industry standard practices both 
in the commercial world as well as in the aviation community. 
 
ARINC 823 (AMS) and Secure ACARS Experience 
During the development of the ARINC 823 standard, Honeywell and the AEEC Datalink Security 
(DSEC) subcommittee coordinated with the Air Transport Association (ATA) Digital Security Working 
Group (DSWG), which has developed a certificate policy (known as ATA Spec 42) for use in the aviation 
community.  ATA Spec 42 specifies certificate and CRL profiles that are suitable for aeronautical 
applications and for interoperability with an aerospace industry bridge.  In addition to standard profiles 
for certificates and certificate revocation lists, ATA Spec 42 also includes profiles for On-Line Certificate 
Status Protocol (OCSP), which is not currently specified in Part IV-B, but which may be employed by 
ground entities as an alternative to CRLs.   
 
Recommendation 
It is recommended that Sections 4.1 through 4.4 be replaced with wording that is consistent with the 
approach taken in Section 2.5 of ICAO Doc. 9896 (ATN/IPS), which specifies: 


• X.509 certificate and CRL profiles in accordance with IETF RFC 5280, 
• Certificate policy and certificate practices framework per IETF RFC 3647, and 
• A note indicating that the ATA DSWG has developed a certificate policy (ATA Spec 42) for use 


in the aviation community.   
 
Potential Advantages 
The advantages of the recommended approach are: 


• Harmonization with ATA Spec 42 and industry standard practice, including certificate, CRL, and 
OCSP profiles.  To maximize re-use and minimize costs associated with PKI, many 
organizations, including ICAO, AEEC, and aerospace manufacturers, are specifying ATA Spec 
42 in their standards documents. 


• Harmonization of text for certificates and CRL profiles in both Part IV-B of Doc. 9880 and in 
ICAO Doc. 9896. 


• Simplification of text in Part IV-B. 
 
Potential Disadvantages 
None identified.  (NOTE: Further provision-by-provision analysis of the Part IV-B provisions for ATN 
certificate and CRL profiles may be necessary to confirm that there are no disadvantages.) 
 
5.2.2. Compressed Certificates 
Improvement Opportunity 
Chapter 4 of Part IV-B includes detailed provisions for compressed certificates.  These provisions, which 
were transferred from Sub-volume VIII of ICAO Doc. 9705, were developed to address the need to 
minimize air-ground security protocol overhead.  However, compressed certificates are a non-standard, 
ATN-unique format, which imposes significant constraints on uncompressed certificates.  These 
requirements may be difficult to achieve since they do not reflect the industry standard practice for PKI 
(reference the prior recommendation in Section 5.2.1 of this document). 
 
ARINC 823 (AMS) and Secure ACARS Experience 
During the development of the ARINC 823 standard, compressed certificates were considered but 
rejected due to the non-standard format and impact on standard certificate profiles.  To minimize air-
ground security protocol overhead, AMS includes intelligence in the secure session initiation protocol 
such that ground entity certificates are sent over the air-ground datalink to the aircraft only when 
necessary.  The following logic is employed: 
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• If the aircraft entity does not


• If the aircraft entity 


 have a local, valid copy of the certificate for the ground entity with 
which it is initiating a secure session, then the aircraft entity requests the ground entity certificate 
in the initial air-ground message, which is protected with a digital signature. 


does


• If the ground entity determines that the certificate information sent by the aircraft 


 have a local, valid copy of the certificate for the ground entity with 
which it is initiating a secure session, then the aircraft entity provides certificate serial number 
information in the initial air-ground message, which is protected with a digital signature.  


is


• If the aircraft entity requests a ground certificate OR if the ground entity determines that the 
certificate information sent by the aircraft 


 current and 
valid, then the ground entity does not send its certificate in the ground-air response message, 
which is protected using a message authentication code. 


is not


 


 current and not valid, then the ground entity 
sends its certificate in the ground-air response message, which is protected using a message 
authentication code. 


Recommendation 
It is recommended that the provisions for compressed certificates in Sections 4.3.2 and 4.3.3 of Part IV-B 
be removed.   In addition, it is recommended that the logic specified in ARINC 823 be considered for 
ATN to minimize the air-ground security protocol overhead when compressed certificates are not 
employed. 
 
Potential Advantages 
The advantages of the recommended approach are: 


• Eliminate non-standard, ATN-unique certificate format. 
• Eliminate impact of compressed certificates on industry standard certificates and CRL profiles. 


 
Potential Disadvantages 
Without compressed certificates and in the absence of air-ground certificate coordination logic, it may be 
necessary to send the uncompressed ground entity certificate each time the aircraft initiates a secure 
session with a ground entity.  This may increase the air-ground security protocol overhead.  However, it is 
important to note that an increase in security overhead associated with implementation of this 
recommendation is offset by implementation of Recommendation 4, which greatly reduces security 
overhead. 
 
5.2.3. Compressed Elliptic Curve Points 
Improvement Opportunity 
ATN provisions 5.3.3.1 and 5.3.4.1.5 specify the use of elliptic curve point compression, which offers 
some bandwidth efficiency when certificates are sent over the air-ground datalink.  However, the trade-off 
is that the aircraft entity is required to perform additional computations to recover the elliptic point 
coordinates from the compressed format.  In addition, although point compression is standardized, it may 
be challenging to implement the standard without infringing third-party intellectual property.  
Consequently, there is a possibility that point compression may not be widely supported by cryptographic 
toolkit vendors and certificate providers. 
 
ARINC 823 (AMS) and Secure ACARS Experience 
During the development of the ARINC 823 standard, point compression was considered but rejected due 
to the performance impact on the aircraft entity and the potential for limiting the pool of cryptographic 
toolkit vendors and certificate providers.  Secure ACARS implemented and demonstrated elliptic curve 
cryptographic functions using uncompressed elliptic curve points, which was supported by the both the 
commercial off-the-shelf software library used to implement SSO cryptographic primitives and by the CA 
that supplied test certificates.  In concert with the certificate coordination logic described in Section 5.2.2 
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of this report, no significant impact to air-ground protocol overhead was experienced by using 
uncompressed elliptic curve points.   
 
Recommendation 
It is recommended that the ATN provisions for compressed elliptic curve points be re-considered. 
 
Potential Advantages 
Use of uncompressed elliptic curve points is expected to minimize aircraft entity computation 
requirements and maximize support by certificate providers and cryptographic toolkit vendors. 
 
Potential Disadvantages 
Using uncompressed elliptic curve points may increase the air-ground security protocol overhead.  
However, the increase may be minimal and needs to be evaluated against the potential advantages of 
uncompressed elliptic curve points and the potential drawbacks associated with using compressed points.  
In addition, it is important to note that an increase in security overhead associated with implementation of 
this recommendation is offset by implementation of Recommendation 4, which greatly reduces security 
overhead. 
 
5.2.4. Number of Required Key Pairs 
Improvement Opportunity 
ATN provisions 5.4.1.2 and 5.5.1.2 specify the use of two public/private elliptic curve key pairs: one for 
key agreement and one for digital signature.  NIST recommends, but does not mandate, separate key pairs 
based on key usage.  However, the trade-off is an increase in the numbers and types of security items that 
airlines are required to managed, which may increase maintenance actions as well as life-cycle costs. 
 
ARINC 823 (AMS) and Secure ACARS Experience 
Consistent with the provision in ICAO Doc. 9880 Part IV-B, the initial Secure ACARS implementation 
and the flight demonstration utilized two public/private elliptic curve key pairs: one for key agreement 
and one for digital signature.   However, during development of the ARINC 823 standard, airline 
participants, including the USAF, recommended that the AMS provisions specify a single key pair, to be 
used for both key agreement and digital signature.   The Secure ACARS implementation was updated 
subsequently to reflect this change. 
 
Recommendation 
It is recommended that the ATN provisions be revised to reflect use of a single public/private key pair for 
both key agreement and digital signature.  
 
Potential Advantages 
Having one key pair for ATN security addresses the airline-identified need to minimize the numbers and 
types of aircraft certificates to be procured and managed.  In addition, implementation of this 
recommendation greatly reduces air-ground security overhead since a single ground entity certificate, 
rather than two certificates, is delivered to the aircraft entity over the air-ground datalink; this offsets the 
potential increase in security overhead resulting from implementation of Recommendations 2 and 3.  
 
Potential Disadvantages 
None identified.  (NOTE: Further security analysis may be necessary to confirm that there are no 
disadvantages for ATN.) 
 
<END OF REPORT> 
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