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AERONAUTICAL COMMUNICATIONS PANEL (ACP)
13th MEETING OF WORKING GROUP M (Maintenance)
Montreal, Canada 18 – 21 November 2008
	Agenda Item 2:
	Complete the new ATN/OSI Manual, DOC 9880


COMPLETION OF DOC 9880 Part IVB – ATN Security for AMHS
(Presented by Danny Van Roosbroek)

	SUMMARY

	This working paper discusses the need to publish ATN Security requirements to support the AMHS.

	ACTION

	The working group is invited to progress development of relevant ATN Security detailed technical specification for inclusion in Doc 9880 Part IV-B.


REFERENCES

1. Manual of Technical Provisions for the Aeronautical Telecommunication Network (ATN), Doc 9705, Third Edition - 2002, Sub-Volume VIII –ATN Security
2. Draft Manual on Detailed Technical Specifications for the Aeronautical Telecommunication Network (ATN) using ISO/OSI standards and protocols, Doc 9880
1. INTRODUCTION

1.1 This working paper discusses the current state of the detailed technical specifications of ATN Security in the ground-ground environment and proposes that material should be developed for inclusion in Doc 9880 Part IV-B.
2. discussion

2.1 ATN Security provisions are currently specified in ICAO Doc 9705, Edition 3, Sub-Volume VIII [1]. An update to this material, including a number of resolved defect reports was approved by the ATNP for inclusion in Doc 9705 Fourth Edition. Although Doc 9705 Fourth Edition will not now be published, the material is available (in the Doc 9705 WordPerfect format) and should be considered for transfer into Doc 9880, if required.

2.2 The detailed technical specifications for AMHS have been approved as Doc 9880 Part IIB, which has been available in the ACP website repository for some time. These technical specifications make several cross-references to the ATN Security Provisions, as a fundamental component of the Extended ATS Message Handling Service.
2.3 In Europe, as part of the Single European Sky (SES) initiative, a mandate has been accepted by EUROCONTROL to develop a Community Specification (CS) for AMHS. A CS is a document which provides a means of compliance with legally binding SES regulations. The scope of the AMHS CS is the Extended ATS Message Handling Service; therefore ATN Security will be brought within the SES scope. Since the Security provisions have not been operationally deployed to date, however, the AMHS CS provides security requirements in an advisory Annex, which is not required for implementation at this time.
2.4 The draft EUROCONTROL Specification on AMHS currently refers to ATN Security as specified in ICAO Doc 9705, Edition 3, Sub-Volume VIII [1], since this is the only published version. 
2.5 For the Extended ATS Message Handling Service, only a subset of the Security provisions is relevant, i.e. the digital signature algorithms (using Elliptic Curve Cryptography) and the PKI. This material has been planned to be included in ICAO Doc 9880 Part IV. When the Security part of Doc 9880 is published, the reference in the EUROCONTROL Specification will need to be updated accordingly. In the interim, the baseline for Security is Doc 9705 Edition 3 plus all resolved defect reports. 

2.6 ATN Security provisions are also cross-referenced from the following technical specifications:

a) ATN Upper Layer Communications Service (Doc 9880 Part III Chapter 2), which refers to cryptographic algorithms, ASN.1 definitions and the functions provided by the System Security Object (SSO);

b) ATN Internet Communications Service (Doc 9705 Sub-Volume V – proposed as Doc 9880 Part III Chapter 3), which optionally uses ATN Security for protecting IDRP routing updates;

c) ATN Directory (Doc 9705 Sub-Volume VII – proposed as Doc 9880 Part IV-A), which optionally uses ATN Security to protect the binding between distributed Directory system elements and provides strong security protection for the Directory Information Base.
2.7 Note that ACARS Message Security, as specified by the AEEC is also based on the ATN Security technical specification.

2.8 Therefore, the technical specifications of ATN Security should be included in Doc 9880. This involves, as a minimum, conversion from WordPerfect and reformatting to integrate into Doc 9880 structure, together with updates of all cross-references.
2.9 There are known to be some outstanding issues regarding the application of the ATN security provisions, such as incomplete specification of PKI options, which could lead to interoperability problems. These could be progressed once the basic material is published.

3. ACTION BY THE MEETING

3.1 The ACP WG-M is invited to:

1. Approve the progression of the draft ATN Security detailed technical specifications in Doc 9880 Part IV-B;
2. Consider initiating a work item to further develop the end-to-end ground-ground ATN Security provisions.
ATTACHMENT – Analysis of Doc 9705 Security Elements required for AMHS
The detailed technical specifications on ATN Security are currently structured as follows:
8.1 Introduction
8.2 ATN Generic Security Services

8.3 ATN Security Framework

8.3.1 ATN Information Security Framework

8.3.2 ATN Physical Security Framework

8.4 ATN Public Key Infrastructure

8.4.1 Certificate Policy

8.4.2 Certificate Practice Statement

8.4.3 ATN PKI Certificate Format

8.4.4 ATN PKI CRL Format

8.4.5 ATN PKI Certificate and CRL Validation

8.5 ATN Cryptographic Infrastructure

8.5.1 Terms

8.5.2 Notational Conventions

8.5.3 ATN Cryptographic Setting

8.5.4 ATN key agreement scheme (AKAS)

8.5.5 ATN digital signature agreement scheme (ADSS)

8.5.6 ATN Keyed Message Authentication Code Scheme (AMACS)

8.5.7 ATN Auxiliary Cryptographic Primitives and Functions
8.6 ATN System Security Object

8.6.1 Introduction

8.6.2 General Processing Requirements

8.6.3 SSO Functions

8.7 ATN Security ASN.1 Module

Several parts of the ATN Security Services are not relevant in the ground-ground environment. These include:

· Compressed certificates (section 8.4.3.2 and ASN.1 definition in 8.7)

· ATN key agreement scheme (section 8.5.4)

· Use of Message Authentication Code (MAC) tags (section 8.5.6)

· Use of session keys (related SSO functions in section 8.6)

· Use of ATN Appendix data structure (related SSO functions in section 8.6 and ASN.1 definition in ULCS)
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