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SUMMARY

This paper identifies recommended changes to Doc 9880 for each corresponding section of Sub-Volume VIII of Doc 9705.    The working group is invited to consider the proposed recommendations on an item-by-item basis. 
1.  Introduction
This paper identifies recommended changes to Doc 9880 for each corresponding section of Sub-Volume VIII of Doc 9705.  This paper includes several recommendations to reduce or otherwise simplify specification of security provisions in Doc 9880.    
2.  Outline of Changes to Doc 9880

The following table proposes how the security section of Doc 9880 may be developed.  The table contains a summary column of what is in Doc 9705, Edition 3, Sub-Volume VII, Security Services.  For each item a proposed corresponding section in Doc 9880.

The corresponding section identifies how the original section may be deleted or otherwise modified.
	Doc 9705, Edition 3, SV VIII Section
	Doc 9880 Section

	1.  Introduction

This section outlines the rest of SV VIII
	A similar section would be required.

	2.  Security Services

This section specified that the ATN should have the high level services of Access Control, Authentication, and Data Integrity
	SV VIII attempted to specify high level security services as well as detailed mechanisms which other applications should use.

It is not necessary to specify the high level services so this section may be deleted.

	3. Security Framework

3.1 This section specified “framework” requirements for general use of security provisions and for other ATN applications and system types.  
3.2 This section called for using the ISO Upper Layer Security Model which leads to implementing security in the ULCS. 
3.3 This section specified that ATSMHS follow ISO/IEC message handling security methods,i.e., use X.400 security.

3.4 This section specified that the Internet Communication Service follow IDRP security provision. 

3.5 This section specified the use of  X.509 certificates, provisions for creation and management of certificates and a cross-certification model for certificate use.
3.6 This section specified specific requirements for End Systems which inlcuded a definition of Security Services at the ULCS Dialogue Service Boundary.

3.7 This section specified specific requirements for Intermediate Systems.
	The general framework provision may be deleted.  Other parts of Doc 9880 may specify their own security provisions and simply reference common mechanisms in this section.
If the approach of using IKEv2 is accepted then this section may be deleted.
The ATSMHS provisions may still be based on the X.400 methods but it is not necessary to specify that here.  Note that the ATSMHS section of Doc 9880 may still require use of the ATN Digital Signature Scheme as modified in the corresponding Section 5 below.
It is not necessary to specify the use of IDRP security provisions in this section.  The ICS section of Doc 9880 may nonetheless specify the use of the ATN Key Agreement Scheme and ATN Message Authentication Code Scheme as modified in the corresponding Section 5 below.
It is recommended that X.509 certificates still be specified.  

It is recommended that the AEEC provisions for key management being specified in Project Paper 823, Part 2 be referenced.

It is recommended that ATA DSWG Certificate Policies should be referenced.

It is recommended that a CA bridge mode of certificate use be permitted in Doc 9880.

The Certipath organization has adopted a CA bridge model whereby entities certify to the bridge CA rather than cross certify to all other entities.  

The provisions for ULCS security would not apply and would be replaced by requirements to use IKEv2 and to define requirement to append an authentication tag to application messages.

It is not anticipated that IDRP Air-Ground security provisions will be implemented. It is therefore recommended that IDRP Air-Ground Security be deleted from the ICS and Security sections of Doc 9880.

For IDRP Ground-Ground security it is recommended that an option to use pre-shared keys rather than a PKI be specified in the ICS and Security sections of Doc 9880.  

	3. Physical Security Framework

This section references Annex 17
	This section may be deleted.

	4. ATN Public Key Infrastructure

4.1  The first two sub-section reference the IETF Certificate Policy and Practice RFC 2527.

4.2 The third sub-section specifies the ATN Certificate Format, the fourth sub-section specifies the ATN CRL format and the fith sub-section specifies Certificate and CRL validation.
	The X.509 certificate Policies and Practices specified by the IETF should still be specified but the current reference is RFC 3647.

These sections should be replace with a reference ATA Specification 42 provided Spec 42 is updated to support the “Suite B” algorithm used in Doc 9880.



	5. ATN Cryptogrphic Infrastructure

5.1 The  cryptographic setting section defines two sets of elliptic curve domain parameters.

5.2 This section specifies the ATN Key Agreement Scheme.

5.3 This section specifies the ATN Digital Signature Scheme.

5.4 This section specifies the ATN Message Authentication Code Scheme.


	It is recommended that the ECC 256-bit Prime field be specified for general use including CA signing. This should be specified by referencing other standards for cryptographic details.
It is recommended that the CA-strength (233-bit binary field) curve be deleted.
It is recommended that the user-strength (163-bit bindary) curve be maintained for legacy IDRP ground-ground implementations.

It is recommended that this section specify the algorithms for use in IKEv2 the same as Doc 9896.  

It is recommended that a method of key agreement and key derivation for direct use by IDRP be maintained for legacy IDRP ground-ground implementations.

This section should specify ECDSA using the 256-bit Prime field for use in IKEv2 or for direct use, e.g., by AMHS.

This section should specify HMAC using SHA-256 for Secure Mode applications and using SHA-1 for IDRP security.

	6. ATN System Security Object
	This section can be replaced by a more simple specification of Secure Mode applications.


3.  Recommendation

It is recommended that each specific recommendation in Section 2 be reviewed by the Working group as the approach to incorporating security in Doc 9880.  
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