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1.
INTRODUCTION

1.1
VHF Digital Link (VDL) Mode 4 is an ICAO standardized data link which is undergoing initial deployment in trials being carried out in Europe funded by the European Commission. European standards and compliance tests have recently been approved under the auspices of the European Telecommunications Standards Institute (ETSI) and EUROCAE. Standards compliant equipment is available for both commercial and general aviation aircraft.

1.2
Sweden has implemented VDL Mode 4 at Kiruna and Arlanda, and is currently carrying out the safety assessments necessary to obtain operational approval. In common with other states Sweden is now looking to develop and deploy data networks using VDL Mode 4. In particular, network solutions are required to support general aviation and low end commercial air transport implementations. It is important therefore to find a low cost and efficient means of establishing an aeronautical communication network for VDL Mode 4. This paper explores some of the options.

2.
ATN COMPATIBLE NETWORKS

2.1
VDL Mode 4 is compliant with the protocols of the aeronautical telecommunications network (ATN). 

2.2 As a result of many years of development, ATN provides a potential networking solution which is tailored closely to the needs of the aeronautical community particularly in respect of the need to support global mobility. However, it suffers from a number of disadvantages:

· The networking protocols are complex to manage and potentially inappropriate for small regionally based networks, where global roaming is not a requirement.

· The ATN has security provisions implemented through an additional set of protocols designed to be transparent to the application. It is possibly simpler and less costly to implement appropriate security measures within the application.

· A high data overhead on the subnetwork results from supporting the ATN’s connection oriented protocols and exchanging routing information. 

3.
AN APPROACH BASED ON TCP/IP

3.1
It makes sense to reduce the limitations outlined above when defining second generation ATN protocols. In particular, to support regional networks, a “lightweight” protocol could be defined based on connectionless protocols and with modified support for mobility controlled at the application level. At the same time it is potentially advantageous to consider solutions based on TCP/IP. This is attractive for a variety of reasons:

· TCP/IP is the market driven choice for implementation of internet protocols;

· there are a wide range of COTS products available;

· the protocols are widely supported and unlikely to become obsolete or require legacy expertise;

· the products available will evolve to provide an expanding range of new functions;

· TCP/IP is the technology of choice for AOC and passenger communications;

· TCP/IP provides supports for security requirements through IPSEC;

· crucially, the products are low cost and getting cheaper.

3.2
ATN already provides limited support for TCP/IP via a subnetwork dependent convergence function (SNDCF) for IP. This supports establishment of ground-ground IP networks (which could be used to transport VDL Mode 4 or any other data). Indeed ground-ground networks used for aviation are already migrating from X.25 (ATN compliant) to TCP/IP.

3.3
Clearly it is desirable to expand the applicability of TCP/IP protocols within the aeronautical communication network to cover air-ground links. There are a number of barriers which arise primarily from the means with which TCP/IP can support mobility.

3.4
TCP/IP addressing does not support mobility in a straightforward manner. Although IPv6 increased the number of addresses available, it is still necessary, for example, for a host computer to change address when it moves from one mobile network to another. There is a need to provide a means to select networks so that alternative air/ground networks can be supported. This would require customisation of IPv6 and hence move it away from COTS.

3.5
A number of solutions have been proposed within the ACP community. The favoured option, which is supported in this paper, is to remove the ATN design requirement that hides mobility from the application. Such a development would require the applications to become aware of the mobility of each user. Although this will require changes to some of the “standard” ATN applications such as CPDLC, the advantages brought about by widespread use of COTS products for the networking components, which can be based on IPv4 with no additional requirement for IPv6, seem to outweigh the disadvantages. It seems logical to position the necessary customisation inside applications which, in any case, provide specialised ATM-related functions.

4.
NETWORK SECURITY ISSUES

4.1
Whilst the future ATC concepts provide for increased safety and security, they also open up a new threat to the underlying datalinks themselves. Hence, applications such as CPDLC, digital voice, collaborative decision making, ADS-B and broadcast of weather information require datalink security mechanisms to provide such services as:

a) user authentication; 

b) integrity

c) confidentiality; and 

d) replay prevention. 

4.2
Security mechanisms will be required in both air/ground and ground/ground infrastructure. However, the key concern here is the air/ground media where the application of industry solutions will be harder:

· the real time nature of aviation applications coupled to the limited bandwidth available on air/ground datalinks severely restricts the security solutions possible, both in the amount of information sent and in the timeliness of the information;

· the security guarantees, such as authentication, integrity or non-repudiation, in a broadcast environment have not been widely addressed by the computer industry.

4.3
The implication is that aviation needs to look at the properties of air-ground datalinks and available information when determining how best to achieve the required level of datalink security. In the context of VDL Mode 4, the ready availability of both aircraft identity and position information in the standard message set may become an essential part of a secure data link system. Since this information is available at the application level, implementation of security measures fits well with a move to a TCP/IP based system with mobile aware data link applications. The possibility to use time-of-arrival measurement capability in an ADS-B system also gives possibilities to independently verify the position of the sender. 

4.4
The availability of position information also has the potential for optimizing network performance and sub-network selection. For example, it might facilitate a ground directed switch from one subnetwork type to another as an aircraft transits from remote airspace into core airspace.

5.
RECOMMENDATIONS

ACP WGN is invited to:

· note the information in this paper;

· define a work programme necessary to bring about the necessary standardization to support implementation of a next generation aeronautical communication network based on TCP/IP protocols;

· in defining the necessary standards, take account of the need to establish in short time scales, small regional networks using a lightweight protocol which, in the fullness of time, will need to become integrated with a larger global Aeronautical Communication Network; and

· the standards should take account of the opportunities for a broader use of all available data, including position information, for creating efficient and secure systems for data exchange.
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